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ABSTRACT
Online status indicators (OSIs) improve online communica-
tion by helping users convey and assess availability, but they
also let users infer potentially sensitive information about one
another. We surveyed 200 smartphone users to understand the
extent to which users are aware of information shared via OSIs
and the extent to which this shapes their behavior. Despite fa-
miliarity with OSIs, participants misunderstand many aspects
of OSIs, and they describe carefully curating and seeking to
control their self-presentation via OSIs. Some users further
report leveraging OSI-conveyed information for problematic
and malicious purposes. Drawing on existing constructs of
app dependence (i.e., when users contort their behavior to
meet an app’s demands) and app enablement (i.e., when apps
enable users to engage in behaviors they feel good about),
we demonstrate that current OSI design patterns promote app
dependence, and we call for a shift toward OSI designs that
are more enabling for users.

Author Keywords
Privacy; Mobile Apps; Online Status; Social Computing

CCS Concepts
•Security and privacy→ Social aspects of security and pri-
vacy; Usability in security and privacy; •Human-centered
computing→ Social content sharing; Smartphones;

INTRODUCTION
Online Status Indicators (OSIs) are UI elements that broadcast
whether a user is or was recently online, updating automati-
cally as a user comes and goes [11]. Unlike the information
that users intentionally and consciously share — such as posts,
profile updates, or messages — OSIs project users’ behaviors
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to others without explicit direction from the user and in a way
that is often not easily controlled.

This unsolicited sharing has the potential to expose the user to
privacy risks. Prior work has shown, for example, that OSIs in
WhatsApp can reveal insights about someone’s daily routines,
such as sleep and wake times, and who they communicate
with [9]. Other work has shown that “read receipts,” another
UI mechanism that passively shares information about user
behavior, inadvertently reveal sensitive information that users
may prefer not to disclose [24]. These findings hint that across
experiences, OSIs in general may create systematic privacy
concerns through the status information they share.

OSIs are increasingly common and are present in many of the
most popular social and communication apps [11]. A number
of studies have investigated the potential for OSIs to improve
users’ ability to connect and coordinate with one another [1,
34]. However, their risks have not yet been systematically in-
vestigated across apps, despite suggestions that such risks exist.
Developing a more robust understanding of the impact of pas-
sively broadcasting users’ status promises to help the research
community better advocate for consumers. Thus, we asked:

1. To what extent are users exposed to OSIs, and what are the
characteristics of the OSIs they encounter?

2. What are users’ mental models of what is shared and when
by OSIs?

3. How do OSIs influence user behavior? What are users’
privacy-related preferences and experiences with OSIs?

To investigate these questions, we deployed an online survey
to 200 workers on Amazon Mechanical Turk to explore users’
knowledge about and experience with OSIs in mobile appli-
cations. We report on participants’ exposure to specific apps
with OSIs, interpretation of information conveyed by OSIs,
awareness of OSIs in the apps they use, ability to locate set-
tings to change the behavior of OSIs in the apps they use,
and descriptions of their experiences using OSIs. In addition
to characterizing users’ experiences with OSIs broadly, we
examine how specific design decisions (such as the color of
an OSI icon, or the ability for a user to see others’ OSI icons
after turning off their own) affect users’ ability to anticipate
and control their privacy as it relates to OSIs.



We found that participants readily recognized common OSI
design patterns, but they held many uncertain or incorrect
beliefs about their functionality. They were often mindful of
the information their own OSIs might convey to others, and
many reported altering their own behavior as a result. Drawing
on existing constructs of app enablement and app dependence
[16], we show how current OSI designs prompt users to contort
their behaviors to manage their OSI display, leading to app
dependence (i.e., behaviors dictated by the app rather than the
user’s intrinsic needs and desires).

We also found that participants both notice and make infer-
ences about other people’s online status, sometimes reacting
to it in potentially problematic ways (e.g., surveilling intimate
partners). We provide guidance for designing OSIs that better
support users’ privacy goals.

RELATED WORK

Understanding and Designing OSIs
A number of studies have examined users’ experiences with
OSIs and their precursors. Nardi et al. studied 20 participants’
experiences with early Instant Messaging (IM) tools in a work-
place setting and found that “awareness information about the
presence of others” (i.e., OSIs) provided a variety of benefits
to users [34], including enabling them to negotiate when they
were available to other colleagues. However, in doing so, par-
ticipants sometimes leveraged the imprecision of these early
tools to provide plausible deniability about whether they were
actually online or offline. This cover allowed employees to
be available to others on their own terms. More recent work
has found that, in contrast, modern OSIs in some mobile apps
reflect actual online/offline behavior very accurately, thus pro-
viding more precise information but potentially compromising
users’ ability to manage interpersonal relationships [11].

As these UI elements have evolved in the intervening years
to become a mainstream part of many apps and websites, a
substantial amount of work has continued to explore the design
of OSIs. One direction of inquiry has investigated leveraging
patterns in users’ presence data to predict and convey to others
whether someone is truly available to talk or simply online [1,
2, 22, 23]. De Guzman et al. explored novel OSI designs,
including standalone light fixtures and sounds from a wind
chime to indicate that a friend was online [14].

OSIs and Privacy Concerns
Early OSIs often used video of a physical space to determine
if a user was online, and in some instances, even reflected
these videos back to others as their mechanism of showing
someone’s availability [7, 18]. Although these early privacy-
invasive designs are not widely circulated, there is substantial
evidence that modern OSIs still present privacy risks to users.
OSIs now extend beyond the workplace and are more ubiqui-
tously deployed in services accessed on mobile devices rather
than only in a constrained desktop environment.

Other work has shown that online status information can be
used to infer more specific, potentially sensitive, details about
a user. For example, OSIs can reveal users’ daily habits, when
they deviate from typical habits, if they are using apps when

they should not be (e.g., while at work), their physical loca-
tion, and which other users they are conversing with [3, 8,
9, 15]. In a study of OSIs on WhatsApp, Buchenscheit et al.
found that participants were observant of their friends’ OSIs
and made inferences about their behaviors (e.g., inferring how
late someone stayed a party) [9]. And these concerns may be
exacerbated in certain contexts; in a study of undocumented
immigrants’ privacy concerns, Guberek et al. mention one par-
ticipant’s observation that her former partner could use OSIs
in WhatsApp to keep track of her [19]. In our work, we build
on these studies, taking a broader view of how OSIs can affect
users’ privacy; in particular, we explore users’ experiences
with a variety of apps that have OSIs and consider not just
what information is reliably leaked but also how users make
inferences about their friends’ OSIs that go beyond what could
be inferred from the data alone.

Presentation of Self Online
A vast amount of prior work has explored the ways that people
manage their online self-presentation. Users of all ages and
backgrounds work to curate their online image and manage
the impressions they give to others in networked spaces. Peo-
ple share location-based check-ins as a way to achieve social
aims [20], adults curate their online histories to selectively
redact digital traces from their adolescence [35], and transgen-
der users who transition often remove pre-transition photos
from online spaces as a component of updating the identity
they project [10].

According to Goffman, people seek to manage in-person im-
pressions based on context and audience [17]. Users’ pref-
erences about managing online impressions are influenced
by a variety of factors, including what information is being
shared, at what granularity, and with whom [4, 6, 13, 25, 27,
37, 40]. Understanding and managing the audience for on-
line self-presentation can be especially difficult. Research has
found, for example, that people consistently underestimate the
size of their audience [5]. A related obstacle that interferes
with users’ success at managing their privacy is “context col-
lapse” [32, 33, 39]. Prior work has examined some strategies
and techniques that people develop for managing and limiting
the audience of content they post online, such as thoughtfully
considering who to add as friends, maintaining multiple online
profiles with differing audiences, self-censoring [38].

Privacy Settings and Adjusting Audience
As discussed by Vitak et al. [38], one way users can manage
their online privacy is via privacy settings provided by an app
or service. However, researchers within the usable security and
privacy community have repeatedly found that these settings
are inadequate.

In some cases, users’ expectations of privacy do not match
reality due to user misunderstanding or mis-configuration of
privacy settings [29, 30, 36]. For example, Liu et al. found that
in most cases where users have updated settings on Facebook,
the modified settings do not match their expectations [29].

Despite research that seeks to improve the ability for users to
successfully understand and use these settings (e.g., finding
that showing users an audience-oriented view of their profile



helps them understand privacy settings [28]), users’ inability
to reason about their own privacy settings may not be the only
barrier to achieving privacy goals. Prior work has found that
the choices apps offer in some cases do not allow users to
simultaneously accomplish their privacy goals and other goals
for using a service [12, 26]. For example, Johnson et al. found
that most users could protect against unintended disclosure to
strangers on Facebook, but that the settings were inadequate
for managing the insider threat of unintended disclosure to
Friends. In this paper, we find, similarly, that users have both
misunderstandings about OSI settings and are not sufficiently
supported by them.

METHOD
Participants
We recruited 205 people on Amazon Mechanical Turk to par-
ticipate in an online survey, approved by our institution’s IRB.
Participants were disproportionately white, well-educated, and
from the United States (see Table 1). All participants had pre-
viously completed at least 1000 HITs with a 98% acceptance
rate. We excluded four participants, because their answers
suggested that they did not understand the survey and one per-
son who submitted the survey twice. Thus, our final data set
included 200 complete survey responses. We paid participants
a base rate of US$3, in addition to the bonuses specified below.

Survey Design and Procedures
We designed a five-part survey to evaluate users’ mental mod-
els of OSIs and explore their experiences with these features.
Questions were asked in this order, and participants could not
go back to previous survey pages. Survey sections included:

1. A checklist of apps with OSIs and a question asking partici-
pants which of these apps they use regularly

2. A randomized experiment evaluating the salience of five
common OSI design patterns

3. A questionnaire evaluating participants’ understanding of
the OSIs in the specific apps they use

4. A task evaluating participants’ ability to locate OSI settings
in the apps they use

5. A series of open-ended questions probing participants’ ex-
periences with and attitudes toward OSIs

We describe each of these sections in more detail below. On
average, the entire survey took 22.56 minutes to complete (sd
= 18.30 minutes).

Survey Section 1: Exposure to OSIs
Recent prior work identifies a broad set of apps with OSIs,
extracted through a systematic review of commercially avail-
able mobile applications for the Android and iOS operating
systems [11]. This review identified apps by both popularity
and breadth, leading to a diverse and comprehensive set of 40
mobile apps with OSIs. We used this set as the basis for a
checklist of apps to probe our participants’ exposure to OSIs.
We intentionally excluded “Facebook Messenger Kids,” as
all participants were adults, and we inadvertently left off the
“Joyride Dating” online dating app, leaving us with 38 entries.
To understand where and how often users are exposed to OSIs,
we presented this list of 38 apps to participants and asked them
to select each app on the list they use at least once per week.

Age 24 or under (25), 25-29 (45), 30-34 (43),
35-39 (31), 40-44 (16), 45-49 (16),
50 and above (20)

Country United States (187), India (8), Other (5)
Ethnicity White (158), Asian (18), Hispanic/Latino (9),

Black/African-American (10),
Other or Mixed (4)

Education Bachelor’s Degree (93), Some College (33),
High School (27), Associate Degree (25),
Advanced Degree (16),
Trade/Technical School (5),
Less than High School (1)

Gender Male (115), Female (85)
Colorblind No (198), Yes (2)

Table 1. Summary of survey participant demographics

Survey Section 2: Recognizing OSI Design Patterns
We then performed an experiment to evaluate how OSI design
patterns (e.g., dot icons, text labels, color) affect recognition
and understanding of OSIs. Each participant saw a series of
five images (Figure 1), each depicting an OSI. Each new
image was displayed in isolation (only one image at a time).

Each image layered on additional UI that depicted a common
OSI design pattern. Participants saw the OSI in one of four
randomly assigned colors: green (N = 50), orange (N = 41),
blue (N = 53), or grayscale (N = 56). In this final group,
grayscale was applied to the entire image, acting as a con-
trol by eliminating all color information. This experimental
design allowed us to make within-subjects comparisons of
how additional UI affected users’ recognition of OSIs and
between-subjects comparisons of how OSI icon color affected
users’ recognition of OSIs. Importantly, this does not reflect
all OSI design patterns that could affect users’ understanding
of OSIs, such as the shape of the OSI icon or using other text
to indicate that someone is online (e.g., “Active Now” rather
than “Online Now”).

For each image, participants provided an open-ended response
describing what they thought the dot was (Figure 1, bottom).
After the full progression of images, we asked participants
to assess whether “Oprah Winfrey” (whose name and photo
appeared in the images they saw) was currently using the app
based on the final image. Participants were given a chance to
submit open-ended comments describing their thought process
as they had answered the previous questions.

Survey Section 3: App-Specific OSI Knowledge
For each app a participant reported using regularly in Survey
Section 1, we asked them to tell us, without looking at their
phone, whether they believe it has OSIs. To ensure all partici-
pants understood what an OSI was, we provided a description
and showed the examples (Figure 2) before this question.

Survey Section 4: Locating OSI Settings
Once again iterating through each app the participant reported
using regularly, we asked the participant to open the app on
their phone and time themselves to see how long it took to find
OSI settings. Specifically we asked them to, “find the settings



Figure 1. In the experimental component of our survey, participants saw this progression of images and, after each image, answered the question in the
top left. A control group saw these images in gray scale, and other groups saw the images with OSI components’ (dot and “online now” text) in green
(as in this figure), blue, or orange.

Figure 2. This image and explanation were shown to participants to
minimize the possible impacts of which experimental condition they ex-
perienced in the previous section of the survey.

to turn off online status (that is, settings to make yourself ap-
pear offline to other users, even when you have the app open).”
We did not ask participants to change their settings, only to
find them. Participants received a US$0.50 bonus for each app
they reported timing. Participants could enter free-response
comments about the process of looking for settings. We con-
servatively excluded all timing data reported by 33 participants
whose answers or free-response explanations suggested they
may not have actually completed the task.

Survey Section 5: Users’ Experiences with OSIs
Finally, we asked participants to describe their experiences
with OSIs. For each of five unique OSI-related scenarios,
we asked participants to both: 1) say whether the scenario
described an experience they have had with OSIs, and 2) op-
tionally describe a personal experience relating to the scenario.
These five prompts were:

• Is there anyone who would notice if you were offline for
longer than usual (i.e., based on your online status indica-
tor), or are there any people for whom you would notice if
they were offline for longer than usual?
• Have you ever been surprised to notice that someone was

online (i.e., based on their online status indicators)?
• Have you ever opened an app specifically to check if some-

one was online (i.e., look at their online status indicators)?

• Have you ever suspected that someone noticed that you
were online (i.e., noticed your online status indicator)?
• Have you ever changed your behavior (e.g., avoided open-

ing an app) because you didn’t want to appear as “online”
(i.e., have your online status indicator show that you are
online)?

To generate these prompts, we conducted a design exercise
with 17 university-affiliated security and privacy experts dur-
ing a regularly occurring tech-policy discussion group. The
panel generated scenarios in which users’ experiences with
OSIs might have security or privacy implications and then
clustered these scenarios through affinity diagramming. One
representative from the panel worked with research team to
translate these clusters into the five survey prompts above.

At the end of this section, we included one additional chance
for participants to “describe any other noteworthy experiences”
they had with OSIs. We paid a bonus up to $2 for answering
free-response questions. At the end of the survey, we collected
demographic information.

Data Analysis
A single researcher first made determinations about excluding
data, which were informed by conversations with the other
researchers, but the other researchers did not look at the data
at this stage to help make this decision.

Next, we analyzed the open-text responses for the experimen-
tal component of the survey, asking participants what the dot
meant in an image of an OSI, which we wanted to use for
quantitative analysis. One researcher coded all responses to
determine if participants had correctly determined that the dot
was an OSI. A secondary coder coded 10% of the responses to
determine inter-rater reliability and saw a high degree of agree-
ment (Cohen’s k = .94). We coded participants’ responses as
correct if they identified that the dot meant that the person was
online or available. We coded responses as partially correct
if participants offered multiple possible explanations for the
meaning of the dot, or if they understood that the dot was
an OSI but believed that it indicated that the person was not
currently online.

We analyzed all remaining open-ended qualitative data using
an inductive-deductive approach. This included participants’
responses about: (1) their thought processes during the exper-
iment, (2) their experience looking for OSI settings, and (3)
the open-ended questions about their experiences with OSIs.
Two researchers independently identified themes through open



coding within each of the aforementioned three sets of qual-
itative data. We then collaboratively discussed these initial
themes and defined a set of axial codes. Using these refined
definitions, one researcher iteratively coded all responses.

RESULTS

Exposure to OSIs in Mobile Apps
To understand the extent to which users are exposed to OSIs,
and the types of OSIs they see most often, we first examined
the frequency with which users engaged with the pre-selected
38 apps with OSIs (see Table 2). Of all participants, 99%
regularly used at least one app with OSIs, and on average,
participants regularly used 5.11 apps with OSIs (sd = 3.04,
median = 4, max = 15).

Instagram and Facebook were the most commonly used apps,
regularly used by over half of participants. An additional
five apps were used by at least 25% of participants. Thus,
participants had been broadly and routinely exposed to the
OSI-related design decisions embedded in these seven apps.

Comparing against an existing technical analysis that charac-
terizes the design of OSIs in the 38 apps we presented [11], we
linked the design features of specific apps to participants’ use,
enabling us to document the extent to which participants are
exposed to specific design decisions (see Table 3). For exam-
ple, although only half of the 38 listed apps provide settings
to turn off OSIs (i.e., allow the user to stealthily use the app
while still appearing offline), 97.5% of participants regularly
use at least one app with this feature.

Participants were almost universally exposed to a few other
patterns. For example, 98.5% of participants used at least one
app that reveals their OSI only to users with whom they are
explicitly connected (e.g., as friends or contacts). Separately,
94.5% used at least one app in which disabling one’s own OSI
prevents that user from seeing others’ OSIs. And 96.5% of
participants used at least one app that represents online status
with a round, green dot. Although these usage habits alone do
not reveal the extent to which users notice these patterns, they
reveal a number of OSI designs that are distributed widely.

Recognition of OSI Design Patterns
The results of the experimental component of our study de-
signed to evaluate users’ recognition of OSI design patterns
(Figure 1) are shown in Figure 3. As each participant saw a
dot of a single color surrounded by progressively overt visual
cues indicating the dot represents an OSI, we first evaluated,
for each person and for each cue, whether the participant
accurately understood the purpose of the UI as an OSI. We cal-
culated a cue-number score for each participant – the earliest
cue at which the participant understood the UI to be an OSI.

A one-way ANOVA with condition (i.e., whether they saw
a dot rendered in green, blue, orange, or gray) as the inde-
pendent variable and cue-number as the dependent variable
revealed a highly significant difference by color, indicating
a significant difference in the number of cues an individual
needed before they recognized a dot as an OSI, depending
on the color (F(3,160) = 12.640, p < .001, η2 = .192). Post
hoc analysis revealed that participants who saw a green dot

Table 2. The number of participants who reported that they regularly
use each app in our survey. All of these apps have OSIs.

Table 3. Percent and number of participants exposed to varied design
patterns identified in prior work [11], based on the apps they report
using regularly. For example, the first row in “icon appearance” denotes
that 96.5% of participants use at least one app with green dots.



Figure 3. Results of the experimental component of our survey, which
demonstrate that participants are more likely to recognize green dots
being used as OSIs and that contextual cues helped them understand
OSI icons even if the icon was a less typical color.

required significantly fewer cues (mean = 1.96, sd = 0.89) than
participants who saw a blue dot (mean = 2.77, sd = 1.00, t(87)
= -4.05, p = .001), gray dot (mean = 2.89, sd = 1.00, t(88)
= -4.67, p < .001), or orange dot (mean = 3.19, sd = 0.91,
t(75) = -5.92, p < .001). There were no significant differences
between other groups. A Bonferroni correction was applied
to all comparisons. Additional statistical context, including
effect sizes and confidence intervals, is shown in Table 4.

We next examined the cumulative impact of each of the visual
cues we provided (i.e., the five progressive images in Figure 1
and on the x-axis of the gray graph in Figure 3). A Cochran’s
Q test comparing participant understanding at each of the five
levels of visual cues (collapsing across all conditions) revealed
a highly significant difference between levels (Q(4) = 398.9,
p < .001). Post hoc comparisons revealed a significant jump
in participant understanding between each pair of successive
levels, except for levels 4 and 5, where we saw no significant
difference. Thus, each of the first four visual cues increased
participants’ likelihood of interpreting the image as an OSI
when they were added to the interface.

App-Specific OSI Knowledge
Almost all participants (198 of 200) reported regular use of
at least one of the apps we studied, but they were not always
aware that these apps have OSIs.

• Participants answered “Does [app name] have OSIs?” 1,021
times for apps that they used regularly. Of these reports,
635 (62%) correctly identified that the app had OSIs. Al-
though 89.5% of participants (179) correctly identified that
at least one of these apps had OSIs, 62.5% of participants
(125) answered that they were not sure if the app had OSIs
for at least one app. 35.5% of participants (71) answered
incorrectly for at least one app when asked if it had OSIs
(i.e., wrongly believing that it did not).
• Incorrect answers and uncertainty were not evenly dis-

tributed across apps, as shown in Figure 4 for apps used
by at least 10% of participants. For example, most partic-
ipants correctly identified that (Facebook) Messenger and

Figure 4. For apps used by at least 10% of participants, this graph shows
what percent of respondents believed that the app did or did not have
OSIs. For 10 of the 15 apps shown in this figure, more than 30% of
participants did not answer correctly that the app has OSIs.

Discord had OSIs, but only a few knew that MyFitnessPal
had them. Some differences may be related to how OSIs
are designed in each app. For instance, OSIs on Instagram
are only visible between users of the messaging feature, so
it is plausible that responses for Instagram correlate with
whether each participant uses that feature.

Locating OSI Settings
We asked participants to open each app they used regularly and
find the settings options that would let them adjust their OSI.
Although all apps did have OSIs, not all provided settings to
adjust them, so participants could also specify if they believed
that an app did not have settings or were unable to find the
settings. Participants timed themselves conducting this task,
and we obtained 683 timing reports from 154 unique users
representing 35 apps.

• Participants reported locating these settings in the majority
of cases (64% of all reports; 72% of reports for apps with
OSI settings).
• Out of 524 reports for apps with OSI settings, 28% of the

time participants were unsuccessful and gave up before find-
ing the relevant settings. Success was not uniform across
apps, with some creating more of a struggle than others; for
example, only 58% of participants found the OSI settings
in Instagram, and the average time to find OSI settings was
highest in LinkedIn (90 seconds spent looking for settings
in LinkedIn compared to 48 seconds in Instagram).
• In apps that lack OSI settings, participants mistakenly

thought they had found OSI settings in 23% of cases. Half
of these false positives occurred in WhatsApp, where partici-
pants were particularly likely to be misled into thinking they
had found an option for turning off their OSI. WhatsApp
includes a setting to turn off “last seen” which prevents the



Condition 1 Condition 2 Mean Difference (C1 - C2) SE DF t p 95% CI
Green Blue -.81 .20 87 -4.05 .001 -1.35, -0.27
Green Gray -.93 .20 88 -4.67 < .001 -1.47, -0.39
Green Orange -1.24 .22 75 -5.92 < .001 -1.83, -0.65

Table 4. Statistical comparisons between the experimental conditions with green dot OSI icons and blue, gray and orange OSI icons.

app from showing what time someone was last online, but
does not prevent the app from showing whether someone is
online.

In response to an open-ended prompt, participants described
their experience performing this task. P132 summarized a
feeling that many other participants shared, saying: “It was
super annoying to look for some of these, it should be way
easier.” 40 participants expected to find the OSI settings in the
settings menus, though many described difficulties locating or
navigating these menus. For example P145 said:

“For the apps that don’t put them in settings it can be a
little difficult to maneuver and try to find exactly where
to turn it off.”

Participants frequently reported that these settings were not
sufficiently prominent. Even after locating the broader settings
menu in which these options were embedded, some partici-
pants still expressed frustration finding OSI settings, saying
things like: “There are a lot of different privacy settings and
it was difficult to figure out which link led to which settings”
(P19) Three participants hypothesized, unprompted, that app
designers intentionally make OSI settings hard to find. For
example, P188 stated:

“I would venture to guess that most of these apps make
it hard to find the settings to change online status be-
cause they want it to seem like all of your friends are
using the app at all times.”

Ten participants spontaneously expressed that controls to ad-
just an OSI should be separate from the settings menus. These
participants said they looked for OSI settings near their profile
picture or in a place where their own OSI was visible. P64
drew direct attention to the fact that not all apps have self-
visibility of OSIs: “I think the apps that made it obvious you
were online or offline from the beginning made it easiest.”

Finally, although many participants found this task challeng-
ing, even those who found it straightforward at times overes-
timated their understanding of the interface. Several partici-
pants expressed incorrect beliefs about how settings propagate
across devices or apps; in particular, three users incorrectly
stated that turning off an OSI in the Messenger app would
disable it in Facebook, as well: “For facebook, it was really
easy. I just had to check messenger settings and I found it
easily.” (P46).

Experiences with OSIs
Several themes emerged through users’ stories about their
experiences with OSIs. Here, we describe three common
themes that cut across the prompts we used to solicit users’
experiences.

Efforts to Control OSIs
Many participants reported wanting to control how their OSI
appears to others. They cited a variety of ways in which they

Figure 5. Through an expert panel of security and privacy experts,
we developed 5 prompts to inquire about participants’ experiences with
OSIs. For each prompt, at least 35% of participants expressed that they
had this experience.

alter their behavior to manage their OSI, reasons for wanting
to appear offline, and audiences for whom they cared about
appearing as offline. Forty-six participants (23%) said that they
had changed their OSI settings, suggesting that participants
independently discovered and used OSI settings. However,
even more participants (37%) said that they self-regulated their
use of an app, for example, by avoiding opening the app or by
signing out quickly if they saw someone online with whom
they did not want to speak. P27 described the meticulous
process he uses to control how his OSI appears to his ex:

“[She] would notice if my online status is irregular or
weird. That is why even though I am online in invisible
mode, I would keep a schedule of being visible so I do
not rouse suspicion from her.”

Note that P27 was not alone in his particular focus on how
a (former) romantic partner perceived his OSI. Many other
stories participants conveyed centered on current or former
romantic partners or romantic interests.

Three participants deleted an app from their phone altogether
specifically to avoid appearing online. That so many partici-
pants reported using apps in non-preferred ways (occasionally
abandoning the app altogether) points to a failure for apps to
robustly support users’ privacy preferences.

Participants described instances where controlling their OSI
was difficult in other ways, as well. P22’s frustration with
appearing online in Skype while only intending to check email
corroborates the observation from Cobb’s taxonomy of OSIs
that “cross-app OSIs” (i.e., OSIs that reflect whether a user is
online to users in that app and other, related apps) may make it
especially difficult for users to anticipate how they appear [11]:

“Sometimes it doesn’t make it too clear if someone is
really online on a chat portion of an app, rather than
just on a related site . . . I used to log into my email just



to check that, and it would automatically log me into
the chat which was connected to skype — which was
something I was NOT expecting it to do, and which
made me feel bad if people tried to message me while I
was really not able to talk.”

P187 also described frustrations with OSI settings that he
struggled to reign in:

“Some of them save your setting for the next time that
you open the app or login, which is nice. However,
others will forget your setting and show you as ‘online’
until you change it to the one that you want. Other apps
also will ‘clear’ your status and cause you to be shown
as ‘online’ if you make any action that can be described
as being ‘active’ which is also not desirable.”

Like P27, 85 other participants (43%) discussed updating OSI
settings or changing their behavior because they were trying
to avoid a specific person. Only 50 participants (25%) said
that they wanted to avoid people (or friends) in general. Since
the only apps Cobb identified in her analysis that support
the ability for users to hide their OSIs from specific other
users were Telegram and Hike [11] (used by only 11 and 2
participants, respectively), participants who expressed this
preference likely found that the apps did not support this goal.

We also examined why participants wanted to appear offline;
27 people (14%) said they were busy and just did not want to
be bothered or distracted. Of the participants who wanted to
avoid a specific person, 21 (24% of the 86 people avoiding
someone in particular) said they were not ready to respond to
a message that someone had sent them. Others were avoiding
someone who habitually annoyed them online, someone with
whom they had a conflict in “real life,” or people who know
them in a specific capacity (e.g., work colleagues). Twelve
participants (6%) stated that they wanted to appear offline to
avoid being caught in a lie. For example, P137 describes:

“I have been chatting with a friend on Facebook and
told her I needed to get off to go to bed. Once I got in
bed, I wanted to check something on Facebook, but I
did not want to appear as if I had not been truthful.”

This story illustrates a theme of users feeling tension even
when the “lie” is a white lie or represents a change of plans.

Observing Others’ OSIs
Sixty-one percent of participants (122) reported that they had,
at some point, suspected that someone else noticed their OSI.
Articulating why they believed this, 18 said they were told
directly by the other person, “I saw you were online” (P157).
Many participants had received messages that they inferred
had been sent because the other user saw they were online.
For 43 participants, these messages came shortly after they
came online, including P45, who said:

“Someone messages me soon after I’ve gone online —
too soon for it to be a coincidence. Or they say ‘where
have you been’ like I’ve ARRIVED somewhere, when
I really just opened my account.”

P57 had a similar experience and described that the she felt
like, “the indicator has blown my cover.” Twenty-seven par-
ticipants described receiving messages while they were online,
though not necessarily shortly after signing on: “I have re-
ceived creepy messenger messages from strangers when I’ve

been online — it seem[s] to only happen when I’m online and
not offline” (P148). In some cases, users received messages
that they believed were sent because they had been offline for
an extended period, which suggests that others notice patterns
in online status. For example, P29 wrote:

“My friends and family would check up on me if they
didn’t see me online for more than a week or so. I know
this because they send me messages asking if I’m okay
when I’m on vacation or what not.”

Many participants also described noticing someone else’s OSI.
Eighty-three participants reported they had, at some point,
been surprised to see someone online, and over half of sur-
vey participants (107) reported opening an app just to check
someone’s OSI. The scenarios in which participants noticed
or looked up someone’s OSI provide insight into the types
of inferences that users, especially people who know each
other, might make based on each others’ OSIs. In particular,
participants made inferences about others’ availability for com-
munication, feelings or reasons for not replying to messages,
and real-world behavior or well-being.

Participants explained that they were surprised to see someone
online because: they expected the person would have been
asleep (17 participants), the person had not been online in a
long time or does not come online often (14 participants), the
person implied they were going offline or would not be online
(13 participants), or they expected or knew that the person
should have been at work (7 participants). Though some
participants gave others the benefit of the doubt and believed
that seeing them online unexpectedly was caused by a change
of plans (7 participants) or a bug in the app (3 participants),
others believed that their friend had lied (6 participants) or
held a negative view without confronting them (6 participants).
P28 described using OSIs to catch their partner in a lie:

“My boyfriend at the time said that he had lost his
phone. I was on facebook that day and he was online.
He doesn’t have a laptop or ipad so I knew that he
had lied about loosing [sic] his phone. He was busted
because I seen he was online.”

Many participants said they would use OSIs for practical,
typically benign purposes, such as trying to figure out if it is
a good time to contact someone, to figure out the best way
to contact someone (e.g., Facebook message versus a phone
call), or because they were hoping to interact with a specific
person (e.g., play games or start a synchronous conversation).
For example, P156 said:

“Sometimes I check to see if my mother or sister have
been online if it’s early in the morning or late at night.
That way I know I can text them without waking them.”

A few participants expressed less definitively practical reasons
for looking up someone’s OSI: trying to figure out if the person
was ignoring them or “had a chance to read their message,”
or just trying to figure out if the person was active in general.
For example, P54 looked up an OSI that includes a “last seen”
feature: “If they had been [online], it usually made me wonder
why they hadn’t responded yet.”

(Potentially) Adversarial Use of OSIs
Some participants described potentially harmful situations
such as (perceptions of) “tracking” or being “tracked” via



OSIs, and confrontations stemming from observations of OSIs.
For example, P133 was confronted by a friend who had noticed
that P133 was frequently playing video games:

“I had a friend message me to tell me they thought I
was playing video games too much. I was offended by
this and left my status as offline permanently after this
situation.”

DISCUSSION AND DESIGN RECOMMENDATIONS

OSIs: Leaving Users App Dependent
Participants frequently misunderstood what their OSIs broad-
cast about them and when. Their descriptions reflected mis-
understandings about the interface and uncertainty about their
audience, which is consistent with prior work on context col-
lapse [32, 33, 39]. And the diversity of design decisions across
apps led to vast inconsistencies in the way users’ activity was
represented and shared. When users explicitly attempted to
turn off their OSI, they routinely found they were unable to do
so or thought that they did so, but in fact did not.

Yet, despite this complexity, participants frequently conveyed
that they care about what they project — and to whom —
through OSIs. They value the ability to manage the appearance
of their online activity, and they want their OSIs to reflect the
usage patterns they choose to project. Whether hiding from a
friend who is owed a reply, giving off the appearance of sleep-
ing through the night, or remaining consistent in a claim of
being unavailable, participants routinely behave in ways that
will project carefully thought-out OSI presentations. In some
cases, participants reported adjusting the interface of an app to
align with the image they want to project, for example, using
app settings to appear offline. But more often, participants de-
scribed adjusting their behavior, making decisions about what
to do based on the way it would be reflected through their OSI.

Prior work in HCI distinguishes between instances where users
are app enabled, that is, provided with tools for pursuing new
courses of action, and instances where users are app dependent,
that is, restricted in their behaviors in a way that is determined
by an interface [16]. In this study, we found that current OSI
designs frequently leave users app dependent, and we see them
adjusting their behaviors to manage what is displayed by their
OSI, foregoing app use to maintain the outward perception
that they are asleep or staying online to give the impression of
being at work. These findings point to a need for OSI designs
that are less likely to restrict and dictate users’ behaviors,
the hallmark of app dependence as defined by Gardner and
Davis. Goffman’s dramaturgical analysis informs us that users
will work to present themselves strategically to others online
[17]. Knowing this, designers can either support this image
management or lead users to contort their activities to produce
the desired OSI presentation.

OSIs as an Aspect of Social Surveillance
Most participants in our study described experiences with OSIs
that involved their friends, family, or colleagues rather than
strangers. People who know each other may be able to make
informed inferences based on socially-gained knowledge, for
example using OSIs to catch someone in a lie (or being caught
in a lie because of appearing online), as participants discussed

in our survey. However, participants also discussed many ben-
eficial uses of OSIs — instances when they did want to share
their OSIs with others or used someone else’s OSIs to make
inferences that were beneficial to the other person. For exam-
ple, participants described looking to OSIs to avoid waking up
or bothering their loved ones or checking that someone was
safe. It would not be useful to discuss only the drawbacks of
OSIs outside of this context.

In 2012, Marwick conceptualized users’ mutual observations
of people they know on social media as “social surveillance”
and characterized the ways that social surveillance differs from
traditional surveillance and how social surveillance influences
users to carefully curate their online self-presentation [31].
Marwick discusses social surveillance as it relates to the con-
tent that appears on users’ profiles (e.g., what they posted or
friends’ comments), and related work has also studied how
users leverage location check-ins to manage impressions [20].
Our findings contribute to this research space, and we demon-
strate that this online image management extends beyond in-
tentionally posted social media content to include OSIs, which
create a self-presentation as a byproduct of mere app use.

Design Considerations
Here we provide suggestions for how designers could sup-
port the user values and preferences related to OSIs that we
identified in this work.

Appropriate Awareness of OSIs
We found that participants were significantly better at recog-
nizing green dots as OSIs than they were at recognizing other
colored dots. Further, we found that redundant contextual cues
such as text that directly states “online now” or users being
listed within a list of “online friends” also contributed to a bet-
ter understanding of what these icons conveyed. Thus, designs
that represent online status with a green dot are more likely to
create an interface that is consistent with users’ expectations,
and text-based explanations that explicitly describe what is
conveyed through an OSI provide cognitive shortcuts for users
that support their understanding.

Users discussed the beneficial uses of OSIs, beyond
communication-related benefits identified in previous work [1,
2, 3, 14, 22, 23, 34], such as being able to infer that their
loved ones were safe. User stories that specified which apps
participants wanted OSIs in coincided with the apps that they
more frequently knew had OSIs. We gently suggest that per-
haps some apps do not need to have OSIs. If most users are
not aware that a beneficial but privacy-invasive feature exists,
then this certainly tips the balance toward less benefit despite
having the same privacy risk. Instagram’s approach to OSIs,
which shows OSIs only between users who have exchanged
direct messages, may accomplish this aim. Although many
participants did not realize Instagram had OSIs, users who do
not use messaging do not need to know whether it has OSIs
because no one will see their OSI.

Improving OSI Settings
Participants reported that OSI settings are difficult to find in
the apps they use. A few participants said they did not know
how or if OSIs could be turned off in the app they were using.



Figure 6. Illustration of a design recommendations to let users turn off
their OSI as they open an app.

Unfortunately, users expressed contradictory beliefs about
their preferences for OSI settings designs — some expected
to find OSI settings within the privacy menus while others
thought that settings were “burried” if they were in these
menus. Perhaps designers could allow OSI settings to be
reached in multiple of the most commonly preferred ways.

One mistaken assumption participants made about OSI set-
tings was related to how those settings propagate between
apps that are logged into the same account (e.g., Facebook
and Facebook Messenger). Several participants mistakenly
thought that when they turned off their OSI in Facebook Mes-
senger, it would also prevent them from appearing online on
Facebook. We encourage designers to consider other ways to
make the propagation (or lack thereof) more intuitive and/or
privacy-preserving.

Enabling New OSI Controls
Eighty-five participants discussed a desire avoid specific
other people seeing that they were online. Echoing a
recommendation from prior research [21], we note that users
may prefer to restrict the visibility of their online status to
smaller audiences or to individually control which of their
friends or contacts can see when they are online. According
to Cobb’s taxonomy of OSIs, most apps with OSIs do not
currently provide this feature [11].

Even in apps that provide some kind of OSI settings, users may
still not be able to control their OSIs in the ways they want.
Participants in our study sometimes avoided opening an app
because they did not want to appear online even long enough
to change their OSI settings or did not change their behavior
and subsequently felt that the OSI had “blown [their] cover”
(P57). These concerns may be exacerbated for users seeking
to avoid a specific other user, since they cannot know before
opening an app themselves whether that other user is currently
online. We propose that when users open an app, they could
be given a grace period during which they do not appear as
online. Apps could then provide an interface to allow users to
avoid appearing online, as illustrated in Figure 6.

P45’s feeling that their online friends behaved “like I’ve
ARRIVED” when they came online conveys that some people
see OSIs as analogous to entering a physical space (while
others do not). The concept of “sub-area OSIs” (i.e., OSIs
visible only between people mutually accessing some sub-area

of an app, such as a one-on-one conversation) identified in
Cobb’s taxonomy of OSIs [11] may more closely approximate
instances in which this analogy is appropriate. Participants in
our study did not bring up sub-area OSIs, but we recommend
that designers consider whether sub-area OSIs might be
appropriate in the context of their app.

Limitations and Future Work
As with other studies that reach participants via Amazon Me-
chanical Turk, participant bias is a significant limitation of
this work – the participants in our study are disproportionately
living in the United States, highly-educated, and white. Ad-
ditionally, in the direct questions we asked about OSI design
features (e.g., in the experiment section of the survey), we
were not able to address all of the OSI design features that
Cobb identified in prior work [11], such as reciprocity of OSI
settings, other shapes of OSI icons, and how users’ OSIs ap-
pear when they are offline. We see promise in future work that
includes a more demographically representative survey or that
tests users’ understanding of additional variants of OSIs.

Additionally, one contribution of the work presented in this
paper is that we have identified some specific subpopulations
that are especially relevant to consider in follow-up work. For
example, the prevalence of many participants who called spe-
cial attention to the way that family members and romantic
partners interpret OSIs points to the importance of understand-
ing how OSIs may play a role in intimate partner violence.
Many participants also called attention to how coworkers in-
terpret their OSI. Although workplace environments were one
of the original use-cases for OSIs, users may now see their
colleagues’ OSIs on apps that are not work-related and that
are accessed on mobile devices. Future work could explore
whether this has shifted the way that OSIs influence a user’s
experiences at work.

CONCLUSION
In this paper, we conducted an online survey with 200 partic-
ipants, finding that users often do not understand how OSIs
work and have privacy and self-presentation preferences that
are not aligned with current OSI designs. OSIs routinely re-
veal information that users prefer not to share, such as when
they are online at odd hours or that they might be avoiding
someone. Users most often manage this tension by changing
their own behavior, because they have insufficient options for
changing the interface. Evidence that some users engage in
or experience surveillance via OSIs points to the potential for
malicious use in interpersonal relationships. We hope that
these findings and the recommendations we make in this work
will help app designers make more informed decisions about
how OSI design affects user experience.
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