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!"#$%&'#()*+,*-.'/#"0(+"*



!"

•  !"##'%9%2/01,:%;+,<*$0,6'%/=%>"01,+-6/+?%@/#AB6*$%57,*+7*%
"+.%C+-,+**$,+-?%5*7B$,6'%"+.%D$,<"7'%E*0*"$71%F"G%

•  4."#:%H/+/$"$'%#*#G*$%/=%61*%;>%5*7B$,6'%F"G%

!"##'% 2/01,% 4."#%

            ""!"""

WHO WE ARE 



THE REST OF THE LAB 

#"""

I$"+J,% 3"$K% !/A*% 4K*L*,% M,$/%

!"##'% 2/01,% 4."#%



THE REST OF THE LAB 

""$"""

E/L"+"% N"G*% O<"% @'+61,"% )"+%

I$"+J,% 3"$K% !/A*% 4K*L*,% M,$/%



THE REST OF THE LAB 

""%"""

M,8*% 4+'"% )*G/$"1% M*,% 5,.1"+6%

E/L"+"% N"G*% O<"% @'+61,"% )"+%



A TYPICAL DAY IN THE LAB 

""&"""



A TYPICAL DAY IN THE LAB 

""'"""



A TYPICAL DAY IN THE LAB 

""("""



A TYPICAL DAY IN THE LAB 

"")"""

    



  

>",6?%P1"6Q%

""""*+"""



  ""**"""

2*0?%,6R0%"%7"$.%-"#*%



MOTIVATION 

    ""*!"""



•  5*7B$,6'%,00B*0%K,S*$%61*%+*P0%

CONTEXT 

    ""*#"""

•  5"#*%/K.%06/$':%
• D*/AK*%.*0,-+,+-%A$/.B76%T%.,.+R6%61,+8%"G/B6%0*7B$,6'%
• D*/AK*%.*AK/',+-%A$/.B76%T%.,.+R6%61,+8%"G/B6%0*7B$,6'%
• D*/AK*%B0,+-%A$/.B76%T%.,.+R6%61,+8%"G/B6%0*7B$,6'%



• >1"6R0%P/$0*:%
•  5/#*U#*0%7/#A"+,*0%1"<*%0*7B$,6'%6*"#0%61"6%".</7"6*%
=/$%0*7B$,6'?%GB6%1&+234(*(%.5'*4."6(*73'8,)*(/%*%91%"'%**

•  5/#*U#*0%A*/AK*%/+%61*%A$/.B76%6*"#0%P"+6%0*7B$,6'?%
GB6%61*,$%5.".0%&'*4."6(*73'8,)*(/%*%91%"'%*

•  D"$6%/=%61*%A$/GK*#:%,-,./0/11%"+.%2.34.35/1"

CONTEXT 

    ""*$"""



• H/P%7"+%P*%-*6%A$/.B76%6*"#0%6/%61,+8%"G/B6%
0*7B$,6'%.B$,+-%.*<*K/A#*+6%"+.%$*"71%/B6%6/%
0*7B$,6'%6*"#0Q%

• H/P%7"+%P*%-*6%#"+"-*$0%6/%,+<*06%,+%0*7B$,6'Q%
• H/P%7"+%P*%6$",+%61*%+*L6V-*+*$"U/+%7/#AB6*$%
07,*+U060%,+%0*7B$,6'Q%

•  5,.*%WB*0U/+:%%H/P%7"+%P*%1*KA%61*%-*+*$"K%ABGK,7%
B+.*$06"+.%"+.%A$,/$,UJ*%0*7B$,6'Q%

OUR KEY QUESTIONS 

    ""*%"""



• N*6%R*#%P1,K*%61*'R$*%'/B+-X%
•  C#A1"0,0%/+:%

• H,-1071//K*$0%
• ;+.*$-$".B"6*0%
•  2/B+-%.*<*K/A*$0%

•  5!CM%.*#/-$"A1,7%
•  Y57,*+7*?%!*71+/K/-'?%C+-,+**$,+-?%M"61Z%
%

STRATEGY 

    ""*&"""



ORIENTATION 

    ""*'"""



  



•  !1*%5*7B$,6'%6//KG/L%,0%6//%=BKK%/=%0U780%

•  F*6R0%"..%7"$$/60%
• N"#*0?%1B#/$?%*67[%
• C+U7*%A*/AK*%6/P"$.0%0*7B$,6'%
• :+"(&+;<=;(<>.4?\%,0%/B$%#/06%$*7*+6%*]/$6%,+%61,0%
.,$*7U/+%

•  !1*$*R0%"%P,.*%/A*+%^*K.X%

WHY A GAME 

    ""*)"""



•  D1'0,7"K%"$U="76%
• 4."#:%CK*<"U/+%/=%D$,<,K*-*%7"$.%.*78%
•  !"##'%9%2/01,:%),07/<*$,+-%5*7B$,6'%!1$*"60%7"$.%.*78%
• @/$*%5*7B$,6'R0%@91;+#(A*

•  @/VK/7"U/+?%.,07B00,/+?%7/KK"G/$"U/+%
• @/]**%U#*?%KB+71?%!NOI%

•  5/7,"K%&A*$#,00,/+(%6/%*LAK/$*?%".#,6%,-+/$"+7*%
• HB#/$%7$*"6*0%$*K"L*.?%/A*+%"6#/0A1*$*%

WHY A PHYSICAL GAME 

    ""!+"""



• ),]*$*+6%-"#*0%=/$#%"%0A*76$B#%/=:%
•  !,#*%6/%K*"$+?%U#*%6/%AK"'%
• EWB,A#*+6:%7"$.0?%G/"$.0?%.,7*?%*67[%

•  @$"A0?%>"$?%_K"78`"78%
•  _"78-"##/+?%@1*00?%N/%
•  !$,<,"K%DB$0B,6?%@$"+,B#?%4AAK*0%6/%4AAK*0%
•  5*SK*$0%/=%@"6"+%
• )B+-*/+0%"+.%)$"-/+0%

DIFFERENT TYPES OF GAMES 

21 



• >*%"$*%+/6%-"#*%.*0,-+*$0%%
• >*%07/B$*.%-"#*%06/$*0%=/$%-"#*%#*71"+,70%

%

DEVELOPING MECHANICS 

              ""!!"""

• B#"7.*C3&0%&*=$/#%56*<*%a"780/+%N"#*0X%



23 

5*$*+.,A,6'X%



• >*%K,7*+0*.%61*%b,+`"%_B$-*$%#*71"+,70?%GB6%$*V.,.%
61*%7/+6*+6%=/$%/B$%AB$A/0*0%

•  56*<*%a"780/+%1"0%A$/<,.*.%,+7$*.,GK'%<"KB"GK*%
".<,7*%"+.%=**.G"78%

•  Y!1/B-1%"+'%A$/GK*#0%"$*%AB$*K'%/B$%/P+Z%

GAME MECHANICS 

    ""!$"""



      ""!%"""
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DELICIOUS CONTENTS 

27 



THE HACKER CARD 

        ""!("""



HACKER SKILLS 

%
H"$.P"$*%H"78,+-%
5/cP"$*%>,J"$.$'%

b*6P/$8%b,+`"%
5/7,"K%C+-,+**$,+-%

@$'A6"+"K'0,0%

"
"
_"$,06"%
@/++*7U/+0%
>*G%D$/7B$*#*+6%
I/$*+0,70%
F/78A,78,+-%
5*"$71%IB%
3,671*+%5,+8%Y7"671"KKZ%

          ""!)"""

673881",88"9,:7/.1"9,;/"
"
 

<=>.,"173881"
 



THE MISSION CARDS 

            ""#+"""



THE ENTROPY CARDS 

            ""#*"""



HOW TO PLAY 

            ""#!"""



Hey. 

Alice Bob Carol 

Yo. 

?83:/@"A4B@",0C"D,.48",./"28,E30FG"



<;/.E40/"F/>1"#".,0C4H"I,:7/.":,.C1@",0C":9441/1"*G"! 

Alice Bob Carol 

! 
! 



<;/.E40/"F/>1J"#"<0>.42E":,.C1@"*"?K/0C30F"D,.C@"*"L4>"?K/0C30F"D,.C@",0C"&"
I,:7/."D./CG""

Alice Bob Carol 



M/,CE">4"1>,.>"28,E30FN"

Alice Bob Carol 



O9,1/"*J"P31>.3BQ>/"R40/E",0C"P.,-"<0>.42E"D,.C1G""

Alice Bob Carol 

w00t. 

Round 1 



O9,1/"!J"P.,-"R311340"D,.C1G""

Alice Bob Carol 



Alice Bob Carol 



Alice Bob Carol 

hmmm 



O9,1/"#J"6>,S"T3C/4"D40U/./0:/G"

Alice Bob Carol 

Trade 
Me! 

No. 



O9,1/"$J"V9/"R3113401"WO8,E/."VQ.01XG"

Alice Bob Carol 

? 
? 

7 12 ? 14 

rand() 



O9,1/"$J"V9/"R3113401"WO8,E/."VQ.01XG"

Alice Bob Carol 

 
 
 

“           ”        



 
 
 

 :(                  

O9,1/"$J"V9/"R3113401"WO8,E/."VQ.01XG"

Alice Bob Carol 

 
 
 ! 



 
 
 

“        ! 11  ”         
 
 
11 
 
 
 

“               ”        
" 

O9,1/"$J"V9/"R3113401"WO8,E/."VQ.01XG"

Alice Bob Carol 

rand() 



O9,1/"$J"V9/"R3113401"WO8,E/."VQ.01XG"

Alice Bob Carol 

 
 
 

:P  
 
 

:( 



 
 
 

“        ! 10  ”         
 
 

“               ”        
" 

 
 
 
8 

O9,1/"$J"V9/"R3113401"WO8,E/."VQ.01XG"

Alice Bob Carol 

rand() 



 
 
 

“        ! 11  ”         
 
 

“               ”        
" 

 
 
 
10 

O9,1/"$J"V9/"R3113401"WO8,E/."VQ.01XG"

Alice Bob Carol 

rand() 



 
 
 

:(  

O9,1/"$J"V9/"R3113401"WO8,E/."VQ.01XG"

Alice Bob Carol 

 
 
 

:D
  

 
 
 

:(  



 
 
 

“               ”        
" 

 
 
 

“        ! 8  ”         
 
 
10 

O9,1/"$J"V9/"R3113401"WO8,E/."VQ.01XG"
"

Alice Bob Carol 

rand() 



 
 
 
! 
 
 
 
12 

O9,1/"$J"V9/"R3113401"WO8,E/."VQ.01XG"
"

Alice Bob Carol 

rand() 



 
 
 

“               ”        
" 

 
 
 

“        ! 9  ”         
 
 
10 

O9,1/"$J"V9/"R3113401"WO8,E/."VQ.01XG"
"

Alice Bob Carol 

rand() 



 
 
 
13 

O9,1/"$J"V9/"R3113401"WO8,E/."VQ.01XG"
"

Alice Bob Carol 

rand() 



O9,1/"$J"V9/"R3113401"WO8,E/."VQ.01XG"
"

Alice Bob Carol 



O9,1/"%J"I,:7/."D./C"A40Q1YO/0,8>E"
"

Alice Bob Carol 



O9,1/"&J"P31:,.C"<0>.42E"D,.C1"
"

Alice Bob Carol 



O9,1/"'J"D9/:7"I,:7/."D./C""
"

Alice Bob Carol 



  

4+.%61"6R0%"%$/B+.X%

          ""%("""

Yd'/B%-*6%61*%1"+-%/=%,6%"0%'/B%AK"'Z%



            ""%)"""

INCORPORATING LEARNING 
OBJECTIVES 



•  @/#AB6*$%07,*+7*%7"+%G*%=B+X%
•  @/#AB6*$%0*7B$,6'%7"+%G*%=B+X%
•  56*$*/6'A*0%"$*%,+1,G,6/$'%e%7/#AB6*$%07,*+7*%"+.%
7/#AB6*$%0*7B$,6'%7"+%G*%=/$%"+'/+*%%

• H*KA%G$/".*+%61*%ABGK,7R0%B+.*$06"+.,+-%/=%61*%P/$.%
&1"78*$(%

“PUBLIC RELATIONS” 

            ""&+"""



•  @/#AB6*$%0*7B$,6'%Xf%K"A6/A0?%.*086/A0?%"+.%61*%>*G%
•  ),<*$0,6'%/=%"S"78%6*71+,WB*0%"+.%"S"78*$%-/"K0%

KEY LEARNING OBJECTIVES 

            ""&*"""

CL"#AK*%4S"78%!*71+,WB*0% CL"#AK*%!*71+/K/-,*0%
@$/00V7/$$*K"U+-%."6"%0/B$7*0%
),0,+=/$#"U/+%
),06$"7U/+0%%
)*+,"K%/=%0*$<,7*%
CLAK/,U+-%B+A"671*.%0/cP"$*%
CLAK/,U+-%P*"8%A"00P/$.0%
O+0,.*%,+=/$#"U/+%
O+0,.*$%61$*"6%
D1'0,7"K%7/#A$/#,0*0%
E*<*$0*%*+-,+**$,+-%
5+,g+-%B+*+7$'A6*.%."6"%06$*"#0%
5/7,"K%*+-,+**$,+-%
5A*7,"K%*WB,A#*+6%

_/6+*60%
@*+0/$01,A%%h%4+UV7*+0/$01,A%
@/+0B#*$%1/#*%6*71+/K/-,*0%
@'G*$VA1'0,7"K%0'06*#0%
I,+"+7,"K%0'06*#0%
M*.,7"K%.*<,7*0%
M,K,6"$'%0'06*#0%
M/G,K*%A1/+*0%
EIO)%
5@4)4%h%O+=$"06$B76B$*%
56"+."$.0%
!$"78,+-%h%!$"78,+-%7,$7B#<*+U/+%



SOCIAL ENGINEERING 

            ""&!"""



NONSTANDARD TARGET 

            ""&#"""



UNUSUAL ATTACKS 

            ""&$"""



HUMOR! 

              ""&%"""



REFERENCES! 

              ""&&"""



SECURITY JOKES 

67 



DEVELOPMENT PROCESS 

              ""&("""



DEVELOPMENT OVERVIEW 

            ""&)"""

5*6%N/"K0%

)*<*K/A%
YM*71"+,70%

"+.%
N$"A1,70Z%

YDK"'Z!*06%4$$"+-*%
D$/.B7U/+%

E*<,*P%
_B.-*6%"+.%
!,#*K,+*%

!oops, too late now 



DEVELOPMENT OVERVIEW 

            ""'+"""

5*6%N/"K0%

)*<*K/A%
YM*71"+,70%

"+.%
N$"A1,70Z%

YDK"'Z!*06%4$$"+-*%
D$/.B7U/+%

E*<,*P%
_B.-*6%"+.%
!,#*K,+*%



CARD TOPICS 

71 



MAPPINGS 

L30Z,"AQ.F/."673881"

•  @/#G"6%
•  56*"K61%
•  ),0-B,0*%
•  @K,#G,+-%
•  @B06/#*$%5*$<,7*%
•  )$,<,+-%
•  M"61%
•  b,+`"%F/$*%
•  @/#AB6*$0%
•  4+,#"K0%
•  5P,##,+-%

D40>.48[?8>[I,:7"673881"

•  H"$.P"$*%H"78,+-%
•  b*6P/$8%b,+`"%
•  5/7,"K%C+-,+**$,+-%
•  5/cP"$*%>,J"$.$'%
•  @$'A6"+"K'0,0%
•  F/78A,78,+-%
•  I/$*+0,70%
•  5*"$71%IB%
•  _"$,06"%
•  @/++*7U/+0%
•  >*G%D$/7B$*#*+6%

72 



THE PROCESS 

73 



MAPPINGS 

L30Z,"AQ.F/."673881" D40>.48[?8>[I,:7"673881"

74 

•  @/#G"6%
•  56*"K61%
•  ),0-B,0*%
•  @K,#G,+-%
•  @B06/#*$%5*$<,7*%
•  )$,<,+-%
•  M"61%
•  b,+`"%F/$*%
•  @/#AB6*$0%
•  4+,#"K0%
•  5P,##,+-%

•  H"$.P"$*%H"78,+-%
•  b*6P/$8%b,+`"%
•  5/7,"K%C+-,+**$,+-%
•  5/cP"$*%>,J"$.$'%
•  @$'A6"+"K'0,0%
•  F/78A,78,+-%
•  I/$*+0,70%
•  5*"$71%IB%
•  _"$,06"%
•  @/++*7U/+0%
•  >*G%D$/7B$*#*+6%



TRY 1 

75 



TRY 2 

76 



TA-DA! 

77 



ONE DOWN… 

78 



DEVELOPMENT OVERVIEW 

            ""')"""

5*6%N/"K0%

)*<*K/A%
YM*71"+,70%

"+.%
N$"A1,70Z%

YDK"'Z!*06%4$$"+-*%
D$/.B7U/+%

E*<,*P%
_B.-*6%"+.%
!,#*K,+*%



•  O+06$B7U/+%$*^+*#*+60d7K"$,^7"U/+0d%

PLAYTESTING 

80 

• 4S*+."+7*%7"$.0X%



DEVELOPMENT OVERVIEW 

            ""(*"""

5*6%N/"K0%

)*<*K/A%
YM*71"+,70%

"+.%
N$"A1,70Z%

YDK"'Z!*06%4$$"+-*%
D$/.B7U/+%

E*<,*P%
_B.-*6%"+.%
!,#*K,+*%



STILL NOT PERFECT 

            ""(!"""



THE BIG PICTURE 

              ""(#"""



• >*%#".*%"%7"$.%-"#*X%
•  !1*%-"#*%,0%.*0,-+*.%6/%G*%=B+%%

• An essential property! 
• >1,K*%"K0/%

• Raising awareness 
• Educating 
• Promoting communication 

•  IB+%-"#*%P,61%*.B7"U/+"K%7/+6*+6%e%+/6%
*.B7"U/+"K%-"#*%

WHAT WE DID 

84 



•  !/P"$.%#**U+-%61*0*%-/"K0%
• Highly iterative content creation 
• Professional design, professional manufacturing 
• Copies to give away 
• Copies to sell 

WHAT WE DID 

85 



• >*G0,6*: %1SA:hhPPP[@/+6$/K4K6H"78[7/#%

•  !P,S*$:% %i@/+6$/K4K6H"78%
% %j@/+6$/K4K6H"78%

•  F,06: %7/+6$/KV"K6V1"78i70[P"01,+-6/+[*.B%
%% % %Y"++/B+7*#*+60%/+K'Z%

LEARNING MORE 

86 



• 46%61*%A$,+6*$%+/PX%

• 4<",K"GK*%=/$%0"K*%0//+%
• Selling so that it’s self-sustaining and broadly 

available 
• Planning to use a large, Seattle-based online retailer 
• Go to http://www.ControlAltHack.com to sign up for 

announcement emails, or follow @ControlAltHack for 
announcements 

• Being sold by RGB Hats, LLC 

GETTING THE GAME 

87 



•  I/$%;[5[4[VG"0*.%*.B7"6/$0%
• We have a limited number of copies that we can give 

to educators for educational uses (we’ll filter) 
• Visit http://www.ControlAltHack.com to apply 

•  C.B7"6/$0Q%
• High school AP computer science classes 
• Freshman, sophomore computer science classes 
• College computer science clubs 
• Other? 

•  YH,-1%071//K%6*"71*$0%#"'%P,01%6/%$*#/<*%"%=*P%
7"$.0%=$/#%61*%.*78Z%

FREE COPIES 

88 



•  @B$$*+6%.*78%YG"0*.%/+%61*%/$,-,+"K%B#"7.*C3&0%&Z%
• 56 Missions 
• 72 Entropy Cards 

•  D/00,GK*%*LA"+0,/+%.*78%YG"0*.%/+%61*%B#"7.*C3&0%&*
*LA"+0,/+%.*78Z%

• 72 new cards 
•  O.*"0%=/$%+*P%7"$.0Q%%5**%
1SA:hhPPP[@/+6$/K4K6H"78[7/#%%

FUTURE GAME CONTENT 

89 



THANKS TO! 

90 



CALL TO ACTION 

              "")*"""



• N/%-*6%61*%-"#*%
• N/%AK"'%61*%-"#*%
•  51"$*%61*%-"#*%P,61%/61*$0%
•  !*KK%B0%1/P%,6%-/*0%

• N/%#"8*%'/B$%/P+%-"#*0%
• N/%"..%7"$$/60%6/%'/B$%6//KG/L%

CALL TO ACTION 

                "")!"""



http://www.ControlAltHack.com Please complete speaker feedback 
surveys! 

!"#$%&'#()*+,*-.'/#"0(+"*
!"##'%)*++,+-% 2/01,%3/1+/% 4."#%51/06"78%

@ControlAltHack 
#ControlAltHack 


