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Pathway out of poverty 

ÅHow can the lives of the billions of people who live 
on a few dollars a day be improved 

ÅMultiple factors 

ïHealth, governance, education, poverty, food security,  
environment, infrastructure, civil strife 



Improved financial services help 

ÅStrong evidence that improving access to financial 
services can help people stay out of poverty 

ïPoor pay more for services 

ïCreate new livelihood opportunities 

ïAllow more efficient delivery of other services 

ïSavings provide a buffer against financial shocks 



Technology opportunities for Digital 
Financial Services 

ÅNear universal access to mobile phones provide an 
interface with a financial system 

ÅMobile carriers, financial institutions, and 
governmentes can lower the cost of financial 
services 

ÅAddress central financial needs 

 



Financial services for the poor 

ÅExpand accesses to financial services 
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Basic Financial Services 

ÅMobile Money 

ïSend money to remote location 

ïNo bank accounts, but mobile phones 

ïRely on basic mobile phones 



Background: M-Pesa in Kenya 

ÅConsidered most successful mobile money product 

ÅImplemented by Safaricom όYŜƴȅŀΩǎ ŘƻƳƛƴŀƴǘ 
mobile carrier) 

ÅLarge CICO (cash in, cash out) agent network 

ÅWorks on basic mobile phone through USSD/Sim 
App 

ÅSend money to a mobile number ς various 
messages and pins to withdraw money from an 
agent and issue a receipt 



However . . . the challenges 

ÅInconsistent uptake of services 
ïNo other country has matched Kenya in adoption of mobile 

money 

ÅObstacles at consumer level 
ïUsability,  trust,  understanding of services 

ÅObstacles at implementation level 
ïSecurity,  detecting fraud,  know your customer,  

infrastructure failure,  managing agents 

ÅObstacles at system level 
ïMultiple carriers,  regulatory regime 



Financial services for the poor 

ÅFinancial Services for the Poor 

ïRemittances 

ïSavings accounts 

ïGovernment payments 

ïDigital payments 

ïInsurance 

 

Improved access to financial services is 
recognized as an important mechanism for 
raising people out of poverty 



Our hypothesis 

ÅComputer scientists, in partnership with others, 
can address some of these challenges 

ÅMany organizations have been working in mobile 
money and publishing studies 
ïGSMA,  CGAP 

ÅEconomists and political scientists are studying 
impact 

ÅWork needs to tie into mobile operators, financial 
institutions, and government organizations 

 



The research project 
ÅFaculty  
ïRichard Anderson, Kurtis 

Heimerl, Franzi Roesner, Yoshi 
Kohno 

ÅResearchers 
ïShrirang Mare, Jake Kendall 

ÅGraduate Students 
ïFahad Pervaiz, Samia Ibtasam, 

Trevor Perrier, Sam Castle,  
Kushal Shah, Aditya Vashistha 

 
ÅProject launched January, 2016 

 

 



DFS Challenges 

1. Fraud 
2. Cyberattacks 
3. Proximity payments user experience 
4. Identity and on-boarding 
5. Analytics for product development, risk scoring, and 

fraud detection 
6. Cash-in/Cash-out (CICO) agent recruitment, training, 

and management 
7. Financial management for end users 
8. Reach and robustness of infrastructure 

 



Research approach 

ÅJudicious landscaping to identify research areas 
ÅLaunch a set of small projects 
ïUSSD 
ïSecurity 
ïComputer Science / DFS survey 

ÅIdentify area for larger scale implementation 
ïPrototype toolkit 
ïWork with Financial partners for in country evaluation 
ïRefine and handoff to partners 

ÅEstablish partnerships for field based work 
ÅUW-Pesa demonstration lab 



Basic assumption and focus 

ÅMust focus on reach of financial services to the poor 

ÅMust align with government programs, financial 
institutions and mobile operators 

ÅNeed to work with innovative partners and fintechs 

ÅTechnologies 

ïMust allow basic phone for clients 

ïCan assume better technology for agents (e.g., Android 
phone) 

ïRobust to infrastructure failure 



Research challenges / Security 

ÅSecurity of mobile money 
ïGSM level security 
ÅUSSD or SIM Apps 

ïAndroid app security 
ïUsability and resilience to poor infrastructure are key 

ÅFraud 
ïRisks of fraud across the entire process 
ÅMany potential bad actors 

ïRestrict attention to issues directly related to digital 
financial services and specific products 
ïLack of data on occurrences of fraud 

 

 
 
 



Research challenges / Usability 

Å Client side 
ïSimplification of process 

ÅComplexity arises due to security and weak infrastructure 

ï Increasing transparency 
ïLack of trust is a deterrence to adoption 

ÅE.g., worries about sending money to wrong number, or loss of money from account 

ïNeed data on problems that occur in practice on specific systems 
 

Å Proximity payments 
ïPoint of sale device 
ï Identity 
ïSimplified biometrics 
ïHardware support and android devices 

 
 



Research Challenges/Use of data 

ÅCredit scoring 

ïUse of data on phone usage to determine likelihood of 
default 

ÅFraud detection 

ïTransaction records to detect potentially fraudulent use 

ïAnalysis to identify patterns of fraud (existence of fraud) 

ÅCall records data to understand potential services 

ÅInitial work 

ïLandscape data sources and match to application areas 

 



Research Challenges/Consumer education 

ÅPromotion of good financial practices 

ÅUnderstanding of basic financial instruments 

ÅHow to use of financial services 

ÅPromotion of financial services 

 

ÅApplication of ICT/Behavior change 
ïMessaging  

ïCommunity Led Video Education 

 

 

 



Research Challenge / Integration 

ÅIntegration of mobile money into broader services 

ïPayment for services (e.g., school fees) 

ïConsumer subsidies 

ÅCommunity networks 

ïLocal cellular 

 



Project stages 



Projects overview 

Formative Development 

Formative Development 

Formative Development 

Formative Development 

Mobile app security 

Fraud in DFS 

Proximity payments 

Data analytics 

Android devices for DFS 

DFS Video Education 

Formative Development UW-Pesa Demo Lab 

Formative Development 

Formative Development 



PROJECT 1: MOBILE APP SECURITY 

Formative Development 



App Security Overview 

Goal: Understand vulnerabilities in mobile money deployments 
 

1. Design of Threat Model Particular to Mobile Money 
2. General Security Analysis 
ï 197 decompiled Android apps 
ï Automated detection of permission requests, version requirements, external libraries, 

and HTTPS URL usage 

3. In-depth Analysis 
ï 71 apps, including Android and USSD-based 
ï Manual assessment of relevant properties, including KYC requirements, password 

reset procedures, SMS usage 

4. Developer Interviews 
ï No of Developers: 7 
ï Average Interview duration: 45 min 
ï Questions: Experience, Org Structure, Training and Security Processes 
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Android apps contain numerous HTTP URLs 
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Χ ŀƴŘ ƪƴƻǿƴ ǘǊŀŎƪƛƴƎ ƭƛōǊŀǊƛŜǎ 
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Developer Interviews 
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ÅGoal: Understand the source of vulnerabilities 
ÅContacted 249 email addresses 
ÅLocation: Nigeria, Kenya (2), Uganda, Zimbabwe, Colombia (2) 
ÅOrganizations: Bank (2), Telco (3), Software Company (2) 
ÅMostly large organizations  



Findings 

ÅSecurity Analysis 
ïAndroid system updates have resolved many issues, but apps have outdated 

version requirements 

ïSSL/TLS, if implemented, is often incorrect 

ÅInterviews 
ïVulnerabilities may arise through specifications from various stakeholders 

ïSecurity qualifications are not standardized at national or market levels 

ï Inadequate domain-relevant resources lead many developers to unvetted 
online forums 
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Future Directions 

ÅResources for Best Practices 
ïDocument domain-specific security practices 

 

ÅDeveloper Self-Assessment Tools 
ïBuild tools to provide relevant feedback on potential 

vulnerabilities in Android and USSD apps 

ïLeverage prior research on automated Android analysis 

ïCombine manual developer analysis for nuanced issues, 
such as PIN recovery 
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PROJECT 2: FRAUD IN DFS 

Formative Development 



SMS-driven Fraud 
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Preliminary Findings 

ÅWe collected 106 SMS Examples 

 

 

 

 

 

 
 

ÅMajor categories: promotions, receipts, and loan offers 

ÅStrongest indicators of fraud are URLs and phone numbers in 
SMS. 
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Next steps 

ÅA user study to collect a larger data corpus 

ÅUnderstand the nature and extent of SMS-driven 
fraud in DFS 

Å¦ƴŘŜǊǎǘŀƴŘ ǇŜƻǇƭŜΩǎ ŀōƛƭƛǘȅ ǘƻ ŘŜǘŜŎǘ ǇƘƛǎƘƛƴƎ {a{ 

ÅDevelop and deploy SMS-fraud detection and 
mitigation tools 



PROJECT 3: PROXIMITY PAYMENTS 

Formative Development 



Focus: Point of Sale 

ÅCurrent methods are slow (60-90 seconds) and 
error prone, and vulnerable to fraud. 

 

ÅOngoing work: 

ïDocumenting proximity payment protocols at PoS in 
different countries. 



Next steps 

ÅConduct usability and security evaluation of these 
protocols 

 

ÅDevelop usable and secure proximity payment 
methods for feature phones 

ïWe are exploring NFC and sound-based methods 



PROJECT 4: DATA ANALYTICS 

Formative Development 


