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Workshop Agenda

1:00 UW DFS Overview: Richard Anderson, UW

1:30 Financial Services for the Poor: Himanshu Nagpal, BMGF
1:45 Panel “DFS Technologies”

2:35 “Digitizing Risk,” Jake Kendall, Caribou Digital

3:15 Break

3:30 Panel “Gender and Mobile Money”

4:20 “Systemic Shocks and Digital Cash: The Indian
Demonetization Experience,” Joyojeet Pal, University of
Michigan

5:00 Reception and Posters
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T
UW DFS Research Group

* Develop and deploy technological solutions to
specific challenges that impede the introduction
and wide scale deployment of DFS

* Build a global academic community focused on
computing and DFS technologies




Research in Digital Financial Services

Improved access to financial services is
critical for raising people out of poverty

* Technological challenges impede the introduction
and adoption of digital financial services (DFS)

 Computer Scientists and Information and

Computing for Development (ICTD) researchers
can help address these challenges
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Why improved financial services help

* Reduce the cost of being poor

* Create opportunities for financial growth

* |Increase efficiency of government programs
* Protect against financial shocks

— Limit the number of people slipping back to extreme
poverty
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Financial Services

e Basic financial services
— Remittances
— Savings
— Government payments
— Digital payments
— Insurance
— Bank accounts

 Mobile money

— Financial products linked to
mobile operators

— Commonly including Cash In,
Cash Out (CICO) agents
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Financial Services Landscape

* Mobile phones provide access
to digital economy

— Smart phones and basic phones
* Mobile operators and banks are
both important
— Variation across countries
— Regulations have a big impact
* Government priority in many
countries
— Reducing role of cash easypaisa
— Link to national ID -
* Fintechs have a role for

innovation and market
disruption

B B N DIGITAL FINANCIAL SERVICES
mEE RESEARCH GROUP UW, October 4, 2017
B BB uNIVERSITY OF WASHINGTON



Mobile Money

Success stories But, challenges abound
* M-Pesain Kenya * Failure of replication of
— Mobile money through Safaricom M-Pesa in many countries

— Used by almost all Kenyans

— Leap frog technology
* New model

— Low adoption rates
— Regulatory regimes

« Tanzania * Banking costs too high to
— Success in interoperability support services in remote
* India regions
— Aadhaar and creation of bank . . ..
A CCOUNts * High transaction costs limit
e« East Asia many digital services

— \Very strong growth in mobile e Focus on peer to peer
money requires cash at endpoints
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T
Challenges to expanding the reach of

financial services to the poor

* |nconsistent uptake of services

e Obstacles at consumer level

— Usability, trust, understanding of services, available
technology, appropriate services

* Obstacles at implementation level

— Security, detecting fraud, proving and verifying identity,
infrastructure failure, managing agents

* Obstacles at system level

— Multiple carriers, regulatory regime, costs, market
understanding
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Where does Computer Science/ICTD fit in?
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UW DFSRG

* Research projects

* UW-Pesa demonstration lab
* Technology explorations

* Global FinTech Centers
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SECURITY AND PRIVACY
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Security of Mobile Financial Applications
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App Security Overview

e Security audits have

revealed many
vulnerabilities in financial
applications

Most serious vulnerability,
poor implementation of
SSL certificates

Many problems could be
fixed by simple steps, e.g.,
strict Android version
requirements

DIGITAL FINANCIAL SERVICES
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 Many applications have

unusual behavior
— Pin reset to known value
— Charge user for pin reset

Castle et al. (2016) Security analysis of
197 decompiled Android apps
(automated detection of permission
requests, version requirements, external
libraries, and HTTPS URL usage), in
depth analysis of 71 apps (assessment of
KYC requirements, password reset
procedures, SMS usage), interviews with
seven software developers
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Why are there security vulnerabilities?

e Software developer * What is the big need?
Interviews in 5 countries — Security validation tools for
 Who makes these apps? product managers

— Professional developers
 Why do vulnerabilities

arise? W AN A6
— Unclear responsibility for f " i ‘\‘ \r/\v‘#/@ a
> — i

— Conflicting specifications

— Lack of security
responsibility with venders
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T —
Assessment of SMS Phishing

* How prevalentis SMS based ¢ How does SMS Phishing fit

fraud in mobile money? with more general fraud?
1 WELCOME KCB BANK,LOTTO
* BU||d COerS Of SMS fraUd promoti.ons!2016you’re the
messages coll o Mr ALex. 0788187232
_ DONT PAY ANYTHING,
— Develop mobile app for SENDER KCB.
CO”ECtion ~ Wednesday, 23 November 2016 |
— Scra pe twitter feeds Q\ Dear safaricom Customer,

KCB Mpesa soft loan now
available at 5% interest

— Interviews to understand @kshs 25,000/- 50,000/-
] 100,000/ call us or sms!
customer reactions 0780959000 OKOA
MAISHA NA KCB. M PESA  KJF31UCDTGV
— C|assify types of fraud  sus 0335 B Confirmed.You have received
ksh4,530 from COLLINS
messages ONYANGO 07977088220n
29/10/16. New M-PESA
balance ksh(LOCKED).Pay
bills via Mpesa@
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MOBILE MONEY TECHNOLOGIES
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Supporting mobile money on basic mobile
phones

e Unstructured Supplementary

Service Data (USSD)

— Similar to SMS, but session
based and under control of
mobile operators

— Used to implement menu
based applications, including
mobile money

* Work on tools for
implementing USSD
applications and gateways to
USSD services

Perrier et al. (2015) USSD : The Third
Universal App

Buy Airtime from your
FirstBank Account
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Thin Sims

e Welcome
\E8E 1 to the better
. . . Pasgai s opfion
 SimApp: Application -
embedded on sim card

* Overlay Sim <£ MEDIC MOBILE"
— Allows external applications

to run with a sim card
stick our
— “Make dumb phones smart” Lol

* Proposed for various
mobile money systems

e Security issue: Man in the
middle attack

mru
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Usability of USSD Phone Directory

 Develop and deploy a scalable * Feasibility
USSD application in Tanzania — Able to reach rural population in
* Implement an electronic yellow Dodoma region
pages e Usability
— Extending an existing paper — High success rate in both menu
directory navigation and search

— Promote economic developmentby ¢ Acceptability
improving service discovery — Sustained usage in field trial

— Interviews revealed use for locating
businesses
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The Android eco-system for DFS

 Many uses of Android
devices for
— Financial applications
— Point of sale devices
— Biometrics

 What are the limitations of
low cost Android phones?

e~ Mobles - Google Mobies. - Google Piel XL Pice 1 Pakisien
v Google Pixel XL
-

J ool
Coogie Py ounched In Oclober
with a 5.5( ay with a reschution
pixals at a PP| of 534 pi e
tam Cond =
Shipging Info: 24 - 48 Hours

He

105,999
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DATA ANALYTICS TO FOR MOBILE
MONEY

B B N DIGITAL FINANCIAL SERVICES
mEE RESEARCH GROUP UW, October 4, 2017
B BB uNIVERSITY OF WASHINGTON

22




-
The Challenge of Data for Financial

Inclusion
30 B Kenya 26
* Vast amount of data being - e -
generated on financial services - s
* However, for financial inclusion, - .
interested in the population not - ; :
generating data : 4 e
— Data on poor often hidden by data
on rich
 Combine financial inclusion
surveys and large scale data
SEtS Financial account access iéh e ;:Ban:;laaeshl fice use —_— Active* financial service users
— Disaggr.egate data for greater o 7 — i - B
resolution i
= - ok
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-
What is the distribution of phone types in

rural areas
 Debate on smart phonevs. ¢ Track simcard and phone
basic phone mobile money separately
SOIUtionS ° Analysis
e Who owns 2G vs 3G vs 4G — Phones associated with the
phones community
— Sharing of phones

e Cell tower logs

— Record of every phone
connection to base station

— Type Allocation Code (TAC)
indicates model

— Upgrades and downgrades
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Access to data

e Vast amount of data with
Telcos

e But what if you aren’t a
telco?

* Analysis of community
cellular logs from
Philippines and Indonesia

Shah et al. (2017) An Investigation of Phone
Upgrades in Remote Community Cellular
Networks

DIGITAL FINANCIAL SERVICES

RESEARCH GROUP UW, October 4, 2017 25

UNIV



BARRIERS TO ACCESS
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T
Usability of Mobile Wallets

* Interview / usability study in
rural Pakistan with multiple App
prototype

e Assessment of usability barriers

* Broader concerns

— Lack of knowledge about
existence of mobile wallets

— People are really ready to adopt
the mobile wallets if they are
designed appropriately

Ibtasam et al. (2017) An Exploration
of Smartphone Based Mobile Money
Applications in Pakistan

~ B
alo |
3 | Rs 2,500 English
aaaaaaaaaaaa eer B
: VAN gy oA oS
BT
ol
nnnnnnnnnnn .

“I can transact from home and will not
need to go to city after burning fuel worth
150 rupees and spending time as well.
There is no mobile money agent shop in our
nearby village but there is 4G internet.”
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Pakistan ranks 144 out of 145
countries for gender barriers

Interview based study in
Pakistan
— 41 Women, 10 Men
— Urban/rural, north/south
Punjab
Complex situation relating to
family, marriage, technology
access, finance management,
and national ID
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Gender and Mobile Money

* Opportunities

— ROSCAs or savings groups

— Women entrepreneurs

* Need, control of money,
independence

Investigate ‘tipping point’
opportunities for

services/financial
instruments for women




UW-PESA DEMONSTRATION LAB

Il B B DIGITAL FINANCIAL SERVICES
EEER

UNIVERSITY OF WASHINGTON



UW-Pesa

Mobile Money

Mobile Money Sandbox Customizable
 “M-Pesa Complete” * Implement multiple mobile
e Realistic user interface money systems
* Multiple Interfaces e Control over

* USSD implementation parameters

« Web such as transaction costs

e Application and workflow

e Localization
Extensible Composable
* Point of Sale * Link multiple system
* Biometric * Resolve across ledgers
* QR Code payments * Exchange and transaction
e Bill paying fees
 B2P, P2B, G2P, P2G
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Goals for UW-Pesa

 Demonstration site for mobile money technologies
— Internal learnings
— External education and outreach

* Sandbox for experimentation
— Quick Prototyping
— Usability Testing
— Security Testing
— Workflow Evaluation

* Not targeting high performance, scalability, strong
security
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Building the DFS research field

* Promoting global work in Computing and DFS
— Increase the number of researchers working in the area
— Develop multiple centers of expertise

* Strategy
— Developing background and literature surveys
— Sessions at conferences
— Interdisciplinary linkages
— Networking and community building

— FinTech workshop at ICTD 2017
— Create other DFS research centers ‘ l D

PAKISTAN 2017
16th - 19th, November
Avari Hotel Lahore; Pakistan
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Fintech Center, ITU, Lahore

e Established a research
center at Information
Technology University,
Lahore

* Director: Lubna Razaq

e Establishing projects to
parallel existing UW
Projects

— Gender barriers to adoption
of mobile money
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Collaborators

. DFS  FININ  MicroSave
L A B

EVANS SCHOOL OF PUBLIC POLICY & GOVERNANCE b‘ HELIA

UNIVERSITY of WASHINGTON INSTITUTE OF DIGITAL FINANCE
Evans School Policy Analysis and Research (EPAR)

ITU TECHNOLOGY BILL&MELINDA
| UNIVERSITY (GATES foundation
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Computing and Financial Services for the Poor:
The UW Digital Financial Services Research Group

Richard Anderson
anderson@cs.washington.edu

For more information visit: dfs.cs.washington.edu
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