Shared Memory Supp ort for Ob ject-based RPC

Ren � e W. Sc hmid t

�

, Je�rey S. Chase y

, and Henry M. Levy

Departmen t of Computer Science and Engineering

Univ ersit y of W ashington

Seattle, W

A 98195

Abstract

This p ap er describ es obje ct-b ase d runtime supp ort

for e�cient ac c ess to pr ote cte d obje cts, i.e., obje cts

b elonging to server pr o gr ams that exp ort pr ote cte d ser-

vic es to untruste d clients. Mo dern op er ating systems

use har dwa r e-b ase d pr ote ction domai ns to pr ote ct a

server’s obje cts; clients ac c ess those obje cts thr ough

cr oss-domain (RPC) c al ls to metho ds that exe cute

within the server’s domain. Unfortunately, exclusive

use of RPC sacri�c es p erformanc e in exchange for

pr ote ction.

We show how to pr ovide safe and e�cient ac-

c ess to server data by client r e ad-sharing of some

server obje cts and metho ds. L o c al client c al ls to r e ad-

only metho ds exe cute dir e ctly in shar e d memory, with-

out the c ost of pr ote ction cr ossing. We intr o duc e a

version-b ase d me chanism to synchr onize the r e aders

with write-metho ds exe cuting in the server domain.

Obje ct-b ase d pr oxies hide the use of shar e d memory

fr om client pr o gr ams. Me asur ements of a simple ap-

plic ation demonstr ate that our te chniques c an deliver

p erformanc e close to an unpr ote cte d implementation,

but with the mo dularity and server pr ote ction of tr adi-

tional RPC.

1 In tro duction

The clien t/serv er mo del is commonly used to pro-

vide data sharing and protection in soft w are systems.

Clien t applications access the data through a �xed

pro cedural in terface de�ned b y the serv er. Calls to

the serv er utilize a protected pro cedure call mec ha-

nism, t ypically R emote Pr o c e dur e Cal ls [1], to execute

co de within the serv er’s domain.

�

Curren t address is Departmen t of Computer Science, Uni-

v ersit y of Aarh us, DK-8000 Aarh us C, Denmark.

y

Curren t address is Departmen t of Computer Science, Duk e

Univ ersit y , Durham NC 27708-0129

In an ob ject-based en vironmen t, the clien t/serv er

mo del is implemen ted using ob ject in v o cation mec ha-

nisms, whic h are the equiv alen t of RPC. In this case,

eac h call sp eci�es a particular instance of an abstrac-

tion supp orted b y the serv er. Pro xies [2] are t ypically

used to implemen t the serv er in v o cations in this case.

The protected serv er ob jects (i.e., ob jects that exist

inside the serv er’s domain) are represen ted b y a lo-

cal pro xy ob ject in the clien t. The pro xy con tains

metho ds (RPC stubs) that forw ard in v o cations to the

serv er. This tec hnique mak es lo cal and protected ob-

jects lo ok nearly iden tical to the clien t programmer,

and therefore simpli�es program dev elopmen t.

The disadv an tage of this approac h is its high p er-

formance cost, due to crossing address space b ound-

aries, v alidating argumen ts, and so on. F or this rea-

son, man y programs execute in a single protection do-

main rather than in sev eral domains, at a loss of pro-

tection and securit y .

Bershad et. al. ha v e sho wn that the p erformance

of same-mac hine cross-domain comm unication can b e

considerably impro v ed b y using shared memory [3];

Ligh t w eigh t Remote Pro cedure Call (LRPC) uses a

shared stac k to a v oid cop ying parameters and re-

turn v alues b et w een protection domains, and reduces

sc heduling o v erhead b y running the clien t thread in

the serv er’s domain. Ho w ev er, ev en with LRPC, cross-

address space comm unication is substan tially more ex-

p ensiv e than a lo cal pro cedure call.

This pap er sho ws ho w shared memory can b e fur-

ther exploited to pro vide safe, protected, and e�cien t

access b y clien ts to serv er data. The ob jectiv e is to

giv e clien ts the p erformance of a lo cal in v o cation for

most accesses, but with the protection guaran tees of a

separate serv er domain. T o do this, w e in tro duce the

idea of read-only metho ds, read-only shared pro xies,

and sp ecial sync hronization tec hniques to co ordinate

co op erating pro cesses. W e assume that serv er access

is \read mostly

," that is, the ma jorit y of calls read but

do not mo dify serv er data, while a small p ercen tage

1

Read-only Access

Update Access

Obj A

Obj B

Write Protection Boundary

LRPC

Client Server Read-only Shared Memory

Figure 1: Optimizing erunication y using read-only shared memory .

of calls hange that data. F or example, CAD applica-

tions e b een wn to exhibit h b viour [4]. A

Dexter-based yp er-text system [5] also needs mostly

read-only access to the applications that tain the

data for h no de in the yp er-text do t.

Using our hniques, a er maps its data segt read-only to a t’s address spaces, ywing the t domain to access (read) the er’s

data directly

. Data y is tained, b ecause

protected pro cedure calls ust still b e used to mo d-

ify protected ob jects. F urthermore, e uses shared xies to eliminate the erhead of tiating lo cal xy ob jects in ht, and increase parameter

passing e�ciency

. The read-only memory sharing and

read-only metho ds are wn in Figure 1.

The ma jor y with this hnique is synhronizing access to the er’s data. In particular,

one t could b e reading and scanning er data,

while another t is mo difying that data through a

metho d executing inside the er. Because ts

do not e write access to the er, they cannot

directly acquire or release er lo ks without p er-

forming cross-domain calls, one on acquire and one on

release.

h calls ouldviously negate the v alue

of using read-only metho ds. T o e this problem, elop ed a ybrid lo kingheme, called ersion-based hronization, that p ermits read-only

metho ds to hronize without executing y store

instructions.

W e e constructed a yp e tation

of these hniques for the Opal system [6, 7], a sin-

gle virtual address-space op erating system. Our imwsw read-only sharing of memory

b eent and er can b e incorp orated to an

ob ject-based RPC to olkit, so that its use is transpart to the user. While the Opal memory mo del mo-

tiv ated this ork, none of the hniques ted

dep end on the single address-space mo del; they can

b e used on y op erating system where applications

can co ordinate sharing of memory in some manner.

The rest of the pap er is organized as ws. The

next section summarizes related ork. Section 3 tsersion-based hronization. Section 4 out-

lines the tation of a generic ob ject-based

RPC to olkit. Section 5 and 6 describ es w read-

only metho ds and shared xies can b e ted,

resp ely . A p erformance ev aluation of the ex-

tended to olkit is wn in Section 7. Finally

, Section 8 ts our conclusions.

2 Related ork

Our ork uses memory sharing and hronization hniques to accelerate the p erformance of ob ject-

based applications executing in separate protection

domains. It is us related to a b er of previous re-

h e�orts that supp ort ob ject-based programming

and those that supp ort �ne-grained hronization.

In the wing e describ e some of those pro jects

and w our ork relates to theirs.

The Emerald system [8] as a distributed ob ject

system supp orting �ne-grain ob ject y and e�- t lo cal p erformance. T o e high p erformance,

2 all ob jects on a lo cal hineere lo cated in the same

protection domain, so access to lo cal ob jects could b e

done directly with load and store op erations. Data yas ensured y the use of a safe language.

In our ork,e do not require a safe language; in-

stead, e use read-only metho ds to vide access to er data lo cated on the same hine, while requir-

ing cross-domain calls for metho ds that mo dify er

data.

Systems h as Eden [9], Clouds [10], Choices [11]

and Spring [12] tegrated ob ject-based RPC supp ort

in the op erating system ernel. High p erformance of

cross address-space calls is crucial for h systems.

Ob ject-based RPC libraries e b een built for a wide

v y of programming languages as ell, including

Mo dula-3 [13], BET

A [14], and C

++

. Our optimiza-

tions are at the timeel, but e b e that they

are general and apply equally ell to op erating sys-

tems.

The xytation in Choices [11] is simi-

lar to our shared xies, but the rationale b ehind the

design is t. In Choices xies are allo cated in

read-only memory y the ernel to assure tica-

tion of xies and to b e able to hange the implemen-

tation of xies without ving to re-compile t

programs.

xies are not shared b eents.eral exp tal op erating systems, h as

Opal [7] and Monads [15], vide a single shared ad-

dress space for all applications. Protection and ad-

dressing are decoupled in these systems hes

it p ossible for applications to easily co ordinate shar-

ing of data at time. Our hniques can easily b e

utilized on top of h systems (and, in fact, ereyp ed on Opal), er they are indep t

of h single address space supp ort.

y [16] has vided a basic metho dology for ting non-blo kinghronization and u-

tual exclusion; he uses oters (check[0] and

check[1]) to ensure that an ob ject is not copied while

it is in an t state. The oersionum-

b ers in ersion-based hronization e a similar

purp ose, but only read-only metho ds are ted

lo k-free in hronization.

Should e write something ab out Time W arp?

are F ault Isolation?

Our ork builds in ys on all of these e�orts.

W e w shared memory can b e used to sup-

p ort high p erformance (read-only) metho d o cation

b een non-trusting applications, without requiring

sp ecial language supp ort. In addition, ew

metho d o cations can b e hronized with concurt, protected, data up dates.

3 V ersion-based hronization

t the basis of our hnique for to ca-

tion is hronization, he use

to trolt ob ject access. It has the sp e-

cial prop y the a critical section that do es not up-

date an ob ject can b e ted without executing y store instructions.

er,ersion-based synhronization is a general hnique and its application

is not limited to ob ject-based RPC. F or example, it

could b ene�cially b e used to hronize parallel pro-

grams, or to vide applications with direct access to

op erating system state without a h. In this

section et the details of ersion-based synhronization; then e describ e in the wing section

the t in h this hronization is used.

In trast to most other h-

niques, hronization is a ybrid b eeen the terloking and the lo k-free hnique. A

critical section that mo di�es the state of an ob ject is ted using an terlokingheme. A critical

section that only reads data from a shared ob ject is ted lo k-free.

Lo hronization is an optimistic heme;

there is ery little erhead if t access to an

ob ject is rare. All up dates execute in parallel and

an up date is ys p erformed on a y of the ob-

ject’s data. The up date is committed in an atomic

op eration

1 y up dating the ob ject’s data p ter to

reference the new up dated data. If the data p terashanged since the yas made, the commit fails

and the up date has to execute again. Lo k-free synhronization is considerably more complex to use than terloking.

er,eral authors ewn

that lo k-free [16, 17] hronization is b oth prac-

tical and t.

V ersion-based hronization exploits the asym-

metry in the ultiple-readers/single-writer hro-

nization proto col. The t concurrency in lo k-

free hronization is ideal to p ermit y readers

(r-metho ds) to execute ultaneously

, and the

tual exclusion prop y among writers (w-metho ds) is

easily expressed using lo ks.

3.1 tation

Figures 2 and 3 w a critical section is impleted for a w-metho d and a r-metho d resp ely .

The co de requires simple ts (line R3 and

R5) and simple ts (line W3 and W5) to b e

1 ypically load-link ed/ stor e-c ondi tio nall y or a swap in-

struction are used.

3 atomic op erations. There are no b ounds on the exe-

cution time for the critical sections (line R4 and W4).

The Mutex and V ersion v ariables are shared among

all metho ds for a particular ob ject.

W1: . al ction /

W2:

k();

W3: V ersion[0] V ersion[0] + 1;

W4: . al ction /

W5: V ersion[1] V ersion[1] + 1;

W6:

W7: . al ction /

Figure 2:

tation of a read/write critical sec-

tion.

R1: . al ction /

R2: do

R3: v

1

V ersion[1];

R4: . al ction /

R5: v

0

V ersion[0];

R6: while(v

0

6= v

1

);

R7: . al ction /

Figure 3:

tation of a read-only critical sec-

tion. v

0 and v

1 are lo cal v ariables to the metho d.

W rite-metho ds hronize among themselfs us-

ing a utex lo k. F urthermore, they up date the b ers. The b ers are used y

the r-metho ds to detect t access. V ersion[0] ts the b er of times an up date has b egun on an

ob ject, and V ersion[1] b er of times an

up date has completed. If the ob ers are equal

the ob ject will b e in a t state, otherwise a

w-metho d is executing.

A r-metho d can ensure that only t data is

read y reading the b ers in opp osite or-

der of h the w-metho ds up date them. First, an

r-metho d reads the b er of completed up dates to

a lo cal v ariable v

1

(line R3). It then queries the ob ject.

When the query is completed the up dates has b egun is read to the lo cal v ariable v

0

(line R5). If v

0 is equal to v

1 a new w-metho d has not

b een started since the read-only metho d started, and

the ob ject asust during access. Other-

wise, one or more w-metho ds e started executing

while the r-metho d queried the ob ject, and the query

is re-executed (line R6).

By

bining lo k-free and terloking, e get a

simpler tation than y of the o will pro-

vide alone; for terloking, care has to b e en to w more than one reader to access the ob ject at a

time; for the lo k-free strategy care has to b e en

to t atomic up date for the writers, i.e., e

eliminate data ying for write-metho ds.

The hnique extends directly to ting

read-only metho ds that dep end on eral lo ks. In-

stead of just accessing one set of ersio b ers, sev-

eral sets can b e ed and the while-condition (line

R6) ev aluates to false if one or more of the sets are t.

3.2 ts of read-only ds

With ersion-based hronization, an r-metho d t b e reading ob ject data while a w-metho d is up-

dating that data; the r-metho d will detect that up date

and redo its op eration.

er, b ecause of this cont access, certain ts exist on the co de in

a critical section for an r-metho d:

� It has no side e�ects. The b er of times a

critical section is executed is unpredictable and

the data it is accessing t not b e

� It ust b e total, i.e., an r-metho d’s b viour is ell-de�ned on all input.

t data ust

not cause a program error.

The e�ciency of hronization de-

p ends on w often r-metho ds are re-started, h in

turn dep ends on the execution time of r-metho ds and

the up date rate of ob jects. The hnique is therefore

b est for ob jects where reads are more common than

writes, and where r-metho ds execute kly .

4 Ob ject-based RPC

This section vides the necessary kground in-

formation on ob ject-based RPC, in order to discuss w an ob ject-based RPC to olkit can b e extended to e adv tage of read-only shared memory .

F or ob ject-based RPC, a call p ertains to a partic-

ular �ne-grained ob ject inside the er. The to olkit w p ters to these protected ob jects to b e passed

as ts and returned as result when a protected

ob ject is called. An ob ject-based to olkit vides the wing:

� transpar t access to protected ob jects for ts,

� protected up dates of ob jects for the er, and

4

guards,and protectedhronizatioof taccessto that protectionof eresnotimply complete data isa ourbasictfor optimizing the RPC i.e., tds canreadsomeerwithoutexecutinganRPCoursystem, oxies areusedto hide the oundary from the ofthe del iswnin Figure jectsare ted as xy in the marshalls the parametersandexecutesanthe er side, the RPC callishandled a hunmarshalls andandexecutes acalxies andguardsondtotandstubs, in a standard RPC system [1to a protected is passed as a y[18] eenthe tsanderanunforgeable nameforaprotectedorcapabilities[19], harethanabsolutelyossibletofor anprotectedisothstoredinand inthe the t side, a y is translated a xy ter y oking it up ina table capabilities to the y is the xy ter is returned;

otherwise a new xy for the er the er guard maps a y directly to a y examining the information stored in is ecause there is a one-to-one een capabilities and er but a y mapping een capabilities and ds can e tly to an is protected are still a cedural cedures read-only ds just e the er’s de eliminates the cost of marshalling, cross-

trol transfers, and parameter erviding read-only ds es not y of the ereris tained ecause di�cations erdata are done through

RPCer

fulltrol er hdi�cationscaneto its although the er has lost trol er

the t can ers tial information, this hnique notetrade-o� is increased for theprice of er access erthe erwishes to hide some of its data, it can or, more place the secure data in separat that is not made readable to of access to protected with ersion-based hronization, h notrequire ystore erations tohronize tds arethe erand the ts arerequriedto d ust e total(see Section the d t, in the case of t return an errorde or generatean case, these ould e de�ned in the er’s and the t ust e prepared to handle h Read-only sharing of memory is a further general-

ization of xiesthat he utable data to timize er read-outable er data can e read the er, reducing xy size and ying fact, no distinction een utable and data has to e made, ecause all er data of ts for read-only ds ecause a d cation is of the erside cane executed directly y the t, so if a t plies ts, or ws an can only urt itself; the call is visible to the erall tersthataremanipulated yare xy thestubde for ust ert xy ters passed as to ters thatt directlyto and ersa for ters that are as a xy ters is ard, the protected ter can e stored in table okup is to ert a protected tertoxy are cal to ts, so cannot directly return a xy ter, but return a Section 6 a solution to problem is ObjProxy *ObjPr oxy: :my Meth od( ObjP rox Obj *real_p = p->GetObj Ptr Obj *real_r = GetObjPtr ()- >myM eth od(r eal _p);

return real_r->G etP roxy Ptr ()xy de for a read-only 5 ws the C stub de for a that es a ter to a protected ter as an and then returns a ter to another d GetObjPtr for a xy ject returns a ter to the protected and d GetProxyPtr for a protected returns ter to the xy for that our heme, memory t for a ws ts to e read-only access to its is a little more complicated than cannot blindly reuse the memory for a ecause there t e a t that has a ter stored to of the memory will cause the t to read garbage data, ossibly w an ter, or en go to an in�nite the ersion ers e een erwrstrategy has to e devised for reclamation of that ts ts from reading also es not require the er to trust a The strategy e e adopted is based on the ing om cated in not put a free-list but instead put on a the er can deduce that there is that y of the ts e ters to aiting-list, the memory is RPC the tor can tics of some erations to e the of ossibly already obtained will call h a function a safe functionwhen a t disconnects, the er the t has no ters to its is annotated with the set of ts that ters to the er’s data during its a t connects, disconnects, or executes a function the memory manager ks if a can e shared memory can not only e used read-only ds, but can also e used olkit itself to store its In particular, xy can e cated in read-only memory in the xies inate o that the erust pass tected references as capabilities to the ts, and xies cannot e shared een shared xies es oth the execution memory erhead of the d created y the er and cated in the er’s protection system a t ust e ted corrupting the xy is cated in read-only to shared xies are almost completely hange-

with ters to cal has exactly one so no ter ccurs. shared xies are callable y all so xy ters can e stored in shared memory hanged een return a reference to a protected erthe xy read-only to the t’s domain and returns a ter to the t is required to trust the er, ecause cannot erify the ter, but it oids a table okup to translate a t ust still pass ters as capabilities to erthey can e erformance increase that shared xies is also ed y eagerlyhing xies to t’s protection domain when the t initially orts a reference to a single protected the cost of tially tiating a er of cal example, shared ies are useful when a new domain is tiated Opal system can tiate xies all its system services, simply y hing a taining all the shared xies to the There are a few subtleties with shared xiesfor tly cating RPC hannels ust e devised, binding to is t than binding to ordinary next o subsections discuss these issues in A xy tains a reference to the RPC that it uses to unicate with the erare tly domain eci�c on most erating shared xy can e used y arbitraryof ts at the same time, so it dynamically select the hannel to use on h of a The olkit tains a table (the hannel in h t that hes all the hannels a t to its erto nicate witha er, a shared xy ust e hannel from thehannel table elonging to executing the theolkit,e ourthreadssothathTCB(Threadk) tainsa referenceto the thread’stable; h t can then access its wn hannel okup the hannel to is tained, en though shared accessunprotectedhanneltables, ecausexyexecutedytsandatcanonlyaccess wn hannel corrupted table will not erorothertwhen at terminatesis trivial, arestored cally in the The erhead of making d cations shared xies is necessarily higher than on xies, ecause a hannel is ed up on h eraccess to an er is to often consist of wing ters from one another in the same er, i.e., a will with high y use the same nel as it used on the previous call on a shared okup heme has een optimized for this y hing the most tly used hannel a thread’s TCB. The added erhead of oking is small compared to the erhead ready t in making RPC when a t binds to a protected ject the er passes it a y; the t the y to tiate a cal xy and to an RPC binding to the ererwhen t e a y for a protected with shared a d for erting that to a shared xy ter has to e olkit ws statically if a y an with a shared so it can transpar-

handle the protected has otstrap d that maps its shared read-only to the caller’s protection domain and a ter to the shared y enough information to oth tify the er

the so the olkit can e the d requires an RPC call, but it uncommon case that only ccurs when a t to a new er, for example, y oking up in a name ersection ts a erformance shared memory hniques for ving the formance of RPC. e a e tation of the hniques for existing RPC as di�ed to ort read-only ds the e�ect of shared xies and t tations of er and a t ere t and the erin the same protection ersion er ound for the execution t and er execute in arate protection to the er with RPC calls and neither shared xies

read-only ds are t and er execute in protection domains and shared xies used for all protected xies lazily when a reference to an is to a addition to using shared read-only ds are also xies

are created so they can e accessible the ts(in

T

use of sharedxiesand read-onlyds completely t to the t and arejust ed with t xyandguardts arerun ona dedicatedtion 5000 running h 3.0 and a e of Opal Opal ervides an in h all applications run in a single space on top of the h olkit uses h orts as its ort nism, andread-onlysharingofmemoryis directlyted as to the Opal results of the ts are wn in table ws the absolute times for of memory (attach), creating a directory ersingit, deleting it, and the total execution directorytreehad atotalof 3069o �rst columns ws the e�ect of a protection barrier een the t and the er. es the execution-time of of read-only calls, almost 50 times shared xies es creating, erand deleting the tree tly the erhead of tiating cal xies erformanceisalsoederreturnstersdirectlytosharedy eliminating table okups to ert pabilities to cal xyresults the extra cost of retrieving the hannel from trol k is dominated y the passing ters directly and of cal xiesRead-only dstlyestheofersinganddeleting the the structure is tly er xies and guards are created T erthe structure in the Read-only ersion a little ercomparedtothe Unprotected the stub de forthe read-onlyds ert ters and call the d total execution times w that the extra t hing ts read-only to ts can ily e amortized y the use of shared xies and ds, y ving the erall of er ted a hnique for using shared memory to ving the erformance cation een a erand the hnique, to execute within the t’s dify er data use tional cross-domahronization is duces hnique is applicable when data is and protected dates ust e erthe trading y read-access trol to its es the programmersome of the ene�ts safe language vides without ving to y the i.e., trusting h other and the ts e wn the tial formance ene�t of read-only shared memory ersion-bashronizaexample, with read-only ds execute a read-oetransaction nearly as fast as an cal call, but with the protection (for the er) as in the fully protected case; in trast, a protected tation sacri�ces almost an order in ould e to thank e and ary for helpful ts and assistance with Opal

D. BirrellandBruceyting remote cedure on Computer

Systems,

2(1):39{59,

1984and encapsulation xy of the Sixth

International e d Computing

Systems, y 1986wst remote cedure on Computer

Systems,

8(1), E. Chang and Randy H. inheritance and structure tics for clustering and bu�ering in an CM International e of Data,

1989b�k and R.H.

Issues for Dexter-based ermedia of the CM, 37(2):40 { 49, S. Chase,

Henry M. ard D. and he er-Hareyin a 64-bit erating of the e on Systems, anguages, and tionser S. Chase,

Henry M. hael J. ley and ard D. wskand in a single address space erating on Computer

Systems,

1994Jul,

Henry

Norman hinson, y in on Systems,

6(1):109{133,

1988T.

Almes,

Andrew k, ard D. and Jerre D. Eden

IEEE on ering,

SE-11(1):43{59, uary1985hin and M.S. and ery of dings the 2nd CM osium on Principle s of Computing, pages

31{44,

August

1983y application terfaces, dings of the International

Workshop on ct Orientation ating

Systems, er Hamilton and KougiourSpring cleus:

ernel for In dings

1993

Summer

Usenix e, June

Birrell,

Greg

Nelson,

Susan ki, ard ings of the 14th CM Symp. on ating

Principles, pages

217{230, er S. Brandt and O.L.

Programming in R. O.M.

Nierstrasz, and M. eill, e Notes in Computer e 791, { 212.

erlaerg.

hitectural and erating ort for orthogonal ing Systems,

5(3),

July dology for highly t data ort CRL 91/10, DEC bridge h oratory,

1991Massalin and Calton k-free OS ort 92-03-02t of June B. Dennis and Earl C. Program-

tics for ultiprogrammed of the CM, 9(3):143{

h Anderson, R. D. ose, and C. S. ord-capaThe

Computer nal,

29(1):1{8,