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Abstract

The Border Gateway Protocol, BGP, is currently the
only interdomainrouting protocol employedon the Inter-
net. As required of any interdomain protocol, BGP al-
lowspolicy-basedmetricsto overridedistance-basedmet-
rics andenableseach autonomoussystemto independently
defineits routing policies with little or no global coordi-
nation. Varadhanet al. [11] haveshownthat there are
collectionsof routingpoliciesthat togetherare not safein
the sensethat they can causeBGP to diverge. That is, an
unsafecollectionof routingpoliciescanresultin someau-
tonomoussystemsexchangingBGProutingmessagesindef-
initely, withoutever converging to a setof stableroutes.In
this paperwepresentsufficientconditionson routingpoli-
ciesthat guaranteeBGP safety. We usea new formalism,
calledtheSimplePathVectorProtocol(SPVP),that is de-
signedto capture theunderlyingsemanticsof anypathvec-
tor protocol such as BGP. We identify a certain circular
setof relationshipsbetweenroutingpoliciesat variousau-
tonomoussystemsthat we call a disputecycle. We show
that systemswith no disputecyclesare guaranteedto be
safe. While theseincludesystemswhosepoliciesare con-
sistentwith shortestpathsundersomelink metric,theclass
of systemswith nodisputecyclesis strictly larger.

1 Intr oduction

BGP[9, 7, 10] allows eachautonomoussystemto inde-
pendentlyformulateits routingpolicies,andit allows these
policiesto overridedistancemetricsin favor of policy con-
cerns.In contrastto puredistance-vectorprotocolssuchas
RIP[8], Varadhanetal. [11] haveshown thattherearerout-
ing policiesthatareunsafein thesensethat they cancause
BGPtodiverge.Althoughit seemsthatBGPdivergencehas
notyet occurredin practice,it couldpotentiallyintroducea
greatdealof instability into theglobalroutingsystem.

Thegoalof thispaperis to clarify thenatureof BGPpol-
icy inconsistenciesthatcangiveriseto protocoldivergence.
Our maincontributionscanbesummarizedasfollows. We

introducea generalformalism,calledtheSimplePath Vec-
tor Protocol (SPVP),that is designedto capturetheunder-
lying semanticsof any pathvectorprotocolsuchasBGP.
We definea disputecyclewhosearcscorrespondto a cer-
tain typeof policy dispute.We show thatsystemswith no
disputecyclesareguaranteedto be safe. While thesein-
clude systemswhosepolicies areconsistentwith shortest
pathsundersomelink metric, theclassof systemswith no
disputecyclesis strictly larger.

Thepaperis organizedasfollows. In Section2 wedefine
the SimplifiedPath-Vector Protocol (SPVP).In an SPVP
specificationeachnode(representingan autonomoussys-
tem)hasa list of permittedpathsto a destination,together
with a rankingof thesepaths.Solutionsto suchspecifica-
tionsaredefinedto beroutingtreesthatsatisfycertainsta-
bility conditions.We definea modelof dynamicevaluation
whosestablestatescorrespondto suchsolutions.

In Section3 wedefinetwo equivalentstructures,thedis-
putewheelandthedisputecycle, thatcaptureacertaintype
of circular policy inconsistency. We show that an SPVP
specificationwith no disputecycle (no disputewheel)al-
wayshasa uniquesolution.In addition,we show thatsuch
aspecificationis safeandsoits dynamicevaluationwill al-
waysarriveata stablestate.

BGP is different from shortestpath routing for several
reasons.First, therelative rankingof routesin BGPis not,
in general,basedon pathlengths,or any otheruniversally
agreeduponcostfunction. Second,eachautonomoussys-
temcanrejectpathsarbitrarily (evenshortestpaths)based
on policy considerations.Evenso,it seemsa naturalques-
tion to askwhich policiesareconsistentwith anedgecost
function. We explore this questionin Section4. We in-
troducethe conceptof an SPVPspecificationbeing con-
sistentwith a givenedgecostfunction. Even in this case,
onemay find routing treesthat arenot shortestpath trees
with respectto the cost function. However, we show that
any SPVPspecificationthat is consistentwith a costfunc-
tion without non-positive cycleswill besafe. An immedi-
ateconsequenceof this is thatBGPconfigurationsthatare
simplybasedon“hop count”aresafe(evenwith “padding”
of AS-paths). On the otherhand,we show that BGP-like



systemscanactuallyviolate“distancemetrics”andremain
safe. Finally, Section5 suggestssomeproblemsfor fu-
turework. Full proofsfor thoseomittedherecanbefound
in [5].

1.1 RelatedWork

Bertsekaset al. [1] prove convergencefor a distributed
versionof the Bellman-Ford shortestpathalgorithm. Be-
causeof the differencesbetweenBGP and shortestpath
routing mentionedabove, theseresultsdo not directly ap-
ply to aprotocolsuchasBGP.

In Varadhanet al. [11], the convergencepropertiesof
an abstractionof BGP is studied. They describea system
similar to our BAD GADGET, for instance,asa simple
exampleof policieswhich leadto divergence.In their set-
ting, a nodemustupdateeachtime it receivesa new route-
to-origin “advertisement”from oneof its neighbors.This
is in contrastto our modelwherethe updatesequencede-
termineswhennodesprocesstheirneighbor’spathchoices.
They alsodefinethenotionof anauxiliary graph,calleda
returngraph, to studyconvergence.Returngraphsarede-
finedonly for systemswith a particulartopology, namelya
ring topology, andarestrictedsetof allowablepathsateach
node,namelyonly counterclockwisepaths.A returngraph
is definedasfollows. For a node� andtwo permittedpaths��� �

from � to � , wedefineanarc � ��� �
	 if whenstoring
�

at � , andupdatingthenodesclockwisearoundthering, the
node� adopts

�
when � is onceagainreached.

GoudaandSchneider[2, 3] have studiedmetricswhich
alwayshave a maximaltree, that is, a treein which every
nodehasits ‘f avorite’ path to the origin, containedin the
tree. Their notion of a maximal tree is different from the
centralnotionof astabletreeintroducedin Section2.2.The
latter is basedon reachinga local, asopposedto a global,
equilibrium. Roughlyspeaking,a metric in their work cor-
respondsto amethodfor rankingpathsbasedonedgecosts.
They characterizemetricswhich admit a maximaltreefor
any graphandany possiblecostfunction.

2 A SimplePath-Vector Protocol

This sectionintroducesa framework, calledthe Simple
Path Vector Protocol (SPVP),that is designedto capture
the underlyingsemanticsof any pathvectorprotocolsuch
asBGP. Theintentis to stripawayall but theessentialsfrom
BGP, leaving only thebasicnotionsof permittedpathsto a
destinationandtherankingof thosepaths.Weseekto study
thesafetyof routingpoliciesin amannerindependentof the
detailsusedto implementthosepolicies(for example,BGP
attributesandimport andexport transformations).In mod-
elingBGPwemakeseveralsimplifying assumptions.First,
we ignoreall issuesrelatingto internalBGP(iBGP). As a

corollary to this, we assumethat thereis at mostonelink
betweenany two autonomoussystems.Second,we ignore
addressaggregation. We believe that thesesimplifications
arenot of fundamentalimportance,andwe adoptthemin
orderto improvetheclarity of thestatementsandproofs.

2.1 BGP RouteSelection

In orderto motivatetheSPVPformalism,we briefly re-
view the routeselectionprocessof BGP [9, 7, 10]. BGP
employsa largenumberof attributesto convey information
abouteachdestination. For example,one BGP attribute
recordsthe pathof all autonomoussystemsthat the route
announcementhastraversed.For thesereasonsBGPis of-
tenreferredto asapathvectorprotocol.TheBGPattributes
areusedby import policiesandexport policiesat eachau-
tonomoussystemin orderto implementits routingpolicies.

In BGP, route announcementsare recordsthat include
thefollowing attributes.�
� � � : network layerreachabilityinformation

(addressblock for asetof destinations)� � � � ��� � : next hop(addressof next hoprouter)� � ��� � � : orderedlist of verticestraversed� ��� � � ��� � � : localpreference��� � : multi-exit discriminator� � � � : setof communitytags

Thelocalpreferenceattribute � �
 ! � "$# % & is notpassedbe-
tweenautonomoussystems,but is usedinternallywithin an
autonomoussystemto assigna localdegreeof preference.

Eachrecord' is associatedwith a4-tuple,rank-tuple� ' 	 ,
definedas( ' ) � �* ! � "*# % & �,+- ' ) ! . "/! 0 1 - �2+' ) 34% 5 �6+' ) 7$% 8
0 1*� ":9 )
For a givendestination; , therecords' with ;=<>' ) 7*� # ? are
ranked using lexical orderingon rank-tuple� ' 	 . The best
routeselectionprocedurefor BGP[9] picksrouteswith the
highestrank. In otherwords, if two routerecordsshare
the same7*� # ? value, then the recordwith the highestlo-
cal preferenceis mostpreferred.If local preferencevalues
areequal,thentherecordwith theshortest! . "$! 0 1 is pre-
ferred. If thesepathshave thesamelength,thentherecord
with the lowest 3@% 5 value is preferred. Finally, ties are
brokenwith preferencegivento therecordwith the lowest
IP addressfor its 7*% 8
0 1*� " value.Notethatthis ordering
is “strict” in thesensethat if two records' A � ' B areranked
equally, then ' A ) 7$% 8
0 1$� "C<D' B ) 7*% 8
0 1*� " . Routeselec-
tion basedon highestrank is alwaysdeterministicsinceat
any time thereis atmostonerouterecordwith a given 7$� # ?
anda given 7*% 8
0 1*� " .

A routetransformationE is a functionon routerecords,EF� ' 	 <G' H , that operatesby deleting,inserting,or modi-
fying the attribute valuesof ' . If E�� ' 	 < ( 9 (the empty
record),thenwesaythat ' hasbeenfilteredoutby E .



SupposeI and J areautonomoussystemswith a BGP
peeringrelationship. As a record K movesfrom J to I it
undergoesthreetransformations.First, K L�M exportN I>OJ
P K Q representstheapplicationof export policies(defined
by J ) to K . Second, K RGM PVT N ISOTJ=P K L Q is the
BGP-specificpathvectortransformationthataddsJ to theU V W$U X Y of K L andfiltersout therecordif its U V W$U X Y con-
tains I . Finally, K Z[M importN I\O]J
P K R Q representsthe
applicationof import policies(definedat I ) to K R . In par-
ticular, this is thefunctionthatassignsa ^ _
` U ^ W$a b c value
for K Z . Wecall thecompositionof thesetransformationsthe
peeringtransformation, pt N IdOGJ
P K Q , definedas

importN IeOGJ=P PVT N IeOGJ=P exportN IeOGJ=P K Q Q Q f
Supposeautonomoussystem I�g is originating a destina-
tion h by sendinga route record K g with K g f i*^ a j Mkh to
(someof) its peers. If I
l is an autonomoussystemandm MnI
l=I
l o*L$p p p I*LqI�g is a simplepathwhereeachpair
of autonomoussystemsI
r s$L , I
r areBGP peers,then we
defineK N m Q , therouterecord receivedat I
l from I�g along
path
m

, to be

pt N I
l
OGI
l o*L P ptN I
l o*LqOGI
l o
R P p p p pt N I*LtOGI�g P K u Q Q Q f
We say that

m
is permittedat I
l when K N m Q>vMxw y . We

can thendefinea ranking function, z�{ | N m Q , on AS-paths
permittedat I
l as z�{ | N m Q�M lex-rankN rank-tupleN K N m Q Q Q .

TheSPVPformalismdefinedbelow is basedon theno-
tionof permittedpathsandrankingfunctionsonthesepaths.
In termsof BGP, we can think of SPVPas capturingthe
semanticsthattranslatetheapparentroutingpoliciesatau-
tonomoussystemI
l (theimportandexportpoliciesdefined
at I*l ) into the actual routingpoliciesat I
l . Note that the
actualrouting policies at I
l are the result of the interac-
tion betweenroutingpoliciesof many, possiblydistant,au-
tonomoussystems.

2.2 SPVPSpecifications

A simple,undirected,connectedgraph}~M�N �/P �
Q rep-
resentsa network of nodes��M\� � P � P � P f f f P �$� connected
by edges� . For any nodeI , peersN I
Q�MD� J~� � I$P J
�
�e�=�
is the set of peers for I . We assumethat node � , called
theorigin, is specialin thatit is thedestinationto whichall
othernodeswill attemptto establishapath.

A pathin } isasequence,� l P � l o*L P$f f f � L P � g , of nodes
suchthat for each�=��� , � � r P � r o*L � is anedgein � . The
emptypathis written � . Weassumethatall non-emptypathsm M�� l P � l o*L P f f f P � L P � g implicitly have a directionfrom
the first node � l to the last node � g . Suppose�dM�� I$P ���
is anedgein � . If node� is thefirst nodeof path

m
, thenN I$P � Q m denotesthepaththatstartsatnodeI , traversesedge� , andthenfollowspath

m
.

If
m

and � arenon-emptypathssuchthat thefirst node
in � is thesameasthelastnodein

m
, then

m � denotesthe
pathformedby theconcatenationof thesepaths.Weextend
this with the conventionthat � m M m �=M m , for any pathm

. For a simplepath
m M>� l P � l o*L P f f f P � L P � g andfor any� P � with �e�4�t�@���C� wedenoteby

mF� � r P � � � thesubpath� r P � r o*L P f f f P � � .
For each�>�\���D� � � , let �=� be the setof permitted

pathsfrom � to theorigin (node� ). If
m

is apathfrom � to
theorigin and

m v�e�
� , then
m

is saidto berejectedatnode� . If
m M\��P � l P f f f P � L P � gFM~� is in � � , thenthenode � l

is calledthenext hop for path
m

. Let �~MD� � � � �=� bethe
setof all permittedpathsto theorigin.

For each�[�@�~�4� � � , thereis a non-negative,integer-
valuedrankingfunction z��[�
�
� representinghow node �
ranksits permittedpaths. If

m L P m R@�D�
� and z�� N m L Qe�z � N m R Q , then
m R is said to be preferred over

m L . Let  M]� z����F�k�¡�G��� � � � . An SPVPspecification,¢ M\N }=P �FP   Q , is agraphtogetherwith thepermittedpaths
at eachnon-zeronodeand the rankingfunctionsfor each
non-zeronode.

We imposethefollowing restrictionson
 

and � .

(empty path is permitted) for each���e� , �q���
� ,
(empty path is lowestranked) for each�>�>� , z�� N � QFM� ,
(strictness) if z�� N m L QtMDz�� N m R Q , then

m L:M m R or thereis
a I suchthat

m LqM\N ��P I
Q m:£L and
m RqM~N ��P I
Q m:£R (pathsm L and

m R have thesamenext-hop).

(simplicity) if path
m �C�=� , then

m
is a simplepath(no

repeatednodes),

(consistencyof permitted paths) If
m �d�
� and JnvMD� is

in
m

, then
mF� J=P � �*�e�
¤ .

Pathscorrespondto BGP’s U V W$U X Y attribute. Unlike
BGP however, in SPVPthe numberI is prependedto all
pathsatnodeI . Thismerelysimplifiestheexposition.The
“consistency of permittedpaths” is also not an essential
condition,sinceany specificationthatdoesnotsatisfyit can
easilybetransformedinto onethatdoes.

Let
¢ M~N }FP ��P   Q beanSPVPspecification.A routing

tree ¥�MGN m L P m R P p p p P m*¦ Q is a vectorof pathswith
m r
�� r , suchthat the union of thesepathsis a tree. Note that

someof the
m r may be the emptypath. Node � is stable

with respectto this treeif z r N N � P � Q m � Q:§\z r N m r Q wheneverN � P � Q m �@�\� r . A tree ¥kM¡N m L P m R P p p p P m$¦ Q is stable if
everynodeis stable.

An SPVPspecification
¢ M\N }FP ��P   Q is calledsolvable

if thereexists a stablerouting treefor
¢

. Otherwise,
¢

is
calledunsolvable. A stableroutingtree ¥ is calleda solu-
tion for thespecification

¢
.
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Figure 1. Examples of SPVP specifications.

Griffin and Wilfong [6] have shown that staticallyde-
tectingsolvability for real-world BGP is NP-hard. Simi-
larly, [5] shows thatthebasicquestionof solvability is still
NP-completefor themoreabstractmodelof SPVP.

Figure1 (a)presentsanSPVPspecificationcalledGOOD

GADGET. The rankingfunction for eachnon-zeronodeis
depictedasa vertical list next to thenode,with thehighest
rankedpathat thetopgoingdown to thelowestrankednon-
emptypathat thebottom.Theroutingtree­$­ ®�¯q° ± ²�­ ³q° ± ²�­ ¯q° ± ²�­ ´:¯:° ±*±
is a solution for this specification,and it is illustratedin
Figure1 (b). Thedynamicmodelof SPVP, definedbelow,
will alwaysconvergeto this solution.Also, this is theonly
solutionfor GOOD GADGET sinceany otherroutingtreeis
notstable.For example,in thetree­$­ ®�° ± ²�­ ³q° ± ²�­ ¯q° ± ²�­ ´:¯q° ±$± ²
nodes

®
and
³

would both prefer to changetheir paths
to onesof higher rank. A modificationof GOOD GAD-
GET, calledNAUGHTY GADGET, is shown in Figure1 (c).
NAUGHTY GADGET addsonepermittedpath

­ ¯
´F³=° ±
for

node
¯
, yet it hasthesameuniquesolutionasGOOD GAD-

GET. However, asis explainedbelow, thedynamicevalua-
tion of thisspecificationcandiverge.Finally, by reordering
the rankingof pathsat node

´
, we producea specification

calledBAD GADGET, presentedin Figure1(d). Thisspecifi-
cation,whichis similar to examplesof [11], hasnosolution
andits dynamicevaluationwill alwaysdiverge.

2.3 A SimpleDynamic Model

Wenow presentasimplifiedmodelof distributedevalua-
tion that ignorestheimplementationdetailsrelatedto mes-
sagequeuesand messagepassing. This model was used
in [6], but with a different specificationlanguage. This
modelis equivalentto aspecialcaseof amoregeneralmes-
sagepassingmodel, where it is assumedthat eachnode
performsan atomicstepthat processesall of its message
queues,computesany changesto bestroutes,andsendsup-
datemessagesto all of its peers.

A state for a specificationµG¶ ­ ·=² ¸F² ¹�± is a vectorº ¶ ­ »/¼ ² ½ ½ ½ ² »*¾ ¿*¼ ± of pathswhere
»*À�ÁD¸ À

. Note that
statesdo not alwaysrepresenttrees.We saythatpath

»*À
is

storedat nodeÂ in thisstate,andwealsosaythatthetrivial
path
°

is alwaysstoredat node
°
. Thesystemmovesfrom

stateto stateasnodesupdate. Whena nodeupdatesit can
replaceits currentpathwith a pathof higherrank,if sucha
pathis available. It canalsoloseits path,if it is no longer
availablefrom its next hop,andbe forcedto accepta path
of lowerrank.

To formalize this, we definethe set of choicesthat a
nodehaswhenit updates,how it choosesa bestpath,and
how it updates. The choiceof pathsfor node Ã in stateº ¶ ­ »/¼ ² ½ ½ ½ ² »*¾ ¿*¼ ± is theset Ä/Å Æ Ç È É Ê ­ Ã ² º ± , which is de-
fined to be all

»xÁ~¸
Ë
suchthat either

» ¶ ­ Ã ² ° ± andÌ Ã ² ° Í�Á4Î or
» ¶ ­ Ã ² Ï ± »*Ð for some

Ì Ã ² Ï�Í�Á4Î . There
is onebestchoicein any stateº , Ñ/É Ê Ò ­ Ã ² º ± , definedto be
theunique

»~Á Ä/Å Æ Ç È É Ê ­ Ã ² º ± suchthat Ó Ë ­ »
± is maximal,
if Ä/Å Æ Ç È É Ê ­ Ã ² º ± is not empty. Otherwise,Ñ/É Ê Ò ­ Ã ² º ± is the
emptypath.

In orderto modelasynchronousroutingprocessesweal-
low multiple nodesto updatesimultaneously. Let Ô�Õ�Ö
be non-empty, and º ¶ ­ »$¼ ² ½ ½ ½ ² »*¾ ¿*¼ ± be a state. Then
state º × ¶ ­ » ×¼ ² ½ ½ ½ ² » ×¾ ¿*¼ ± is reachedfrom º by updating
thenodesof Ô if

» ×À ¶ ØÙ Ú »*À if ÂqÛÁ Ô , ( Â doesnotupdate)

Ñ/É Ê Ò ­ Â ² º ± otherwise.

We usethenotationº¡ÜÝ
Þ º × to denotethis statetransition.
For example,­ ­ ®�° ± ²�­ ³q° ± ²�­ ¯q° ± ²$ß ±/à ¼ á â ãÝ
Þ ­ ­ ®�¯q° ± ²�­ ³
®�° ± ²�­ ¯q° ± ²$ß ±
is a statetransitionfor BAD GADGET.

A state º ¶ ­ »/¼ ² ½ ½ ½ ² »$¾ ¿*¼ ± is stable if for each Â ÁÖ Ý Ì ° Í wehave Ñ/É Ê Ò ­ Â ² º ± ¶ »*À , or equivalently, if ºkÜÝ
Þ º
for every set Ô . Informally, in a stablestatethereis no
nodethatcouldpick a pathbetterthanits currentpath.It is
easyto show thatany stablestatemustcontainasolution(a
stableroutingtree).
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Figure 2. A strongl y connected component
from the evaluation digraph of NAUGHTY GAD-
GET.

The evaluation digraph of a specification äæåç è=é êFé ë�ì
, denoted í$î ï ð ç ä ì , is a labeleddirectedgraph

having onenodefor eachpossiblestate. If ñóòô
õ ñ ö , then
thereis anarcfrom thenoderepresentingñ to thenoderep-
resentingñ ö labeled÷ . A cycle ø in í/î ï ð ç ä ì is a sequence
of states ñ ù ò*úô
õ ñ û ò
üô
õ ñ ý/þ þ þ ò
ÿô�õ ñ ���*ù
whereñ ùtå>ñ ���$ù . Thiscycle is non-trivial if it containsno
self loops. It is clearthat if í/î ï ð ç ä ì containsa non-trivial
cycle,thenthespecificationä candiverge.

An updatesequence� is a functionsuchthat � ç � ì���� ,
for each

�
	��
. From any startingstate ñ 
 the function �

definesaninfinite pathin í/î ï ð ç ä ì composedof arcsñ ��� � � �ô�õñ � �*ù . We write � ç ñ 
 é � ì to denoteñ � .
A specificationä is said to converge with updatese-

quence� and initial state ñ 
 , written ä ç ñ 
 é � ì
� , if there

is sometime
�

suchthat � ç ñ 
 é � ì is a stablestate. Other-
wise, ä is saidto divergewith � andinitial stateñ 
 , writtenä ç ñ 
 é � ì�� . An updatesequence� is fair if eachnode � ,����� ç � ì for infinitely many

�
’s. A systemä is saidto be

safeif ä ç ñ 
 é � ì�� for every fair � andevery initial stateñ 
 .
The specificationGOOD GADGET is safe. On the other

hand, NAUGHTY GADGET is solvable, but not safe. The
evaluationdigraph of NAUGHTY GADGET has 81 states.
Figure2 shows a stronglyconnectedcomponentfrom this
digraph.For readabilitywehavenotlabeledarcs,andwedo

notshow parallelarcsnorself loops( ñ¡òô�õ ñ ). Any update
sequencethatremainswithin this stronglyconnectedcom-
ponentwill diverge.Finally, BAD GADGET will divergefor
any updatesequence.

3 Sufficient Conditions

In thissectionwedevelopasufficientconditionthatwill
guaranteethatanSPVPspecificationhasa uniquesolution
andis safe. The sufficient conditionconcernsthe absence
of a circularsetof relationshipsbetweenrankingfunctions
that we call a disputecycle. The structureof disputecy-
clesis furtherelucidatedwith thedefinitionof anequivalent
structurecalleda disputewheel.

3.1 The DisputeDigraph

For any specificationäDå ç èFé ê�é ë�ì we constructa di-
rectedgraph,��� ç ä ì , calledthedisputedigraph. For each
permittedpath � of ä thereis a nodein ��� ç ä ì labeled� .
Therearetwo kinds of arcsin the disputedigraph,trans-
missionarcsanddisputearcs.

� �
�� � � �� � � � � �� � �� � � � � �

�
���  é � !

���  é � !
 

ç � é  ì �
" � é  $#

%'&%�(

�Då ç � é  ì �)�  é � !

Figure 3. Conditions for dispute arc
� ô
õ � .

Supposethatnodes� and arepeers.If
�

is apermitted
pathat  and � is a permittedpathat � , thena disputearc
from path

�
to path� , denoted

� ô�õ � , representsalocal
policy disputebetweenpeers� and  concerningthe rela-
tive rankingof paths� and

�
. Informally, it representsthe

fact thatnode could increasetherankof its bestpathby
abandoning���  é � ! andadopting

�
, while thisactionwould



force * to abandonpath+ andselectasits bestpathonethat
could potentiallyhave lower rank than + . More formally,,.-$/ + is adisputearcif andonly if thefollowing condi-
tionshold :

1. + is a permittedpathfrom * to 0 with next-hop 1 ,
2.
,

is a pathfrom 1 to 0 , permittedat 1 ,
3. path 2 *�3 1 4 , is rejectedat * , or 5$6$2 2 *�3 1 4 , 4�7�5$6$2 +84 ,
4. 5$9 2 +�: 1$3 0 ; 4�<=5$9 2 , 4 .

Figure3 illustratestheseconditions.
Thereis a transmissionarc from 1 + to 2 *�3 1 4 + , denoted1 +?> > > @A2 *�3 1 4 + , when nodes* and 1 are peers,1 + is

permittedat 1 , and 2 *�3 1 4 + is permittedat * . Informally,1 +?> > > @�2 *�3 1 4 + mightbereadas“node 1 permitspath1 + ,
whichallows * to permitpath 2 *�3 1 4 + ”. Figure4 showsthe
disputedigraphsfor thespecificationsof Figure1. Again,
the dottedarcsare transmissionarcs,while the solid arcs
aredisputearcs.

(a) 

3 0

4 2 0

4 3 0

2 0 2 1 0 1 0

1 3 0

3 0

4 2 0

4 3 0

2 0 2 1 0 1 0

1 3 0 3 4 2 0

(c) 

3 0

4 2 0

4 3 0

2 0 2 1 0 1 0

1 3 0

(b) 

3 4 2 0

Figure 4. Dispute digraphs for (a) GOOD , (b)
NAUGHTY, and (c) BAD GADGET.

A directedpath in B�BC2 DE4 is of theformFHG +�IEJ IE+�K�J KL> > > +'M N'IEJ M N'IE+'MO3
where+'PEQ
R , andeach+'P$J P +�P S�I representsadisputearc
or a transmissionarc. A directedpathcontainsa cycle if+�P G +'T for someU�VGHW . We usuallyrefer to cyclesin the
disputedigraphasdisputecycles.

Lemma 3.1 Any disputecycle mustcontain at least two
disputearcs.

From Figure 4 we see that the dispute digraph of
GOOD GADGET hasno cycles, while the disputedigraph
of NAUGHTY GADGET containsthesimplecyclesX Y�Z�[E\ ]�^ _`X Z�Y�\ ]�^ _`X YEZ�[�\ ]
andX a�Y�\ ]'^ _`X [�aE\ ]�^ _`X Z�[E\ ]�b b b c=X YEZ�[�\ ]�^ _`X aEYE\ ] d
The secondcycle is alsocontainedin the disputedigraph

of BAD GADGET.

3.2 DisputeWheels

Wenow giveanalternaterepresentationof disputecycles
in termsof structurescalleddisputewheels. While dispute
cyclesarebuilt from local relationshipsbetweenthe rank-
ing functionsof peers,dipute wheelsare basedon “long
distance”relationships.

A disputewheel, e G 2 f�3 g�3 h
4 , of size i , is a set
of nodesf G`j *$k 3 *'I 3 > > > *Ol N'I m , andsetsof paths g Gj , k 3 , I 3 > > > , l N'I m and h Gnj o k 3 o I 3 > > > o l N'I m , such
that for each 0.<pUq<ri -.s we have (1)

o P is a path
from *OP to *OP S�I , (2)

, PEQCR�6 t , (3)
o P , P S'I8QCR�6 t , and(4)5$6 t 2 , P 4�<�5$6 t 2 o P , P S�I 4 . Whendiscussingdisputewheels,

all subscriptsareto beinterpretedmodulo i . SeeFigure5
for anillustrationof adisputewheel.Sincepermittedpaths
aresimple,it followsthatthesizeof any disputewheelis at
leastu . *$k , k o k

*'I
, I

o P *OP

, P S�I
*OP S'I , P

*Ol N'I , l N'I
o l N'I

Figure 5. A dispute wheel of size i .
The rim of a disputewheel e is the (possibly non-

simple) path
o k o I�> > > o l N'I , which is a (possibly non-

simple)cycle in the graph v . A rim fragmentis any path
of the form

o P o P S'I�> > > o P S'w , where 0q<�U�<?i -Hs and0�<=x`<�i - u .



A disputewheel y�z�{?| }8z ~ ��z ~ �
z � , is a sub-wheelof a
disputewheel y if }8zO��} , ��z'��� , andeach�.�C�
z is a
rim fragmentof y .

A minimal disputewheelis onein which for each�=�� ���C��� , either �8� �8� ��� ��� �'� is not permittedat �O� , or�$� � | ��� �8� ��� ��� �O� ��� �$� � | �8� ��� ��� � . Notethatany dispute
wheelof size � is minimal.

Lemma 3.2 Everydisputewheelcontainsa minimal sub-
wheel.

Proof: Supposethat y is a disputewheelthat is not min-
imal. Then for some �O� in y we have

�$� � | �8� ��� ��� ����$� � | ��� �8� ��� ��� �O� � . Createa sub-wheelof size �L��� by
deleting �O� ��� and ��� �'� , and replacingpath �8� with rim
fragment��� ��� �'� . Repeatingthis processmusteventually
arriveata minimalsub-wheel.

We now show thatdisputewheelsareequivalentto dis-
putecycles. We canextendthe notion of a disputearc to
“distantdisputes”in thefollowing way. Let �?{.�E� ��� be
a pathpermittedat � , where��� is a pathpermittedat some
node� . Supposethat � is alsopermittedat � , andwehave

1. path �E� � is rejectedat � , or
�$� | �E� ����� �$� | �E� �'� � ,

2.
�$� | �'� ��� �$� | ��� .

We write ���A� whentheseconditionshold.

Lemma 3.3 If �.�n� , thenthere is a path in thedispute
digraphfrom � to � of length � �E�8� .
Corollary 3.4 Supposethat y`{�| }�~ ��~ �
� is a minimal
disputewheelof size� . Then��� �����A�8�  '� �8�E¡ ¡ ¡ ��� ��� �����A�8�  '� ��� ¡ ¡ ¡ �A��� ���
andsothere is a directedcyclein thedisputedigraph.

Lemma 3.5 If thedisputedigraph¢�¢
| £E� containsacycle,
then £ hasa disputewheel.

Corollary 3.6 A specification£ hasa disputewheelif and
only if thedisputedigraph ¢�¢C| £E� containsa cycle.

3.3 Two TreesImply a DisputeWheel

In general,an SPVPspecificationmay have morethan
onesolution.We show that in this casethedisputedigraph
hasa cycle.

Althougha solutionis not alwaysa spanningtree,it of-
ten simplifiesproofs to assumethat all solutionsof £ are
spanningtrees. For any specification£ we can construct
anessentiallyequivalentspecification ¤£ all of whosesolu-
tionsarespanningtrees.Add a new node � ¥ adjacentto �
for which �$¥ � is its only permittedpath.Also addtheedge

¦ ��~ �$¥ § for each�L�L¨ andmake | ��~ �$¥ ~ � � theuniquepath
whose� -rankingis greaterthan

�$� | © � , andmodify
�$�

so
thatthis is lessthanall otherpathsin ª � . Thisallowsusto
usethefollowing fact.

Fact 3.7 For anyspecification£ thereis a 1-1mappingbe-
tweenits solutionsand thoseof ¤£ . Namely, for for each
solution« for £ thereis a uniquesolution ¤« for ¤£ such that« is a subtreeof ¤« .

Theorem3.8 If a specification£ hasmore thanonesolu-
tion, thenit hasa disputewheel.

Proof: Suppose £ has two distinct solutions ¬­{| ��� ~ ® ® ® ~ ��¯  '� � and °±{²| ��� ~ ® ® ® ~ ��¯  '� � . We repre-
sentthetwo stableconfigurations¬�~ ° astwo trees«'� ~ «'�
rootedat thenode� . UsingFact3.7,weassumethat «'� ~ «'�
arespanning.Let ³ bethegraph| ¨�~ ´)| «�� � µ�´)| «'� � � which
is inducedby theintersectionof thesetwo trees.Now let «
be the componentof ³ containingthe origin. Thusevery
edgeof ³ entering ¨)| «8� is either in ´)| «'� ����´)| «O� � or´)| «O� ���q´)| «'� � .

We now constructa disputewheel. Since ¨.�=¨
| «�� is
nonempty(otherwise«��={p«'� ) we may choosean edge¦ �$� ~ � � §
�¶«'� , where�$�L·�q¨)| «8� and � �
�q¨)| «8� . On the
otherhand,�$� hasapathto theorigin in «'� . Thispathmust
be of the form ��� | �'� ~ � � � ��� where(i) �'�q·�H¨)| «8� ~ � �L�¨)| «8� and ��� is theuniquepathin « from � � to theorigin,
(ii) ��� is apathfrom �$� to �'� in «'� butentirelycontainedin
thenodeseẗ¶��¨
| «�� and(iii) ��� hasatleastoneedge(for
otherwiseoneof «�� ~ «'� wouldnotbestable).Werepeatthis
processat �'� , exceptwenow examineapathfrom �'� to the
origin in thetree «�� . Continuingto alternatein this fashion
we musteventuallyrepeatsomenode,which without loss
of generalityis �$� .

To seethat this is a disputewheel,we needonly show
thatfor each

�
,� � � | | �O� ~ � � � ��� ��� � � � | �8� | �O� ��� ~ � � ��� � ��� ��� � ®

Without lossof generality, assumethat | �O� ~ � � � ��� is in «'� .
If theinequalitydid nothold, thenwewouldhave� � � | ��� | �O� �'� ~ � � �'� � ��� �'� ��� � � � | | �O� ~ � � � ��� � ~
whichwouldmeanthat «'� is notstable.

NotethatNAUGHTY GADGET illustratesthefactthatthe
converseof this resultdoesnot hold. NAUGHTY GADGET

hasa uniquesolutionbut is not safe,andsohasa cycle in
its disputedigraph.

3.4 No DisputeWheel Implies a Solution

Theorem3.9 Let £ bean SPVPspecification.If £ hasno
disputewheel,then £ is solvable.



Proof: Using Fact 3.7, we canassumethat any solution
for ¸ will bea spanningtree.Supposethat ¹ is a tree(not
necessarilyspanning)in º , rootedat » , suchthateachnode
of ¹ is stablewith respectto ¹ . If ¼?½.¾?¿�¾)À ¹8Á andÂ ½�Ã�Ä , then

Â
is said to be consistentwith ¹ if it can

be written as
ÂÆÅ�ÂEÇ À ¼ Ç È É Ç Á Ê Ç , where

Â�Ç
is a path in¾�¿¶¾
À ¹�Á , É Ç ½C¾)À ¹8Á , Ê is theuniquepathfrom
É Ç

to the
origin in ¹ , and Ë ¼ Ç È É Ç Ì ½qÍ . Sucha

Â
is calleda direct

pathto ¹ if
ÂEÇ

is emptyand ¼ Å ¼ Ç . Let ÎLÀ ¹�Á betheset
of nodes¼¶½¶¾.¿q¾)À ¹8Á thathave a directpathto ¹ . Note
thatif ¾¶¿)¾)À ¹�Á is notempty, then ÎCÀ ¹8Á is notempty( º is
connected).Let ÏqÀ ¹�Á bethesetof nodes¼L½CÎLÀ ¹�Á whose
highestranked pathconsistentwith ¹ is a direct path. If¾?¿�¾
À ¹�Á is not empty, let Ð�À ¹8Á be the tree formedby
addingthenodesof ÏqÀ ¹8Á to ¹ togetherwith their highest
rankeddirectpaths.

Let ¹OÑ Å Ë » Ì bethetrivial treerootedat theorigin. If ¹OÒ
is suchthat ¾H¿q¾)À ¹'Ò Á is notempty, thendefine

¹'Ò Ó Ç�Å�Ô Ð�À ¹'Ò Á if ÏqÀ ¹OÒ Á is notempty

error otherwise

Notethatif all nodesof ¹'Ò arestablewith respectto ¹OÒ , then
all nodesof ¹'Ò Ó Ç arestablewith respectto ¹'Ò Ó Ç . Thus,if
thereexistsan Õ with ¾
À ¹OÒ Á Å ¾ , then ¹'Ò is a solutionfor¸ , sinceit is stable.

On the other hand,supposethereexists an Õ suchthat¹'Ò Ó Ç�Å error. Let ¼$Ñ beany nodein ÎLÀ ¹OÒ Á andlet Ê8Ñ
½Ã Ä Ö be a direct path. Note that theremustbe a path
Â Ñ ,

permittedat ¼$Ñ and consistentwith ¹'Ò , which hashigher
rankthan Ê8Ñ . Since

Â Ñ is consistentwith ¹'Ò it hastheformÂ Ñ ÅØ× Ñ À ¼ Ç È É Ç Á Ê Ç where
× Ñ is a pathfrom ¼$Ñ to ¼ Ç in¾�¿=¾)À ¹'Ò Á , É Ç ½q¾)À ¹'Ò Á , Ê Ç is theuniquepathfrom

É Ç
to» in ¹OÒ , and Ë ¼ Ç È É Ç Ì ½CÍ . Notethat

É Ç ½CÎLÀ ¹OÒ Á , andsinceÏqÀ ¹'Ò Á is emptywe canrepeatthis processwith ¼ Ç . If we
continuein this mannerit is clear that we will eventually
form adisputewheel.

3.5 DivergenceImplies a DisputeWheel

Supposethat Ù is a non-trivial cycle in the evaluation
digraph. A node ¼ is changingin a cycle Ù if thereareat
leasttwo distinctstatesof Ù in which ¼ hasdifferentpaths.
Since Ù is non-trivial, thereis at leastonenodechanging
in Ù . Let Ú Û Ü Ý Þ ß À Ù È ¼OÁ be the set of pathsthat ¼ adopts
in Ù . Let Ð�À Ù�Á be thesetof nodesthat storea fixedpath
throughoutÙ . Note that »H½�Ð)À Ù8Á , so this set is never
empty.

Lemma 3.10 Suppose
Â ½ Â Ä is adoptedby ¼ in Ù ,

and let
É

be the first fixed node of
Â

. Theneach nodeà ½ Â)á ¼ È É â , stores the path
Â�á à È » â in somestateof Ù .

In particular,
É

stores
Â)á ÉOÈ » â throughoutÙ .

Proof: Let
Â�á ¼ È É â'Å À ¼ ÅHã Ñ È ãOÇ È ä ä ä ã å æ'Ç È ã$å�ÅHÉ Á . The

resultholdsby assumptionfor
ã Ñ , sosupposethatfor someÕ�ç?» , andfor eachè=é�Õ , ã ê adoptsthe path

Â)á ã$ê È » â in
somestateof Ù . If Õ Å�ë , theresultis proved.Otherwise

ã Ò
is changingin Ù andadoptsthe path

Â)á ã Ò È » â ; thusat this
point in the cycle,

ã Ò Ó Ç musthave
Â�á ã Ò Ó Ç È » â stored. The

resultfollowsby induction.

Theorem3.11 If there is a non-trivial cyclein theevalua-
tion digraph,then ¸ containsa disputewheel.

Proof: Let Ù be a non-trivial cycle in ìEÚ Û Ü À ¸EÁ . Let í
bethesubsetof nodes¼ changingin Ù suchthat thereis a
path À ¼ È à Á Ê?½LÚ Û Ü Ý Þ ß À Ù È ¼OÁ whereà ½¶Ð)À Ù8Á . That is, ¼
adoptsa pathin Ù that leadsdirectly to a fixed node. By
Lemma3.10, í cannotbeempty.

We now constructa disputewheel. Let ¼$Ñ bea nodeiní . Let Ê8Ñ be ¼$Ñ ’s direct pathto Ð)À Ù8Á , À ¼$Ñ È à Ñ Á Ê�îÑ . It is
easyto checkthat Ê8Ñ is unique,and that of all pathsinÚ Û Ü Ý Þ ß À Ù È ¼$Ñ Á the path Ê8Ñ is of lowest rank. Let Ï�ÑH½Ú Û Ü Ý Þ ß À Ù È ¼$Ñ Á be the adoptedpath of highestrank at ¼$Ñ .
Lemma3.10 tells us that we canwrite this pathas Ï�Ñ Å× Ñ Ê Ç , where

× Ñ is apathfrom ¼$Ñ to ¼ Ç of changingnodes,¼ Ç ½=í , and Ê Ç8Å À ¼ Ç È à Ç Á Ê î Ç for someà Ç ½qÐ)À Ù8Á . We
cannow performthe sameconstructionfor ¼ Ç . Repeating
this processin theobviousway resultsin a disputewheel.

Corollary 3.12 If ¸ hasno disputewheel,thentheevalu-
ation graph ì�Ú Û Ü À ¸EÁ hasno non-trivial cycles,andso ¸ is
safe.

Theconverseof this resultdoesnot hold. For example,
BAD BACKUP presentedin Figure6 is theresultof a slight
modificationto BAD GADGET (the path À ï » Á is addedand
madethehighestrankedpathat nodeï ). Thisspecification
hasa disputewheelbut theevaluationgraphhasno cycles.
In otherwords, the disputewheelof BAD BACKUP is not
dynamicallyrealizablein our simplemodelof evaluation.
Note that if the edge Ë » È ï Ì is deleted(modelinglink fail-
ure),thenthissystembecomesBAD GADGET.

2 0
2 1 01 3 0

1 0

3 0
3 4 2 0 4 3 0

4 2 0
4 0ð

ñ
»

ò
ï

Figure 6. The specification BAD BACKUP.



4 SPVPand ShortestPaths

Varadhanet al. [11] first observed that BGP policies
could interactin a way that resultsin protocoldivergence.
Their examplesalways include autonomoussystemsthat
chooselongerpaths(in termsof “hop count”) over shorter
ones.They stated“We believethat only shortestpathroute
selectionis provablysafe.” Theresultsof theprevioussec-
tions will be usedto explore this statement.We interpret
it to meanthat any classof policiesnot basedon shortest
pathrouteselectionwill not be provably safe. Notice that
implicitly, theconjectureis suggestingthatsystemswhose
policiesarebasedon shortestpathrouteselectionwill, in
fact,besafe.

Webegin by formalizingafairly liberalnotionof “short-
estpathrouteselection”that seemsappropriatefor proto-
colssuchasBGP. We thenshow thatany SPVPspecifica-
tion thatis consistentwith shortestpathrouteselectionwill
indeedbesafe.However, we show that theconverseis not
true. Hence,BGP-like systemscan actually violate “dis-
tancemetrics”andremainsafe.

As is standardfor undirectedgraphs,we work with an
associatedorientationof it; we think of anundirectededgeó�ô�õ ö$÷ ø ù asbeingreplacedby two arcs, ó ú�ô�û ö$÷ ø ü andó ý¶ô�û ø ÷ ö ü . We arealsogivencostsþ û ó ýEü and þ û ó ú�ü asso-
ciatedwith traversingtheedgeó in thetwo directions.Thusþ inducesa costfunctionon any directedpath ÿ in there-
sulting orientedgraph: þ û ÿ üCô���� � ��� �
	 þ û ö ü . The cost
function þ is positive if for eacharc ö , þ û ö ü���
 .

Thereareseveralpossiblewaysto formalizethenotion
of “shortestpathrouteselection”for acostfunction þ . Since
anode� in anSPVPspecificationis notrequiredto treatall
possiblepathsto the origin aspermittedpaths,we cannot
insist that � take theshortestpath. However, it seemsrea-
sonableto insist thatif � hasa choicebetweentwo permit-
tedpathsandthesepathshavedifferentcosts,then� cannot
prefer the highercostpathover the lower costpath. For-
mally, we say that the � ôÆû ��÷ �)÷ ��ü is consistentwith
the cost function þ if for each � and ÿ�� ÷ ÿ���� ��� , (1)
if � �Eû ÿ�� ü�� � ��û ÿ�� ü , then þ û ÿ�� ü�� þ û ÿ�� ü , and (2) if
� ��û ÿ�� ü�ô � ��û ÿ�� ü , then þ û ÿ�� ü�ô þ û ÿ�� ü .

If � is consistentwith a costfunction þ , thenthereare
only two sourcesfor policy disputes. First, not all paths
have to be permittedat any given node. Second,ranking
functionsforcetiesto bebroken,andthis maybedonedif-
ferentlyatdifferentnodes.Both reasonsarecapturedin the
following lemma.

Lemma 4.1 If specification� is consistentwith costfunc-
tion þ , and �! #" ÿ is a disputearc, where ÿ!� �%$
and �&� ��� . Then either (a) û � ÷ � ü �('� ��$ or (b)þ û � üEô þ û ÿ�) � ÷ 
 * ü .

If a costfunction þ hasnegative directedcycles,then �

2 0
2 1 01 3 0

1 0

4 3 0
4 2 0

3 0
3 4 2 0

+

+ ú#,
ú#,ú#,

ú#,
+

-

.
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Figure 7. NAUGHTY GADGET with negative link
costs

canbeconsistentwith þ andyetnotsafe.For example,con-
siderthecostsattachedto theedgesof NAUGHTY GADGET

in Figure7,wherethecostof traversinganedgeis thesame
in eachdirection. NAUGHTY GADGET is consistentwith
thiscostfunction,but weknow from Section2 thatthissys-
temis notsafe.Notethatthisgraphcontainsacycleof cost
 0 1 . Also, notice that any � will be consistentwith the
costfunction þ thathascost 
 for every arcandso, in par-
ticular, NAUGHTY GADGET will be consistentwith sucha
costfunction.Thuswerestrictourselvesto SPVPspecifica-
tionsconsistentwith costfunctionsthatdo not realizeany
directedcyclesof costatmost 
 .

Defineacostfunction þ tobecoherentif it doesnotresult
in any non-positive directedcycles. Note thatany positive
costfunctionis coherent.

Theorem4.2 If � is consistentwith a coherentcostfunc-
tion, then � hasnodisputewheel.

Proof: Supposethat þ is a coherentcost function, � is
consistentwith þ , and � containsa disputewheelof size 2 .
For any 
3�546� 27 0 we have � $ 8 û �%9 ü:� � $ 8 û ; 9 �%9 ý � ü ,
andso þ û ; 9 �%9 ý � ü�ô þ û ; 9 ü�< þ û �%9 ý � ü=� þ û �%9 ü . Summing
theseinequalitiesweobtain

> ú �?
9 @#A þ û ; 9 ü�< þ û �%9 ý � ü=�

> ú �?
9 @#A þ û �%9 ü B

After cancellationthis implies � > ú �9 @#A þ û ; 9 ü%�C
 . Thusthe
rim of the disputewheel is a cycle of cost at most zero,
which is acontradiction.

FromCorollary3.12,wecanconcludethatany � consis-
tentwith apositivecostfunctionis safe.In particular, rout-
ing policiesbasedonhop-count(evenwith AS-padding)are
alwayssafe.In addition,it canbeshown thatif all pathsare
permitted,thenthis resultsin a shortest-pathroutingtree.

We now show that the converseof Theorem4.2 is not
true. The specificationINCOHERENT of Figure 8 hasan
acyclic disputedigraph and henceis safe. However, it
is not consistentwith any coherentcost function. To see
this, supposethat we are given arc costs þ û 0 ÷ . ü�ô!D ,



E F G H I JLKNM , E F I H O JLKNP , E F O H Q JRKTS , E F I H Q JLKNU
and E F V#H I JWKYX . The cost for any other arc is arbi-
trary. SupposeINCOHERENT is consistentwith thesecosts,
then the fact that node O preferspath Z O7G[I[Q \ over path
Z O7Q \ meansthat ]W^ M ^ U!_`S . Also the fact that
node V preferspath Z V[I[O%Q \ over path Z V7I7Q \ meansthatX ^ P ^ S�_�X ^ U . Adding theseinequalitiestogether
we obtain ]C^ M ^ P ^ S ^ U ^ Xa_�S ^ U ^ X .
By cancellation,we arrive at ]C^ M ^ PT_bQ , so there
is a nonpositive cycle F O G I J . That is, INCOHERENT is not
consistentwith any coherentcostfunction. Noticethat the
disputedigraphof INCOHERENT, asshown in Figure8, is
acyclic andhenceINCOHERENT is safe.

In summary, theclassof specificationswith acyclic dis-
putedigraphsis provably safe,yet it is strictly larger than
thosebasedonshortestpaths.

1

0

4

1 2 3 0
1 0

4 3 1 0

4 3 0

4 3 0 3 0 2 3 0 1 2 3 0

1 03 1 04 3 1 0

3
3 0

3 1 0

2
2 3 0

A B

C

D D

F

Figure 8. INCOHERENT and its dispute digraph.

5 Discussionand Future Work

Is it possibleto guaranteethat BGP will not diverge?
Broadlyspeaking,thisproblemcanbeaddressedeitherstat-
ically or dynamically. A staticsolutionwould rely on pro-
gramsto analyzerouting policies to verify that they do
not containpolicy conflictsthat could leadto protocoldi-
vergence. This is essentiallythe approachadvocatedin
Govindanet al. [4]. However, therearetwo practicalchal-
lengesfacingthisapproach.First,autonomoussystemscur-
rently do not widely sharetheir routing policies, or only
publish incompletespecifications. Second,even if there
werecompleteknowledgeof routing policies,Griffin and
Wilfong [6] have recentlyshown thatcheckingfor various
globalconvergenceconditionsis eitherNP-completeor NP-
hard.Therefore,astaticapproachwouldmostlikely require
the developmentof new heuristicalgorithmsfor detecting
thisclassof policy conflict.

A dynamic solution to the BGP divergenceproblem
would besomemechanismto suppressor completelypre-
vent at “run time” thoseBGP oscillationsthat arisefrom
policy conflicts. Using routeflap dampening[12] asa dy-
namicmechanismto addressthis problemhastwo distinct
drawbacks. First, route flap dampeningcannoteliminate
BGP protocoloscillations,it will only make theseoscilla-
tions run in “slow motion”. Second,routeflap dampening
eventsdo not provide network administratorswith enough
informationto identify thesourceof therouteflapping. In
otherwords,routeflappingcausedby policy conflictswill
look thesameasrouteflappingcausedby unstablerouters
or defective network interfaces. So it seemsthat any dy-
namicsolutionwould requireanextensionto theBGPpro-
tocol to carryadditionalinformationthatwould allow pol-
icy disputesto bedetectedandidentifiedat run time.

Theproofof Theorem3.11containsanalgorithmfor ex-
tracting disputewheelsfrom dynamiccycles in the eval-
uationgraph. This may provide a key to the designof a
dynamicsolution. It might be possibleto extendthe BGP
protocolin sucha way thatthis “extraction”canbedonein
a distributedmanner. This couldallow for thesuppression
of routesinvolved in policy-basedoscillationsandfor the
identificationof theautonomoussystemsinvolved.
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