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Abstract

Knowledge of the business relationships between Au-
tonomous Systems (ASes) is essential to understanding the
behavior of the Internet routing system. Despite signifi-
cant progress in the development of relationship inference
algorithms, the resulting inferences are impractical for many
critical real-world applications, cannot offer adequate pre-
dictability in the configuration of routing policies, and suf-
fer from inference oscillations. To achieve more practical
and stable relationship inference, we first illuminate the root
causes of the contradiction between these shortcomings and
the near-perfect validation results for AS-Rank, the state-of-
the-art relationship inference algorithm. Using a “naive” in-
ference approach as a benchmark, we find that available vali-
dation datasets over-represent AS links with easier inference
requirements. We identify which types of links are harder
to infer and develop appropriate validation subsets to enable
more representative evaluation.

We then develop a probabilistic algorithm, ProbLink, to
overcome the challenges in inferring hard links, such as non-
valley-free routing, limited visibility, and non-conventional
peering practices. ProbLink reveals key AS-interconnection
features derived from stochastically informative signals.
Compared to AS-Rank, our approach reduces the error rate
for all links by 1.6x and, importantly, by up to 6.1x for
various types of hard links. We demonstrate the practical
significance of our improvements by evaluating their impact
on three applications. Compared to the current state-of-the-
art, ProbLink increases the precision and recall of route leak
detection by 4.1 x and 3.4 x respectively, reveals 27% more
complex relationships, and increases the precision of predict-
ing the impact of selective advertisements by 34%.

1 Introduction

The Internet, often referred to as a “network of networks”,
is composed of more than 60,000 Autonomous Systems
(ASes). These ASes co-operate via the Border Gateway
Protocol (BGP) to exchange routing information and ob-
tain global reachability. The connections between ASes are
shaped by business contracts that determine the economics
and technical aspects of traffic exchange. For over 15 years,
researchers have studied the problem of inferring the differ-
ent types of relationships between ASes from publicly avail-
able BGP routing data. Relationship inferences are used
for a wide range of applications and areas of research, such
as detecting network congestion [13], identifying malicious
ASes [36, 12], deploying incentive-compatible BGP security

mechanisms [23, 11], protecting the integrity of anonymiza-
tion [47, 34], optimizing video streaming [38, 18, 30], and
understanding Internet governance and the ramifications of
public policy proposals [39, 40, 30].

In this paper, we revisit the AS relationship inference
problem. We find, as others have, that available relationship
inference algorithms perform poorly in many critical appli-
cations [44, 6,47, 43, 57]. We seek to understand why state-
of-the-art algorithms are insufficient, despite extensive vali-
dation that indicates an error rate as low as 1%. In particular,
we consider the sophisticated AS-Rank technique [41] which
is carefully crafted using eleven deterministic heuristics. As
a first step in assessing the performance of AS-Rank, we cre-
ate a baseline benchmark algorithm, CoreToLeaf, that con-
sists of three simple steps and only assumes valley-free paths
through a core set of transit-free ASes. In spite of its simplic-
ity, CoreToLeaf achieves accuracy that is almost as high as
that of AS-Rank. At the same time, we evaluate CoreToLeaf
and AS-Rank in practical applications—detection of route
leaks and the analysis of selective advertisements—which
reveals that the performance of both algorithms falls short
of the needs of those applications.

CoreToLeaf’s high accuracy against the validation
datasets implies that the majority of AS-links in the valida-
tion datasets are relatively easy to infer. Yet the sub-optimal
performance of both algorithms in practical applications in-
dicates that the small minority of AS-links that are difficult
to infer are crucial for those applications. We select subsets
of the validation dataset that contain AS links that we con-
sider hard, and find that both the CoreToLeaf and AS-Rank
techniques have substantially lower accuracy on these val-
idation subsets (confirming where these current algorithms
fall short).

We next examine the challenges in developing a more ac-
curate AS relationship inference algorithm. We observe first
that the attributes of a link (and those of the paths that tra-
verse the link) that might be used by an AS-relationship in-
ference algorithm are noisy and often have only a weak cor-
relation with the link’s relationship type. Second, many links
appear in paths that likely violate the valley-free assumption
made by existing algorithms. Third, existing algorithms are
sensitive to the locations of the vantage points and the order
in which the link relationships are inferred. An AS relation-
ship inference technique must address the above challenges
if it is to achieve higher accuracy for hard links.

We develop a probabilistic AS relationship infer-
ence algorithm, ProbLink, to address the above issues.



ProbLink provides a framework that allows for easy inte-
gration of many noisy but useful attributes into the relation-
ship inference algorithm. ProbLink enables us to identify a
set of link attributes that take into account not only observed
paths but also information gleaned from the fact that certain
paths are not observed. ProbLink allows for links to appear
in paths that violate the valley-free property but attributes a
lower probability to such occurrences. ProbLink uses an it-
erative algorithm that repeatedly infers link types based on
statistical distributions of link attributes until the inferences
reach a fixed point.

Our evaluation of ProbLink show that it achieves an er-
ror rate that is better than that of AS-Rank overall by 1.7x,
and achieves 1.8-6.1 x better error rate for various categories
of hard links. We find that even the small improvement in
overall accuracy brought by ProbLink has a significant im-
pact when applied to real-world applications. Compared to
the current state of the art, ProbLink increases the preci-
sion and recall of route leak detection by 4.1x and 3.4x
respectively, reveals 27% more complex relationships, and
increases the precision of predicting the impact of selective
advertisements by 34%.

2 Background and Related Work

The Border Gateway Protocol (BGP) is the mechanism used
by ASes to exchange reachability information. A BGP AS
path is a sequence of ASes denoting the routing path that
the first AS in the path prefers to reach a destination pre-
fix. The last AS in the path is referred to as the “origin AS”
of the prefix. Each AS uses a complex decision process to
select the most preferred path toward each destination pre-
fix [9]. BGP route collection infrastructure is operated by
Routeviews [4] and RIPE NCC [3]. This consists of routers
that peer with ASes that volunteer to provide their BGP rout-
ing advertisement feeds for research or operational reasons.
A route collector is configured to obtain the best paths from
ASes it peers with, the most preferred available path towards
each destination starting from that AS. Route collectors typ-
ically peer with several ASes, and thus obtain multiple best
paths to each destination prefix.

AS relationships fall into two broad categories: customer-
provider (c2p) and settlement-free peering (p2p). In a c2p re-
lationship, the customer AS pays the provider AS for reach-
ability to/from the rest of the Internet. In a p2p relationship,
two networks agree to exchange traffic destined to prefixes
they or their customers own without an associated fee. In
practice, AS relationships can span a spectrum of types be-
tween c2p and p2p. These hybrid or complex relationships
can occur when two ASes have multiple contractual agree-
ments, one for each geographical region where an intercon-
nection exists [27]. Sibling relationships exist between dis-
tinct ASes that are owned by the same organization and can
exchange traffic without any cost or routing restrictions.

The customer cone of an AS X is the set of ASes that X can

reach using only p2c links. The size of the customer cone is
an indication of the market power of an AS. A clique of Tier-
1 ASes at the top of the Internet AS hierarchy are “transit-
free”, meaning that they have routes to all other networks on
the Internet through customer or peering links without the
need to pay for transit.

2.1 AS Relationship Inference Techniques

Beginning with the seminal work by Gao [21], most AS-
relationship inference algorithms are based on the assump-
tion that valid BGP paths are valley-free, i.e., a path consists
of zero or more c2p links, followed by zero or one peering
link, followed by zero or more p2c links. This assumption
captures the economic incentives that (at least partially) de-
termine traffic exchange between ASes: an AS should not
intentionally advertise routes learned from a peer or provider
to another peer or provider, since this ’free transit” increases
infrastructure costs but provides no remuneration.

Another observation made by Gao and others [55, 14, 15,
61] is that providers usually have a higher node degree (i.e.,
the number of ASes to which an AS node directly connects
to) than customers, while peers usually have similar degrees.
Node degree is the number of neighbors an AS directly con-
nects to, irrespective of whether the neighbors are providers,
peers, or customers Willinger et al. have shown that node
degree is significantly biased by the fact that the available
topological data reveals only a subset of the complete In-
ternet topology, due to limited placement of vantage points
adjacent to peer-to-peer AS links [60].

The state-of-the-art AS relationship inference technique,
called the “AS-Rank” algorithm [41], makes three generally
accepted assumptions: 1) there is a clique of large transit
providers at the top of the hierarchy, 2) most customers pur-
chase transit in order to be globally reachable, and 3) there
are no cycles of p2c links. The AS-Rank algorithm takes 11
intricate steps to label each link as customer-provider (ab-
breviated as c2p or p2c depending on the directionality of
the relationship) or peer-to-peer (p2p). An abbreviated ver-
sion of the AS-Rank algorithm is available in Appendix A
for ease of reference.

It is worth noting a few properties of the AS-Rank algo-
rithm. First, AS-Rank uses the transit degree attribute as
one of the main sources of information in determining rela-
tionship labels. Transit degree is the number of ASes that
appear on either side of an AS in adjacent links of BGP
paths, but it does not count neighbors for which the given
AS does not transit traffic. Transit connectivity is easily ob-
servable by Route Collectors (except for backup or partial-
transit links [29]), therefore it provides a more robust metric
to describe an AS’s prominence than node degree. Second,
AS-Rank considers ASes and links in a specific order, using
the transit degree information in certain cases (step 5) and
not in others (step 7).



3 Input Datasets
3.1 BGP Paths

We collect BGP paths towards IPv4 prefixes from Route-
Views [4] and RIPE RIS [3]. In September 2018, both
projects operated 22 collectors, which in total connect with
more than 1,000 vantage points (VP) worldwide. Each
RouteViews and RIPE RIS collector dumps a snapshot of
their Adj-RIB-out tables every 2 hours and every 8 hours
respectively. For the purpose of evaluating the various algo-
rithms over longitudinal data (as discussed in §4 and §7), we
consider snapshots of BGP paths on the first day of April,
August, and December (i.e., every four months) since 2006.

After collecting BGP paths, we parse them to remove du-
plicated ASes that result from BGP path prepending. We
also filter out paths with AS loops, i.e., when an ASN ap-
pears more than once and is separated by at least one other
ASN. We also sanitize the BGP paths by removing paths
containing reserved ASes [51]. Loops and reserved ASes
showing up in a path are artifacts of route poisoning [8, 35].

3.2 Sibling Relationships

We use CAIDA’s AS-to-organization mapping dataset [10],
which is derived from WHOIS data, to identify sibling links.
This dataset provides quarterly information starting from
2009. We infer links between ASes that are operated by the
same organization as sibling relationships.

3.3 IXP List

ASes often establish p2p relationships over shared switching
fabric provided by IXPs. To facilitate dense peering con-
nectivity, IXPs provide BGP Route Servers over which ASes
establish many-to-many (multilateral) interconnections. To
enable layer-3 connectivity Route Servers typically have
their own ASN, but according to best practices it should be
filtered-out from the AS path since the Route Server does not
participate in the routing decision process [33]. However, for
debugging reasons, some IXP members append the Route
Server ASN in the BGP path. We sanitize BGP paths to re-
move Route Server ASNs since essentially the peering links
are between the IXP members, and not between the IXP and
ASes. To collect a list of AS Numbers (ASNs) used by IXP
Route Servers, we query PeeringDB [2] for networks of type
“Route Server” and extract the ASN. We augment this list by
consulting the Euro-IX IXP Service Matrix [1] and extract-
ing the Peering LAN ASN and Route Server ASN for each
IXP. There were 172 IXP ASes in this list on 12/01/2017.

3.4 Validation Dataset

AS operators frequently encode the relationship type with
their neighbors directly in their prefix advertisements using
BGP Communities, an optional transitive BGP attribute used
to attach metadata on BGP paths. While the use of commu-
nities attribute is not standardized, many ASes publicly doc-
ument the meaning of their BGP communities on websites

Date # links #links | Percentage
(MM/DD/YYYY) | in validation set | in total
04/01/2012 7,833 117,872 6.6%
04/01/2013 11,644 133,459 8.7%
04/01/2014 44,875 159,678 28.1%
04/01/2015 47,036 176,791 26.6%
04/01/2016 52,931 204,309 25.9%
04/01/2017 56,326 213,441 26.4%

Table 1: Size of the validation dataset vs. all links observed
from all VPs.

and in IRR databases, enabling us to assemble a dictionary
of BGP communities that denote relationship type. We used
a dictionary of 1286 community values from 224 different
ASes to construct a set of relationships from BGP data start-
ing quarterly from April 2006 to April 2017. Similar to prior
work [41], we treat this dataset as “best-effort” validation to
evaluate existing inference techniques and our proposed ap-
proaches.

Table 1 shows the size of this validation dataset over the
past 6 years. The coverage of our validation dataset in-
creased from 6.6% in 2012 to about 26% of the observed
links in recent years, due to the increasing popularity of BGP
communities and the deployment of additional VPs that al-
low more communities to propagate to BGP collectors. As
prior work has pointed out, links involving Tier-I ASes and
VP ASes are over-represented, because public data on BGP
communities mostly comes from large ASes [41], while
communities from non-VP ASes may be stripped out during
the propagation of BGP routes. However, unlike prior work,
we take these biases into consideration during our evaluation.

As noted above, the use of BGP communities has become
increasingly popular [24], raising the question of whether we
can eventually exclusively rely on communities to extract
relationships without the need for an inference algorithm.
Even with prevalent use of BGP communities however, we
would face two important limitations. While communities
are by default a transitive attribute, in practice operators of-
ten strip out community tags before propagating advertise-
ments to neighbors. Indeed, if all the communities in our
dictionary were transitively propagated to our BGP collec-
tors, our validation dataset should have over 58% coverage
of the visible AS links. Instead, as shown in Table 1 our
coverage is less than 30% for the past 6 years. A second
limitation with communities is partial availability of publicly
available documentation of those attributes. Despite our best
efforts to maximize the number of interpretable community
values via automated web scraping and text processing tools,
we are only able to find authoritative documentation on the
meaning of 35% of visible community values.

4 Establishing a Benchmark for Hard Links

As explained in the previous section, the evaluation dataset is
extensive but biased toward specific types of links. It is im-
portant to understand if the links over-represented in the val-



idation dataset are easier to infer correctly, compared to the
under-represented links, which may skew the overall eval-
uation results. To this end we develop CoreToLeaf, a very
simple algorithm that allows us to understand which links are
easy to infer. CoreToLeaf uses only the valley-free assump-
tion and the list of Tier-1 ASes to infer relationships. We
show that the inference accuracy of this algorithm is almost
as high as that of the more sophisticated AS-Rank algorithm
elaborated in §2.1, while the accuracy of both algorithms suf-
fer for certain categories of links. Our findings reveal that
indeed certain types of under-represented links in the evalu-
ation dataset are harder to infer, possibly inflating the overall
accuracy of past work. We address this issue by constructing
distinct validation sub-datasets as benchmarks for hard links.

4.1 The CoreToLeaf Algorithm

CoreToLeaf starts by inferring a clique of Tier-1 ASes using
the same inference method as AS-Rank. For each path that
traverses a Tier-1, we skip the first link after the Tier-1 and
label all succeeding links as p2c. For example, if AS, is a
clique member in a BGP path “AS;, AS>, AS3, AS4, ASs,
ASg”, we infer links <AS4 - ASs> and <ASs - AS¢> as p2c.
We skip inferring the relationship for <AS, - AS3> because
it could either be a p2c or a p2p, but all subsequent links
need to be p2c assuming that the path is valley-free. (Note
that if AS; is a clique member, we would have labeled <AS,
- AS3> also as a p2c link.) Finally, we label all remaining
unclassified links as p2p.

In the step of labeling p2c links, a link could be labeled
more than once if it shows up in multiple paths. In some
cases, a link could be labeled as a p2c in some path and as a
c2p when traversing a different path. We label this link as a
“conflict” link when we encounter such an inconsistency.

Note that CoreToLeaf does not take into account degree
or transit degree information, nor does it use paths that do
not go through Tier-1s. This is in contrast to other traditional
algorithms; for example, Gao’s algorithm [21] considers all
paths, identifies the AS with the highest node degree in each
AS path and treats it as the top provider, and then labels AS
pairs before it as c2p or sibling and AS pairs behind it as
p2c or sibling. The rationale behind CoreToLeaf is simply
that there is greater certainty that it is customer routes that
are being transitively exposed to Tier-1s and that there is less
likelihood of paths being exported to Tier-1s due to complex
peering mechanisms.

4.2 Evaluation

We evaluate this extremely simple algorithm against our val-
idation dataset on 04/01/2017, which contains 23,528 p2p
links and 32,798 p2c links (corresponding to 26.4% of the
visible topology). Table 2 compares the precision (true posi-
tives / (true positives + false positives)) and recall (true posi-
tives / (true positives + false negatives)) of CoreToLeaf and
AS-Rank. Surprisingly, CoreToLeaf achieves high preci-

p2c p2p Conflict
Algorithm Precision  Recall | Precision Recall
(%) (%) (%) (%) (%)
CoreToLeaf 98.9 95.8 95.0 98.8 0.12
AS-Rank 97.8 97.5 98.8 98.9 0

Table 2: Precision and recall of CoreToLeaf and AS-Rank.

sion and recall for both p2c and p2p links (comparable to
AS-Rank), with higher precision on p2c relationships (98.9%
compared to 97.8%), and a small fraction of links labeled as
‘conflict’.

The 1.1% mistakenly inferred p2c links and the links
which CoreToLeaf labels as ‘conflict’ are due to valley-free
violation, which we quantify later in §5.2. Since the step of
labeling p2c links uses just paths through Tier-1s, it fails to
capture 4.2% (95.8% recall) of the actual p2c links. Conse-
quently, these links are inferred as p2p in the third step and
results in a 5.0% error rate for links labeled as p2p.

The accuracy of CoreToLeaf and AS-Rank seem quite
high, but they perform sub-optimally when applied to real-
world applications. Route leaks constitute a type of prevalent
routing incident that can cause significant disruptions to In-
ternet routing [54, 28]. In §8, we describe how we can use
inferred relationships to detect route leaks and evaluate the
effectiveness of AS-Rank inferences. Only 19% of the route
leaks detected using AS-Rank were real route leaks, and al-
most 80% of the real leaks were missed. We observe rela-
tively poor performance for two more applications we tested,
as discussed in detail in §8. The high application-level er-
ror rates illustrate that a better AS relationship algorithm is
needed for real-world applications.

4.3 Identifying Hard Links

The surprisingly high accuracy obtained by CoreToLeaf has
many implications. First, it indicates that simple techniques
might suffice for inferring the types of many of the links in
the validation dataset. Second, it underscores the need for
more comprehensive validation datasets that would be more
representative of AS links beyond those associated with Tier-
1 and VP ASes. Third, in the absence of more comprehen-
sive validation datasets, one way to make progress on im-
proving and evaluating AS relationship inference algorithms
is to identify specific types of links for which the current
algorithms do not work well. We therefore now attempt to
extract collections of hard links from the overall validation
dataset based on the inference performance of CoreToLeaf
and AS-Rank.

We feed a large set of features of every link in the vali-
dation dataset along with information on whether a link was
labeled as “inferred correctly” and “inferred incorrectly” by
CoreToLeaf and AS-Rank into a gradient boosted decision
tree [20], and calculate the feature importance for accurate
predictions for the two algorithms. The feature importance
calculation and results are presented in Appendix C. We ex-
tract the following five categories of “hard” links suggested



by the feature importance analysis and @areToLeaf al- Category CoreToleaf | AS-Rank| Fraction | Fraction

. (%) (%) all links | validation
gorithm. Max node degree 100 13.7 86 16.1% | 1.7%
1) Links with max node degrees smaller than 100.The Observed by 50-100VPs 4.7 93 9.9% 8.1%

; ; Non-VP & Non-Tierl 53 9.0 242% | 11.6%
feature importance analy5|s shows th_imreToLeaf and _ Uniabeled Stub-clique % E 354 0.3% 0.1%
AS-Rankdo not have high accuracy for links whose endpoint Conict 100.0 81 024% | 0.16%

ASes both have small node degrees.

2) Links observed by more than 50 but less than 100 VPs.  Table 3: Error rates of CoreTolLeaf and AS-Rankon hard links
served by at least 50 VPs but not more than 100 VPs areis in overall links vs. in the validation dataset shows thahard
hard to infer correctly. The reason is that p2p links are often links are underrepre'sente.d in the va!|dat'|on dataset. _

observed by few VPs and transit links are often observed by category of hard links in the validation dataset is less than

many VPs, so it is hard to distinguish the link types for the thatin the overall links, especially for the “Max node degree
range in the middle. < 100" category. This indicates that the validation dataset

3) Non-VP and non-Tierl links. In general, a link that is IS skewed toeasylinks. In addition to the entire validation
directly connected to a VP or a Tier-1 is likely to appear in dataset, we will use these more speci ¢ datasets for evaluat-
many BGP paths, and the AS inference algorithm is likely to ing the AS inference algorithms in the subsequent sections.
have access to more information regarding the link. More- . . .
over, most of our validation dataset are links that are con- 5 Challenges With AS Relationship Inference
nected to a VP or Tier-1 AS, so we want to speci cally ana- In this section, we identify three main challenges with AS re-
lyze the performance of inference algorithms on the “under- lationship inference, and describe how they hamper existing
represented” links in our validation dataset. inference techniques. This analysis helps inform the design
4) Unlabeled stub-clique links inCoreToLeaf. A stub AS of a probabilistic algorithm for AS relationship inference.
connects with only one other AS through which it gains ac-
cess to the entire Internet. A stub-clique link is a link whose
one endpoint is a stub AS and the other endpoint is in the An AS inference algorithm can use any observed attribute
Tier-1 clique. In other words, the clique member is the only associated with a link, its two endpoint ASes, AS links, and
AS to which the stub AS connects. These links typically end-to-end paths that traverse the link in order to determine
have very high transit degree difference, which is an impor- the link type. However, most attributes have stochastic infor-
tant feature as shown by the feature importance analysis. mation value, as we will illustrate below for AS degree.

In CoreToLeaf, a stub-clique link< X, Y> (where Xis a Many existing techniques for inferring AS relationships
stub AS and Y is a clique AS) is inferred as a dffthere  make three assumptions: highest-degree ASes sit at the top
is a path containing an AS triplet “Z, Y, X" where Z is also  of the routing hierarchy; peering ASes have similar degrees;
a clique AS. We call the set of stub-clique links that are not gng providers have larger degree than customers [21, 41, 16].

5.1 Degree Inversion

inferred as c2p in the second step(hjre:"l’oLeaf (ie., they Over the past four years, the top two nodes with the largest
are inferred as p2p in the later step) as “unlabeled stub-cliqueyansit and node degrees (as observed through BGP feeds
links”. from available VPs) have consistently be&85939 (Hurri-

In step 9 of AS-Rank stub-clique links are classied as  ¢ane Electric) andSL74 (Cogent Communications). How-
c2p by default based on the assumption that stub networksever, both of these ASes are not Tier-1 ASes [59], so the
are extremely unlikely to meet the peering requirements of assymption that the ASes with the highest degrees sit on top
clique members. We believe this assumption should be re-qf the routing hierarchy is not universally valid. This fact in-
visited with the trend of “Internet attening”, as peering re-  yences the accuracy of some inference approaches since a
Iatlo_nshlps between high-tier ASes and low-tier ASes are be- key step in these approaches is identifying a clique of Tier-1
coming more prevalent [22]. ASes at the top of the hierarchy [21, 41].

5) Conicts in CoreToLeaf. Recall thatCoreToLeaf la- Figure 1a plots a CDF of the absolute transit degree dif-
bels some links as “con icts”. These links appear to behave ferences of different link types. Transit degrees of ASes are
as p2c on some paths and c2p on others, and the main reacomputed from BGP paths observed on 04/01/2017, and link
son for this is violations ofalley-freerouting. We believe  types are derived from the validation dataset on 04/01/2017
that this set of links is dif cult to analyze because the two as described irx3.4. The validation dataset includes 55,016

endpoints are likely to have unconventional routing policies. links, 30,859 of which are p2c links and 24,157 are p2p links.

Table 3 shows the error rates of inferences made by We see that even though p2c links usually have larger degree
CoreToLeaf and AS-Rankon each category of hard links differences than p2p links, over 14% of the p2p links have
on 04/01/2016. We observe both algorithms yield more er- absolute transit degree differences larger than 1000, making
rors than their inferences on normal links, especially on un- many p2p links indistinguishable from p2c links in terms of
labeled stub-clique links. Furthermore, the fraction of every transit/node degree difference.



(a) CDF of absolute transit degree differ- (b) CDF of the number of paths that vio-(c) CDF of AS-Ranks error rates on 30 con-
ence. late the valley-free property traversing eackecutive 1-day BGP snapshots from April 1,
link. 2016 to April 30, 2016.

Figure 1: Analysis of transit degree difference, valley-free violations, and error rat@S-dRank

According to this observation, the existence of substan- Figure 1c plots a CDF ofAS-Ranks error rates (1
tial differences in node/transit degrees between peering ASesaccuracy on 30 consecutive 1-day BGP snapshots in April,
is common. This phenomenon is explained in part by the 2016. As shown in Appendix D.1, AS-Ranks accuracy is
fact that, during recent years, large content providers such asalso quite sensitive to the VP selections.
Google, Akamai, and Microsoft, which usually have high  The reason for theAS-Rank algorithm's sensitivity to
degrees, are more willing to peer with large numbers of snapshot and VP selections lies in the rst step of its infer-
lower tier ASes to get free and more efcient trafc ex- ence algorithm that identi es the Tier-1 cliqgue and the sub-
change [56, 31]. This trend is referred to as the “ attening” sequent steps that labels links in a particular order starting
of the Internet [22], and it signi cantly in uences the AS re-  with the Tier-1 ASesAS-Rank rst nds the biggest clique
lationship inference techniques that differentiate peers from from the AS-links involving the largest ten ASes by transit
providers or customers based on transit/node degree differ-degree, then visits the rest of the ASes top-to-bottom, and
ences, or rank ASes in decreasing order by degrees and labehdds an AS to the clique if it connects with all the members
links based on the order in which ASes are considered (as isin the current clique. It then labels p2c links using path seg-
the case wittAS-RanR. ments that radiate from the Tier-1 clique. Errors that creep
into the clique determination step have a signi cant impact
on the order in which AS links are analyzed and labeled. See
Next, we study the prevalence oflley-free violations, Appendix D.2 for detailed discussions.
which is the culprit behind mistakenly inferred p2c links and _— . .
“con ict' links in CoreToleaf. 6 Probabilistic AS Relationship Inference

3% of the BGP paths violatevalley-freenessin the In this section, we present a new AS relationship inference
AS-Rankinference on 04/01/2012. We nd this level of algorithm, ProbLink , that is designed to address the chal-
valley-freeviolations is persistent over the various snapshots lenges discussed above. FirBrobLink is a probabilistic
in our study. Figure 1b shows a CDF of the number of paths algorithm that enables the use of link attributes with stochas-
that violate the valley-free property for the links in BGP tic information value. Second, in determining a link's type,
paths on 04/01/2012. 47% of the links in the AS topology are ProbLink simultaneously takes into account all informa-
traversed by paths that violate the valley-free property. This tion regarding the links and the paths that traverse it, and
statistic is consistent with prior work that analyzes the preva- provides a framework for integrating con icting informa-
lence of valley-free violations, and it is a result of the deliber- tion (e.g., paths that violate the valley-free property). Third,
ate BGP policies of ASes that use unconventional economicProbLink does not prescribe a speci c order in which ASes
models [26]. and links are considered, but rather continually updates the

The existence of these violations has certain implications link type inferences and iterates till it reaches a xed pointin
for AS relationship inference. First, a robust inference al- terms of the underlying stochastic distributions.
gorithm has to take into account the structure of all paths  Crucially, our algorithm provides a framework for inte-
traversing a given link. Second, it might have to revisit and grating various link attributes that might help infer a link's
update the inference made for a given link after inferring the type. We therefore rst design a set of link features or at-
types of neighboring links. tributes that provide noisy but still informative signals re-
garding the AS relationships. In particular, we design fea-
tures that capture routing behavior in terms of both observed
and unobserved routes as well as integrate information re-
We observe high variation in accuracy when applying the garding a link's endpoints. We note that many of the features
AS-Rankalgorithm to consecutive snapshots of BGP paths. used in our algorithm are distinct from that of prior tech-

5.2 Violation of Valley-Free Property

5.3 Current Techniques are Sensitive to VP and Snap-
shot Selection



