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Abstract

I/O Virtualization (IOV) is a cornerstone of cloud comput-
ing, with container networking as a critical form of IOV in
modern cloud paradigms. While container networks serve
as feature-rich infrastructure, they incur a high CPU tax
yet leave room for efficiency improvement. A natural idea
is to offload container networks onto hardware such as
SmartNICs via IOV interfaces. However, existing IOV mech-
anisms, such as SR-IOV, are misaligned with container re-
quirements: limited device scalability versus high container
density, packet-layer abstraction versus application-layer
processing demands, and coarse-grained virtualization ver-
sus fine-grained container workloads.

In this work, we propose Socket-Granular I/O Virtualiza-
tion (SG-IOV), a new IOV mechanism to offload container
networks efficiently. SG-IOV provisions socket-level devices,
supports size-varying transformations over a message-stream
abstraction, and enables granular virtualization. Realizing
this vision is non-trivial: Finer granularity stresses device
scalability, while size-varying message processing compli-
cates IO buffer management. Additionally, many fine-grained
devices strain hardware virtualization enforcement. To over-
come these challenges, the core principle of SG-IOV is that
software mediates signals (e.g., descriptors) while acceler-
ators touch the payload. This separation enables several
innovations: resource multiplexing to support scalability,
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adaptive handling of size-varying tasks, and intermediate
queuing to enforce virtualization. We prototype SG-IOV on
the latest NVIDIA BlueField-3 and deliver an end-to-end con-
tainer network solution. Our evaluations show that SG-IOV
scales beyond 4K devices (10x more than VFs). Compared to
Cilium, SG-IOV saves up to 1.9 cores per 10Gbps of traffic. Be-
yond core savings, SG-IOV achieves 53% higher bandwidth
and reduces latency by up to 48%.
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Networks — Programmable networks; Cloud computing;
« Software and its engineering — Operating systems.
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1 Introduction

Container networking, as a critical form of network I/O Vir-
tualization (IOV), underpins modern cloud paradigms, such
as serverless computing and microservices. Driven by the
diverse demands of containerized clouds and the advent of
network technologies, container networks [17, 18, 25, 33, 35]
are rapidly evolving. These solutions not only provide es-
sential network connectivity among housed containers but
also continuously embed features such as overlay virtualiza-
tion, security enhancements, application-level proxies, and
additional functionalities spanning the entire OSI-7 layers.
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Figure 1. Design Space for Building Container Networks.

Enriching features of container networks adds value but
also imposes efficiency burdens in terms of low performance
and CPU consumption, contending with tenant workloads.
Thus, we investigate how to build container networks that
are both feature-rich and efficient by navigating the de-
sign space shown in Figure 1. On the first branching point,
we first consider CPU-based software solutions. Accord-
ing to Red Hat and NVIDIA’s cost model [11], container
infrastructures would use eight CPU cores per server in
a mid-scale data center with 51K servers, yielding $68.5M
capital expenses. This aligns with our empirical evaluation
(§3.1) that sustaining 10K requests per second consumes
around six host cores when processing L7 HTTP with Cil-
ium [18] and the Envoy [24] proxy. Despite consuming many
cores, software solutions still exhibit low performance when
using general-purpose CPUs for several domain-specific
tasks, such as securing transfers (experiments in §3.1). For
core savings and acceleration, the idea of offloading con-
tainer networks onto hardware devices (e.g., SmartNICs
[13, 14, 29,57, 67, 89, 105, 117, 121]) naturally comes to mind.

While hardware offloading paves the way for efficiency,
a key design choice is determining at which layer to divide
the labor of the container networking stack between the
host and hardware, accordingly designing IOV devices that
streamline network functionality execution with maximal
hardware acceleration. One insight is that intercepting closer
to the application layer is more beneficial. The key reason is
that higher-layer interception maximizes offloading opportu-
nities; for example, intercepting at the L5 socket enables of-
floading of L2 Ethernet tunneling and L3/L4 transport. More-
over, because the L5 socket is message-aware rather than
packet-oriented, it integrates seamlessly with application-
layer processing (e.g., HTTP) and flexibly supports L5+ of-
floading, further amplifying the offloading benefits.

Although interfacing the offloading device at higher layers
is beneficial, current IOV mechanisms fall short in provision-
ing virtual devices at the upper layers (e.g., L5 socket). Specif-
ically, we examine the de facto IOV mechanism, SR-IOV [1],
and identify the following limitations:

Device Granularity Gap: SR-IOV (Single Root I/O Virtual-
ization), originating in the cloud VM era, typically supports
only a limited number of devices (i.e., PF/VF) due to hard-
ware resource constraints, with even the latest SmartNICs
operating at the scale of 100s of VFs [29, 40]. Meanwhile,
containers, driven by their lightweight nature, have much
higher density requirements compared to cloud VMs, with
several industry practices pushing to deploy thousands of
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containers per node [44, 86, 110]. Clearly, a gap exists be-
tween the number of VFs and the container density, which
is likely to persist or even increase in the future. Several
techniques (e.g., Sub-Functions/SFs [96]) aim to increase de-
vice count, yet hardware constraints remain (§3.3) and the
following issues are unaddressed for both SR-IOV and SFs.

Interface Abstraction Mismatch: NICs provide the host with
SR-IOV VFs or SFs, which are typically L2 Ethernet devices
with packetized interfaces. However, as mentioned before,
we aim at the upper-layer interface of the L5 socket with
message abstraction. This mismatch between L2 packets and
L5+ messages results in the non-offloadability of overlay
transport (L3/L4) and upper-layer tasks (L7). Alternatively,
it requires converting L5 messages into L2 packets on the
host and then reversing the process on the SmartNIC to re-
build the messages from L2 to L5, creating cyclic redundancy
between the intra-node host and SmartNIC domains.

Insufficient Composition and Virtualization of Accelerators:
SR-IOV primarily provides coarse-grained mechanisms (i.e.,
per-device) to partition hardware resources such as doorbells,
interrupts, and queues. However, it lacks support for fine-
grained virtualization of more complex accelerators, such
as isolating and scheduling traffic over cryptographic or
DMA engines. In containerized networks, multi-tenancy and
multi-flow scenarios are common, with traffic patterns that
shift rapidly over short time scales. As a result, efficient
virtualization mechanisms for accelerators are both more
necessary and more challenging, issues that SR-IOV or SF
does not provide adequate mechanisms to address.

In this work, we propose Socket-Granular I/O Virtu-
alization (SG-IOV), a new IOV mechanism to offload con-
tainer networks efficiently. Compared to SR-IOV, we envi-
sion SG-IOV as scalable, message-aware, and capable of fine-
grained virtualization. To realize this vision, SG-IOV adopts
a core principle in which SmartNIC-embedded cores mediate
only signal operations without touching data, while SmartNIC-
side accelerators handle data processing. The software-mediated
signal plane manages stateful metadata (e.g., transfer descrip-
tors via TX/RX queues) without touching payloads, while
hardware accelerators within the data plane handle payload
operations statelessly. This separation enables the following
innovations to overcome several challenges:

Scalable Device Interface (§4 & §5.1): SG-IOV provisions
socket-granular IOV devices for containerized applications.
The key challenge is how to support many more devices than
SR-IOV VFs, preserving performance while using the same
or even fewer hardware resources (e.g., TX/RX queues). We
address this by multiplexing TX/RX queues across multiple
devices. Meanwhile, to preserve performance, software me-
diates message-level signaling (coalescing multiple packets),
and we design efficient signaling mechanisms accordingly.

Flexible Message-Aware Abstraction (§5.2): SG-IOV devices
support a streaming abstraction with ring buffers to handle
input and processing of unbounded message streams. The
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key challenge is that while sockets allow unbounded streams,
ring buffers for payload are bounded and wrap around, and
hardware accelerators often require contiguous buffer re-
gions. We address this using a Recursive Strategy enabled by
the programmability of the signal plane.

Granular Accelerator Virtualization (§6.1): While compos-
ing accelerators, a key problem is where and how to enforce
fine-grained accelerator virtualization. We address this by
introducing intermediate queuing between the separated sig-
nal and data planes. SG-IOV tailors the Dominant Resource
Fairness (DRF) [70] policy and derives an Equal Bandwidth
Demand property for scheduling heterogeneous hardware.

We prototype SG-IOV on NVIDIA BlueField-3 Smart-
NICs. We characterize several hardware primitives and im-
plement IOV devices as emulated PCle devices (§7). Based
on our IOV devices, we develop an end-to-end CNI (Con-
tainer Network Interface [69]) solution, SGIOV-CNI, which
can support the advanced secure container runtime. SG-IOV
is compatible with POSIX sockets, requires no modifications
to container images, and complies with orchestration tools
such as Docker and Kubernetes.

We have the following results from evaluation (§8):

1) On scalability, SG-IOV scales over 4K devices (an or-
der of magnitude more than SR-IOV VFs), and when scaling
the number of sockets to 4K, latency increases by only 2.8x,
demonstrating strong scalability, compared to SR-IOV scal-
ing to 128 VFs with a 3.75x increase in RDMA latency.

2) On flexibility, we demonstrate zero-copy and full-copy
data transfers as size-preserving jobs, and in-motion AES en-
/decryption as size-varying jobs. For end-to-end container
networks, we compare SG-IOV with the versatile and high-
performance Cilium [18] and SRIOV-CNI [46] over SFs.

3) Regarding core savings, SG-IOV offloading compute-
intensive tasks such as transport over tunnels, L3/L5 security
tasks, and L7 HTTP processing results in substantial benefits,
with savings of ~1.9 host cores per 10Gbps of traffic.

4) More than core savings, SG-IOV achieves up to 53%
higher bandwidth for plaintext transfers and 12.4x higher
bandwidth for encrypted transfers compared to Cilium. Re-
garding latency, SG-IOV achieves up to 48% lower latency
using real-world applications.

We make the following contributions: 1) We character-
ize container networks, latest SmartNICs, and SR-IOV-based
offloading mechanisms to uncover new problems and op-
portunities (§2-§3); 2) We design and implement SG-IOV, a
new IOV mechanism for SmartNICs (§4-§7), which is scal-
able, flexible, and supports fine-grained virtualization; 3) We
develop SGIOV-CNI as a container network solution and
demonstrate its performance gains through end-to-end tests
and microbenchmarks with secure containers (§8).

2 Background
In this section, we present background on container network-
ing, I/O Virtualization, and SmartNICs.
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Figure 2. Container Network Interface (CNI) Solutions.
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Figure 3. Secure Container Runtime Complicating CNI.

2.1 Container Networking

Container Network Interface (CNI): Most container net-
works build overlay interfaces to provide socket APIs, virtual
IPs, and namespaces (NS) independent of the host, enhancing
portability and isolation. As container-based paradigms (e.g.,
service meshes) evolve rapidly [12, 15, 26, 56, 88], CNIs in-
creasingly embed features across OSI layers to deliver infras-
tructure services and ease operations. As Figure 2 shows, we
classify them into the following types: 1) Kernel-based solu-
tions, such as Flannel [25], Weave [53] and more [17, 35] rely
on the in-kernel network stack; 2) eBPF-enhanced kernel-
based solutions like Cilium [18] harness eBPF [23] to im-
plement some functionalities hooked to the in-kernel data
path. Notably, despite being kernel-based, Cilium still utilizes
some userspace proxies like Envoy to handle L7 processing;
3) User-space solutions, such as FreeFlow [76] and more
[85, 100, 115], which use the kernel-bypass network stack
(like RDMA) to provide the container’s network solutions.
For these types of CNIs, we highlight three computation-
intensive tasks as follows:

e Transport Over Tunnels, which provides the essential
intra-/inter-server connectivity while handling the iso-
lation and multi-tenancy via tunneling (e.g., VXLAN);

Security, which guarantees confidentiality, integrity, and
authenticity of the transmitted data via crypto protocols.
Given the importance of security, container networks con-
tinually integrate cryptographic mechanisms throughout
the entire stack (e.g., L3 IPsec, L5 TLS, and service-level
admission), all of which are computationally complex;

e Application-Level Processing, which enforces network
policies at the application level via HTTP load-balancing,
service-level metering/rate-limiting, access control, and
more. Especially in service mesh scenarios, it is common
to use a sidecar to handle these L7 tasks [104, 110].
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Figure 4. Block Diagram of NVIDIA BlueField-3 SmartNIC.

Size-Varying/Preserving Jobs: We classify these func-
tionalities by whether they change data size: size-preserving
jobs (e.g., transport) keep sizes unchanged, while size-varying
jobs (e.g., encryption) add metadata or alter size.

Secure Containers Further Complicate CNI: Beyond
traditional containers, hyperscalers widely deploy secure
container runtimes (i.e., sandboxing runtimes) for enhanced
security isolation. Examples include AWS Firecracker [55],
Azure using Kata [42], and more [27, 34, 43, 86, 90, 122]. Sim-
ply put, a secure container runtime (shown in Figure 3a)
utilizes MicroVMs within the user space and deploys con-
tainer pods over these MicroVMs instead of directly over
the host kernel. Secure container runtimes further compli-
cate the CNI because socket syscalls are no longer handled
first by the host kernel. Instead, syscalls are initially pro-
cessed within the guest OS, traversing the transport stack
and the Virtio [52] device driver. On the host side, the Vir-
tio backend is typically connected to a veth device. From
there, the packet follows the standard CNI data path, as in
traditional container runtimes. Given the enhanced security
and growing adoption of secure containers, we primarily
target SG-IOV in this setting, as shown in Figure 3b. SG-IOV
exposes pass-through devices to the guest kernel.

2.2 1/0 Virtualization

I/0 Virtualization (IOV) is the mechanism for provisioning
multiple virtual devices to the host with physical NICs. IOV
mechanisms follow a split front-end/back-end device model,
where the host front end exposes a device interface (e.g., SR-
IOV PF/VF [1] or Sub-Functions [96]) and the device back end
executes datapath logic (e.g., signal handling and DMA). The
front end and back end interact through hardware TX/RX
queues for descriptor exchange. IOV has extensive literature
[1,45,50,75,76, 80,90, 120], especially for cloud VMs. Due to
space constraints, we defer the IOV primer to Appendix §A.1.

2.3 SoC-based SmartNICs

The programmability of SmartNICs enables new opportu-
nities for building new IOV devices. In this project, we fo-
cus on SoC-based SmartNICs (e.g., NVIDIA BlueField-3/BF3).
SmartNICs are commonly fabricated as PCIe add-in cards. As
Figure 4 shows, we present the BF3 as an example. They en-
close an ASIC NIC and a system-on-chip (SoC) that typically
co-packages a multi-core processor, a memory subsystem,
and a collection of hardware acceleration engines. In §3.4,
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| SW-CNI'  SR-IOV  SF? NSaaS® TOE!
HW Offload X 4 X 4
PCle Device
Pass-through X / / x x /
Scalability v X v o/ v v
Flexibility® v X X v X v
Granular HW
Virtualization X X X x x /

1Software CNI; 2Sub-Function; *Network Stack as a Service; *TCP Offload
Engine; *Flexibility: Support size-varying jobs spanning the Layer-7 stack.

Table 1. Comparison of Approaches for Building CNIs.
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Figure 5. CPU Cost of Software CNI Solutions.

we introduce some emerging capabilities of BF3 and present
a detailed characterization in §A.2.

3 Motivation

This section presents the motivation and challenges of effi-
cient CNI design and summarizes design goals versus prior
solutions in Table 1.

3.1 Why Offload Container Networking?

CNI Overhead Characterization: In Figure 5, we bench-
mark the aforementioned tasks (§2.1) in terms of computa-
tion costs. Given the widespread adoption in practice, we
use Cilium [18] for our measurement study and use the Ku-
bernetes built-in tool to monitor containers. Our testbed
consists of two servers connected with 100GbE networking
and equipped with a typical x86 CPU (testbed details in §8.1).

In Figure 5a, we measure the overhead of transport over
tunnels. We use containerized iperf3 [32] to generate multi-
stream TCP/IP traffic and enable VXLAN tunneling. We can
saturate a 100GbE line rate while consuming 6.6 CPU cores.

In Figure 5b, we measure the overhead of application-level
processing. We use wrk application [9] to generate HTTP
requests to nginx [38] backend servers. We measure the CPU
cost for the Envoy L7 proxy, a common component of Cilium
that executes application-level processing, such as HTTP
request load balancing and URL rewriting. The Envoy proxy
consumes 6.4 CPU cores for 10K requests per second (RPS).

In Figures 5¢ and 5d, we measure the overhead of securing
transfers. In Figure 5c, we enable IPsec. By default, Cilium
uses a software-based IPsec implementation with in-kernel
ip-xfrm [31]. As the results indicate, we cannot saturate a
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100GDbE line rate while consuming 4.3 CPU cores for 6.8Gbps
of encrypted traffic. Besides L3 security, container networks
actively promote the implementation of upper-layer security
mechanisms; for example, Cilium is attempting to integrate
mTLS [28]. To our knowledge, the encryption for Cilium
mTLS is still under development; it currently supports only
mTLS authentication. Thus, we assess the building blocks
utilizing OpenSSL [7]. AES-GCM-256 encryption and de-
cryption consume 3 cores each to achieve 100Gbps, while
SHA-256 authentication needs 11.0 cores for 100Gbps (1024B
messages for authentication).

Takeaway: The functionality set of container networks is
extensive and requires significant upper-layer processing.
They are computation-intensive and exhibit suboptimal per-
formance (e.g., securing transfers) for software CNI solutions,
as summarized under SW-CNI in Table 1.

3.2 Yes, Offloading — Which Layer to Intercept and
Offload onto Hardware?

As mentioned before, hardware offloading paves the way for
efficient CNIs. A key question is: at which layer should the
datapath be split between the host CPU and hardware? As
measured in §3.1, intercepting closer to the application (i.e.,
at higher layers) has the following advantages:

e Maximize the benefits of offloading: As shown in Fig-
ure 5, CNIs commonly incur costs across L2 tunneling (e.g.,
VxLAN), L3/L4 transport, and L5/L7 processing. To fully re-
alize offloading gains, both below- and above-L5 processing
must be embedded in hardware;

e Message Awareness: The L5 socket interface operates
directly on messages, aligning with application protocols
like HTTP and avoiding costly packet reassembly;

o Batch Processing: A message chunk typically contains
multiple packets, allowing more efficient batched operations
than per-packet processing and reducing metadata overhead
(e.g., headers and trailers in cryptographic records).

Comparing with Network-Stack—-as—a-Service (NSaaS):
Intercepting traffic at the socket message layer is similar to
prior NSaaS systems (e.g., SNAP [91] and NetKernel [93]),
but SG-IOV differs in several key aspects: 1) Deployment
Scenario: SG-IOV targets CNIs spanning the full OSI Layer-
7 stack, whereas prior NSaaS systems primarily focus on
L4/L3 transport; 2) Hardware Acceleration: SG-IOV adopts
an accelerator-centric model to offload computation, whereas
prior NSaaS systems are CPU-centric; 3) Application-NIC
Interactions: SG-IOV utilizes PCle devices as the SW-HW of-
floading interface, whereas host-only NSaaS solutions rely on
memory sharing between applications and network stacks.

3.3 Yes, Upper Layer — How to Build an L5+ Device?

After deciding to offload both below- and above-L5 functions,
the next question is how to build such virtual devices. Next,
we examine SR-IOV, the de facto IOV method, and NVIDIA
Sub-Functions (SF) for building L5+ devices to offload CNIs.
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Figure 6. Offloading CNI through SR-IOV SmartNICs.

Issue #1 Limited Scalability at the Front-End: The
number of VFs is inherently limited, as each VF requires
dedicated hardware resources (e.g., TX/RX queues, doorbells,
and interrupts). Meanwhile, the number of container pods
per node continues to increase [44, 86, 110], particularly for
micro-services and service meshes.

Issue #2 Inflexible Packet-Oriented Abstraction SR-
IOV VFs typically provide a packetized interface (i.e., L2) to
the host. However, we desire a socket-level stream abstrac-
tion to perform message-layer processing (i.e., L5/L7). This
inflexibility is evident in both ASIC NICs and SmartNICs:

ASIC NICs, such as NVIDIA ConnectX [2], now support
offloading of some upper-layer tasks [99]. However, a packet-
oriented abstraction imposes non-trivial constraints. Specif-
ically, Pismenny et al. [99] propose novel autonomous of-
floading for L5+ processing (e.g., TLS), which still requires
size-preserving constraints and tight coordination between
kernels and NICs (e.g., kernel skipping offloaded crypto
operations). Such complexity arises primarily because L5
messages like TLS records often span multiple fixed MTU-
sized packets, which necessitates state tracking (e.g., packet
loss). Size-preserving designs simplify ASIC NICs, but CNI
application-level processing often violates this constraint
(e.g., security, compression, and HTTP processing).

For SoC SmartNICs (Figure 6), packet-oriented abstraction
also incurs some inflexibility. Here, we use BF3 as an exam-
ple. Other types of SmartNICs exhibit similar limitations
(see Appendix §A.6). As shown in Figure 6, the workflow
from container to VF and VF to the SmartNIC SoC involves
transforming message streams into packets, then reconstruct-
ing messages on the SmartNIC to process them. This cyclic
stream-to-packet transformation is generally inefficient, and
is particularly redundant for intra-node communication. No-
tably, RDMA is not a panacea for this overhead, due to con-
tention between intra- and inter-node traffic (see §8.2).

Issue #3 Inadequate Back-End Accelerator Virtual-
ization: SR-IOV enforces multi-tenant isolation and QoS
control at a per-device granularity, such as allocating band-
width across all VFs. This rigidity limits finer-grained iso-
lation over hardware resources (e.g., per-message). Further,
SR-IOV primarily virtualizes PCle-related resources (e.g.,
TX/RX QPs) rather than the on-NIC accelerators. Although
SmartNICs embed rich accelerators, debate remains over
where to enforce such virtualization—runtime, driver, or ac-
celerator [63, 74, 87, 123, 124].
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Comparing with NVIDIA Sub-Functions (SF): At the
host front end, SFs expose more devices than SR-IOV via
finer-grained resource partitioning, but each SF still con-
sumes dedicated queues, making QP count a hard scalability
limit. At the back end, SFs inherit Issues #2 and #3 from
SR-IOV, as they remain packet-oriented and lack support for
fine-grained (e.g., per-message) accelerator virtualization.

Comparing with TCP Offload Engines (TOE): Besides
SR-IOV, prior work [62, 77, 108] explores other I/O interfaces,
such as socket syscall in TOE. However, TOE falls short for
CNIs: 1) TOE focuses on L4 TCP offloading, whereas SG-
IOV targets richer below- and above-L5 CNI functionality; 2)
TOE exposes offloading via tight integration with kernel TCP
syscalls, while SG-IOV uses PCle devices for passthrough
to container runtimes; 3) TOE is fixed to TCP acceleration,
whereas SG-IOV integrates diverse accelerators and supports
fine-grained virtualization over heterogeneous hardware.

3.4 SmartNIC Opportunities

Besides CNI-driven demands, emerging SmartNIC capabil-
ities also enable new IOV designs. We summarize the key
capabilities here and defer detailed characterization to §A.2.
Capability #1 Emulating PCle Devices: SmartNICs
such as BF3 support the emulation of PCle devices [41]. On
the host front-end, these emulated devices are hot-pluggable
and compatible with the VFIO framework [51] for access-
ing PCle resources, such as doorbells, MSI-X interrupts, and
stateful regions. On the back-end, the SoC handles doorbell
callbacks and raises interrupts. Notably, BF3 uses the Datap-
ath Accelerator (DPA) to handle callbacks and interrupts.
Capability #2 Efficient Host-SmartNIC Communi-
cation Channels: SmartNICs provide efficient intra-node
communication mechanisms, including PCle-based primi-
tives such as doorbells and MSI-X, as well as network mecha-
nisms like the BF3 representor switching, RDMA, DPDK, and
more. Also, BF3 supports the RShim HW-FIFO for intra-node
communications (details in §A.2). The capabilities enable
tighter host-SmartNIC cooperation; we highlight the follow-
ing communication mechanisms from our characterization:
BF3 Finding #1: BF3 has HW-assisted FIFO queues, which
enable deterministic and consistently low-latency communi-
cation between the host and the SoC ARM cores.
Capability #3 Unified Management for SoC/Host Mem-
ory: SmartNIC SDKs (e.g., DOCA [41]) support registering
both host-side and SoC-side memory through unified APIs
like DOCA mmap and X-GVMI (details in §A.2). This al-
lows the SoC to flexibly use these buffers for DMA transfers,
cross-node transports (e.g., RDMA), or as source/destination
buffers for hardware accelerators. Notably, we highlight two
findings on memory management and data movement:
BF3 Finding #2: BF3 has dual DMA engines, and the SoC
DMA incurs little interference with the NIC DMA.
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BF3 Finding #3: BF3 supports the X-GVMI technique: SoC
cores can initiate Host-to-Host RDMA on behalf of the host
to enable efficient delegator-initialized zero-copy.

4 SG-IOV Overview and Interface

4.1 Overview

In this work, we present Socket-Granular I/O Virtualization
(SG-IOV), a new IOV mechanism for SmartNICs that effi-
ciently offloads container networks. Figure 7 and Table 2
present an overview of the SG-IOV architecture and high-
light the following design principles:

P1: Software Mediates Signaling while Hardware Ac-
celerates. As shown in Figure 7a, SG-IOV adopts a hybrid
model where software mediates stateful signaling while hard-
ware performs stateless acceleration. The signal plane runs
on device-embedded cores like SoC ARM and interacts with
host CPUs and other nodes to retrieve states (e.g., socket
buffer head/tail). After synchronizing states, the signal plane
generates acceleration job descriptors, which the data plane
schedules and submits to accelerators. Such separation en-
ables several key techniques, as summarized in Table 2.

P2: Socket Stream Oriented. SG-IOV provides stream
interfaces that seamlessly comply with the socket API and its
underlying socket ring buffers. Furthermore, the streaming
interface allows SG-IOV to interpose on upper-layer (L5+)
processing, which requires awareness of the message rather
than just the packets (e.g., message-level TLS and L7 proxy).

4.2 Warp Pipe and Properties

Warp Pipes © are compositional units to build SG-IOV devices.
Warp pipes implement a simple yet effective stream abstrac-
tion with a pair of ring buffers as data structures and a clean
set of operations (e.g., read/write). The warp pipe has three
key concepts: source buffer, sink buffer, and transformations.
Source and sink buffers are typically implemented with ring
buffers, which can serve read/write of data payloads with-
out constraining the message size. To boost efficiency and
simplify concurrency control, we apply the single-producer
and single-consumer (SPSC) model and then utilize lock-free
source and sink buffers. Transformations represent opera-
tions that convert a data stream from a source buffer into a
sink buffer; we will exemplify them later (§6.2).

Flexible Source/Sink Placement: A key property of the warp
pipe is that we allow flexible placement of source and sink
buffers. Specifically, we allow source and sink buffers of the
same warp pipe to be placed on different domains within
the same server node or even across nodes (as Figure 7b
shows). For example, the source buffer can be on the host
CPU side, while the sink buffer is on the SmartNIC SoC.
Another example is that we can place the source buffer on the

®The name is inspired by Super Mario, where Mario magically transforms
to enter the next stop through green warp pipes.
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Techniques

Prior Limitations and Challenges

Solution Overview

SmartNIC Capabilities

Software-Enhanced

Issue #1 (§3.3): Limited scalability of SR-IOV-based
SW-HW interfaces, where each device dedicates
at least one physical QP.

Challenge: How to scale hardware IOV devices
while preserving performance?

Through software mediation, we can define sig-
naling protocols to multiplex a single signaling
channel (i.e., one physical QP) across multiple
virtual devices. The multiplexing (9,® in Fig.
7a) enables scalable SW-HW interfacing.

Capabilities #1 and #2
(§3.4): Emulating PCle
Device and  Efficient
Host-SmartNIC Commu-
nication Channels.

Scalable Interface
(85.1)
Flexible Message-

Aware Job Generation

(85.2)

Issue #2 (§3.3): Inflexible packet-oriented abstrac-
tions for message-aware operations.

Challenge: How to support size-varying jobs for
unbounded message streams over bounded buffers?

Before enqueue (@), the software-based signal
plane can adaptively generate jobs based on
buffer availability, especially for challenging
cases of size-varying jobs.

Lightweight yet general-
purpose compute of Smart-
NIC SoC cores.

Fine-Grained Accelera-

Issue #3 (§3.3): Inadequate and coarse-grained ac-

By separating signal and data planes, an inter-

Lightweight control model

tor Scheduling (§6.1) celerator virtualization.

Challenge: How to enforce effective per-message

virtualization policies?

mediate queuing system enables fine-grained of SmartNIC SoC cores.
(per-message) job scheduling (@) across accel-

erators.

Zero-Touch Efficiency
(36.2)

Issue in General: Inefficiency of software-involved
data operations on host CPU or SoC ARM cores.

Challenge: How to enable software control without

touching payloads?

The signal plane and ARM cores generate jobs
without touching data payloads; only accel-
erators operate on payloads (©,©), enabling
accelerator-centric datapaths.

fied management

zero-copy support.

Capability #3 (§3.4): Uni-
for
SoC/Host memory with

Table 2. SG-IOV Key Techniques Enabled by the Principles of Signal/Data Plane Separation and Stream Orientation.

local host and the sink buffer on the remote host (green line
in Figure 7b). Such flexible placements lay the foundation
for SG-IOV to support the offloading of various network
functionalities onto rich accelerators.

Chainable Composition: Warp pipes naturally support chain-

able composition. In Figure 7b (blue line), multiple warp pipes
can be composed in series to create function-rich pipelines,
where the sink of the current warp pipe serves as the source
for the next one (no additional copy and no violation of
SPSC). Each warp pipe in the pipeline can execute different
transformations. An IOV device is backed by one pipeline.
Figure 7b illustrates how cross-domain (host/SmartNIC) and
cross-node datapaths are composed via chainable execution.

5 Signal Plane: Scalability and Flexibility

In this section, we introduce the stateful signal plane 7 which
is designed to synchronize stream buffer states and generate
transformation jobs accordingly.

"We use the term “signal plane” rather than “control plane” because the
signal plane mainly serves the socket data APIs (e.g., send/recv). Thus, we
intend to avoid the misunderstanding that the signal plane is designed for
control APIs (e.g., connect/accept).

1733

5.1 Scalable Signal Synchronization

Memory View of Ring Buffer Pools: As Figure 7 shows,
the host and the offloading device maintain their own ring
buffers in memory to support the flexible placement of source
and sink buffers on demand. The host and device monitor
their own Memory View, tracking three key states for each
ring buffer: head pointer, tail pointer, and data buffer address,
which can help infer data availability or space occupancy.
Notably, this data buffer address points to the socket’s ring
buffer, making the host-side memory footprint of each warp
pipe identical to that of the application’s socket buffer.
Intra- and Inter-Node Synchronization: To offload
host computation, SG-IOV shifts most signal-plane tasks (e.g.,
generating accelerator jobs) to the SmartNIC SoC. This re-
quires synchronizing the memory view (i.e., buffer header/tail)
with the host and other nodes to ensure timely and efficient
job generation. We design lightweight protocols and data
structures to make this synchronization scalable.
Limitations of Legacy SQ/CQ Synchronizations: We
first refer to the legacy Submission Queue (SQ) and Com-
pletion Queue (CQ) model, which is widely used to support
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Figure 8. Cross-FIFO Data Structure for Memory View Sync.
The processor writes to the Data-In register to enqueue data
and reads from the Data-Out register to dequeue. Each FIFO
applies the SPSC model. Upon each access, pointers shift to
the next position in the FIFO queues. The Control Register
indicates queue occupancy and a watermark level, which can
be set to interrupt when the queue reaches a prescribed level.
Besides interrupts, the processor can poll the register.

front-end and back-end interactions in PCle functions such
as network and NVMe devices. However, SG-IOV introduces
the following new requirements, necessitating extensions to
the traditional SQ/CQ interaction model: 1) SG-IOV supports
not only intra-node warp pipes (i.e., host-to-SmartNIC) but
also cross-node warp pipes, such as host-to-host (through the
ASIC NIC, bypassing the SoC) or SmartNIC-to-SmartNIC.
Therefore, it is necessary to extend the legacy SQ/CQ in-
teractions, originally designed for PCle, to operate across
cross-node domains; 2) With legacy SR-IOV, each device is
provisioned with at least one dedicated QP, so the limited
hardware QPs cap the device count.

New Extensions of SG-IOV: We address the above limi-
tations through the following extensions.

® Cross-FIFO Data Structure: To efficiently transfer the sig-
nals for intra-node or inter-node synchronization, we apply
one simple yet effective data structure, named Cross-FIFO. It
is compatible with the legacy SQ/CQ model over PCle and,
thanks to its simple design, can also be implemented using
cross-node transport such as RDMA. Cross-FIFO is inspired
by the design of UART FIFO [49], a low-cost and widely uti-
lized hardware circuit [4, 5, 10]. In Figure 8, the Cross-FIFO
consists of a pair of FIFO queues that enable full-duplex sig-
naling. The Cross-FIFO design is efficient to implement using
PCle transfer (e.g., MMIO and DMA), hardware circuits (e.g.,
UART), or emulation with RDMA (implementation in §7).

e Scalable Multiplexing over Cross-FIFO: Unlike SR-IOV,
which dedicates QPs to each VF/PF, SG-IOV allows multi-
ple warp pipes to share a single QP for signal transfer. The
rationale is that warp pipes operate at the message level,
where message sizes are typically larger than packets. As a
result, the signaling and synchronization frequency is natu-
rally lower than in traditional SR-IOV-based PCle network
devices, which operate at a smaller packet level. Thus, we
propose multiplexing multiple warp pipes over the same
Cross-FIFO, which is key to ensuring the scalability of SG-
IOV. In addition to reduced signaling frequency enabled by
large message sizes, another key enabler is that both the host
front-end and SmartNIC back-end in SG-IOV are software
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Figure 9. Size-Preserving and Size-Varying Job Examples. For
the size-varying encryption job: In the first iteration (blue
ones), the sink has four units of the first chunk, with two
used for data after accounting for the header and trailer. In
the second iteration (green ones), the source wraps around
while the sink does not, processing the last two units before
the boundary at the source. In the third iteration (grey ones),
neither buffer wraps around, making job generation trivial.

components. This allows us to define a custom signal format
and embed per-device information (e.g., ring buffer ID) into
each signal. As a result, a single Cross-FIFO can carry signals
for multiple devices, and the back-end can demultiplex them
based on the encoded signal fields. Specifically, each signal
is represented as a 64-bit word encoding three fields:

l Signal Type (16b) [ RingBuffer ID (16b) [ Head/Tail Pointer (32b) ]

5.2 Flexible Message-Aware Job Generator

After synchronizing the latest memory views from the host
or remote devices, the signal plane next generates jobs (e.g.,
DMA jobs or encryption jobs) to feed into the hardware en-
gines. The job generator’s task is to determine which chunk
of data in the source buffer and which chunk of space in the
sink buffer should be used for each specific transformation
job. As Figure 9 shows, SG-IOV flexibly supports two types of
transformation jobs: Size-Preserving and Size-Varying jobs.
Size-preserving one is a trivial case of size-varying jobs; next,
we focus on the more general size-varying cases:

Size-Varying Job: As shown in Figure 9, this type of trans-
formation varies the data length from source to sink buffers,
either by increasing it (e.g., appending a header and a trailer
during encryption) or decreasing it (e.g., removing a header
and a trailer during decryption). This size variability com-
plicates the logic of the job generator in several ways. First,
the sink ring buffer advances its head and tail pointers differ-
ently from the source buffer due to size changes. Second, in
the case of a ring buffer wrap-around, we need to carefully
address a common hardware accelerator constraint: For a sin-
gle job, the input data buffer must be located in a contiguous
memory region, and the output space buffer must also be in a
contiguous memory region. Given this continuity constraint,
the job generator must handle eight cases arising from three
binary conditions: whether the source wraps, whether the
sink wraps, and whether the data size increases or decreases.
We unify all cases with a clean strategy:

e Recursive Strategy for General Wrap-Around Cases: First,
if the data in the source buffer or the space in the sink buffer
wraps around, we divide them at the wrap-around bound-
ary. This results in at most two data chunks and two space
chunks. The first chunk is logically positioned before the
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Figure 10. In-Place Chunking with Decryption as an Example.
An encrypted message (3 units) is decrypted into a sink buffer
with only 2 contiguous units before wrap-around. Since the
crypto engine requires continuity, the message is first de-
crypted in-place in the source buffer, then split into two DMA
jobs. This avoids extra buffering and preserves integrity.

boundary, and the second chunk is positioned after it. Next,
we pair the first data chunk with the first space chunk to
generate a job. This step is straightforward since it involves
contiguous regions without wrap-around complexities. After
generating a job, we recursively repeat the chunking process
on the remaining data and space. Each iteration pairs the
first continuous data chunk with the first continuous space
chunk, generating a new job. This recursive process iterates
until we reach a case where neither the source buffer nor
the sink buffer wraps around, leaving all remaining data and
space in continuous regions. Figure 9b shows a case where
both source and sink buffers wrap around. The recursive
strategy works for all cases except the following one.

e [n-Place Chunking: Figure 10 shows a special case of
size-decreasing jobs where the source does not wrap but the
sink does; we address this with in-place chunking.

6 Data Plane: Fine-Grained Virtualization
6.1 Job Queues and Scheduler

Enqueue Operations: As Figure 11 shows, we maintain a
queuing system where each warp pipe is assigned a FIFO
queue. Once jobs are generated, the signal plane enqueues
them into the corresponding queue. Notably, a tenant may
use multiple warp pipes, each with its own job queue.
Dequeue Operations and Job Scheduler: Within the
data plane, the job scheduler dequeues job descriptors from
the queuing system. The job scheduler supports Round-
Robin, Priority, and more software-defined policies. Next,
we introduce a policy specifically designed for SG-IOV.
Dominant Resource Fairness Policy: Considering that a sin-
gle tenant may utilize multiple accelerators (Figure 11), we
revisit the Dominant Resource Fairness (DRF) policy for het-
erogeneous resources [70, 71]. The key idea of the DRF policy
is to ensure that all tenants receive an equal share of their
dominant resource, where the dominant resource is the one
they use most heavily relative to total capacity. When ap-
plying DRF to the SG-IOV context, we observe a natural
and useful property, termed Equal-Bandwidth Demand: each
multi-accelerator tenant consumes the same bandwidth on
all accelerators it uses. This holds because, in a pipelined
datapath of multiple accelerators, each stage processes data
at the same bandwidth. Leveraging this property, we derive
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Figure 11. Job Executors and Scheduler of SG-IOV Data Plane.
Description for different types of executors in Table 3.

Type Description

Zero-Copy Cross-Node RDMA: We use RDMA for cross-node
transfers with zero-copy host-to-host data movement, avoiding
staging on the SmartNIC. SG-IOV also supports Delegator-Initialized
RDMA, where SoC cores submit jobs to QPs on behalf of the host.

z

Full-Copy DMA: We use DMA to implement a typical transforma-
tion to move data between the host and the device.

In-line Acceleration and Transfer: We use in-line hardware
within the NIC subsystem, such as the Flow Engine, for VXLAN
tunneling.

Loopback In-line Acceleration: This is similar to the above one,
but it does not send packets to an external domain.

Look-aside Acceleration: For this type of transformation (e.g.,
encryption), both input and output buffers are on the SoC subsystem.

In-Motion Look-aside Acceleration: This operates similarly to
the above one but differs in that its input buffer resides on the host,
and the output buffer is in the SoC.

Table 3. Description of Data Transformation Types.

a clean, closed-form allocation that conforms to the DRF. We
present the formula here and more details in Appendix §A.3.

DRF under Equal-Bandwidth Demand: Consider K accelerators
with processing bandwidths Cy,...,Ck. Tenant t uses a subset S; C
{1,...,K} at equal bandwidth on each resource in S;. For tenant t, let
the bottleneck capacity be Zs, = minjes, Cj.

Per-tenant allocation (per used resource):

G

s* =min ————,
2itjes; Zs,

J

a; =s"-Zs, where

where the sum 3.;.;cs, Zs, is taken over all tenants that use resource j,
adding each tenant’s bottleneck capacity Zs, .

Example: Consider two accelerators with capacities Crpyma = 100 Gbps
and Ccrypto = 60 Gbps. Tenant T1 uses only {RDMA}, giving Zs; = 100,
while Tenant T2 uses {RDMA, Crypto}, giving Zs, = 60. The common
dominant share is

100 60
100+60" 60
Thus, T1 receives a; = 62.5 Gbps on RDMA, and T2 receives 37.5 Gbps
on both RDMA and Crypto.

s¥ = min( ) =0.625.

6.2 Job Executors

Stateless Executor Abstraction. Executor provides SG-
IOV’s unified abstraction for heterogeneous accelerators.
We design it to be stateless: after dequeuing a job descriptor,
the executor completes the job using only descriptor fields
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(e.g., source and sink addresses). All stateful tasks—buffer
tracking, dependency handling, and QoS enforcement—are
delegated to the signal plane and scheduler.

Accelerators for Transformations. In Figure 11, with
SoC-based SmartNICs, SG-IOV supports accelerators of the
following types: 1) Look-aside Accelerators; 2) In-line Accel-
erators; 3) Data Transfer Engines; and 4) General-purpose
SoC cores. We describe transformations in Table 3.

SG-IOV Control APIs: While SG-IOV focuses on I/O-
intensive data APIs, auxiliary control APIs are in A.4.

7 Implementation

We prototype SG-IOV with NVIDIA BlueField-3. We compre-
hensively characterize BF3 based on SG-IOV’s requirements
(details in §A.2). We also explore other hardware, such as
Marvell Octeon (details in §A.6).

7.1 SG-IOV Device Implementation

Due to space limits, we present only key implementation as-
pects here; further details, including optimization, dataplane
implementation, and SDK usage, are in Appendix A.5.

PCIe Emulated Device: For intra-node host-to-SmartNIC
warp pipes, we leverage the DOCA Device Emulation Library
[41] to implement emulated PCle physical functions. On the
host front-end, we use the VFIO framework [51] to query the
device’s BAR regions and configure MMIO for doorbells and
eventfd for MSI-X interrupts. To support signal-word trans-
fers from host to device, doorbells allow inline messages in
32-bit units. In contrast, MSI-X interrupts do not support in-
line messaging; therefore, we use either a PCle BAR stateful
region or DMA to transfer messages from device to host.

Mediated Pass-through Device: Atop emulated phys-
ical functions, SG-IOV further scales by provisioning host-
to-SmartNIC warp pipes as mediated pass-through devices.
A device provisioning daemon runs on the host front-end
to manage these mediated devices. The daemon uses the
Cross-FIFO interface of the physical device to relay signals
to the SmartNIC. Importantly, the daemon mediates only
signal-plane operations; the data-plane ring buffer is directly
mapped, avoiding any additional data copy.

SG-IOV Internal Modules. We implement SG-IOV in-
ternal modules in about 10.3K lines of C/C++ code, with
detailed modularity shown in Table 8 of Appendix A.5.

7.2 SG-IOV Container Network Interface (CNI)

We build SGIOV-CNI, a container network solution atop SG-
IOV that is POSIX-compliant, requires no container image
changes, and integrates with Docker and Kubernetes.
SGIOV-CNI for Secure Containers: We primarily sup-
port SGIOV-CNI for secure containers, widely adopted by hy-
perscalers. As described in §3.1, secure containers run inside
a MicroVM with a guest kernel. Warp pipes, implemented as
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pass-through devices, are exposed to the guest kernel (Fig-
ure 3b). We implement a lightweight warp pipe driver within
the guest kernel, which integrates with the socket layer to
support socket-related syscalls invoked by containerized ap-
plications. This driver interacts with the device provisioning
daemon, which is integrated as a component of the VMM
used by secure container runtimes to manage MicroVMs. To
implement QP sharing, the daemon intercepts guest-kernel
MMIO operations to PCle resources (e.g., registers and QPs),
remaps them in software, and performs QP multiplexing by
encoding MicroVM-issued QP actions (e.g., TX descriptor
submission) with a compact signal (§5.1). On the SmartNIC,
the backend performs demultiplexing: it fetches MMIO com-
mands from the warp pipes, extracts the signal fields, and
generates the corresponding transformation job (e.g., DMA).
SGIOV-CNI for Traditional Containers: Although we
focus on secure containers, SGIOV-CNI also integrates with
Linux kernel-based runtimes; details are in Appendix A.5.

8 Evaluation
8.1 Setup

Testbed: Our testbed consists of two servers connected to
a 100GbE switch. Each server has an NVIDIA BlueField-3
(B3220) with a 100GbE cable. Each server is equipped with
two Intel Xeon Gold 6346 processors, 384GB DDR4, and PCle
Gen4x16 links. The host machines run Ubuntu 22.04 with
kernel 5.15, and DOCA v3.0.

Measurements: We report bandwidth, latency, and CPU
utilization; each test runs for 5 minutes with a 10-second
warm-up, is repeated five times, and reports standard devia-
tions as error bars in the figures.

Baselines: For end-to-end comparisons with SGIOV-CNI,
we have two baselines: 1) We use Cilium (v1.16) [18], a pop-
ular, versatile, and high-performance CNI adopted by hy-
perscalers [19, 20]; 2) We build a baseline using NVIDIA
Sub-Functions (i.e., Scalable Functions, SF) [96], configured
following the official user guide [95]. Then, we deploy the SR-
IOV CNI Plugin [47], a standard CNI that provisions SR-IOV
PFs/VFs and SFs [65, 94] for containers. Notably, the SR-IOV
CNI provides only device passthrough and thus lacks native
support for essential CNI functionalities such as virtualiza-
tion, L7 HTTP proxy, and traffic security. To support these
functionalities, we follow the official DOCA VNF (virtual
network function) reference application [22] to implement
them on the SmartNIC SoC. Overall, the baseline using SFs
follows the datapath illustrated in Figure 6.

8.2 Micro-Benchmarking SG-IOV

8.2.1 Evaluate Scalability. In Figure 12, we measure the
number of concurrent devices that SG-IOV can support. We
use POSIX send() /recv() over warp pipes while measuring
the host-to-device bandwidth and the round-trip latency. For
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Figure 12. Benchmarking SG-IOV Scalability.

bandwidth tests, we use 128KB messages, and for latency,
4KB messages (varying sizes in later experiments).

In Figure 12a, we scale the number of sockets up to 4K,
keeping an aggregate bandwidth of up to 190Gbps (PCle
Gen4x16) across all settings, which is sufficient to match the
100GbE network line rate. Moreover, each socket can fairly
share bandwidth without starvation, even at the massive
scale of 4K sockets. While there are no fundamental limita-
tions for scaling beyond 4K, we stop since the 4K source/sink
buffers already consume a relatively large 8GB of memory.
Note that the number of sockets far exceeds the number of
CPU cores, so we use a thread pool to multiplex all socket
operations with a fixed number of cores (8 cores in our setup).
Importantly, these 8 CPU cores are dedicated to the traffic
generator and do not contribute to the resource overhead of
SG-IOV. The SG-IOV resource setup remains consistent, as
described earlier, regardless of the number of sockets.

In Figure 12b, we present latency results while scaling
the number of sockets. We try two job scheduler policies:
priority scheduling in a work-conserving manner and round-
robin (RR). For priority scheduling, we measure the latency
of the socket with higher priority while it competes with
other lower-priority sockets. While scaling the number of
sockets by 500x, from 8 to 4K, the latency increases by only
2.8x, demonstrating that SG-IOV can not only support a
large number of concurrent sockets but also execute the
workflow with the expected priority. The 2.8x increase in
latency is mainly due to the work-conserving manner, which
ensures the system remains busy. For comparison, scaling SR-
IOV to 128 VFs results in a 3.75x increase in RDMA latency
(ib_write [6]). For the RR scheduling, the latency increases
as the sockets fairly share the processing resources.

8.2.2 Evaluate Flexibility and Efficiency. We evaluate
both size-preserving data transfers and size-varying trans-
formations. Firstly, for data transfers (Figure 13), we evaluate
the efficiency of full-copy host-to-device data transfers and
zero-copy host-to-host data transfers (delegator initiates).
Figure 13a presents the throughput when transferring data
from the host to the SmartNIC SoC. A single H2D warp pipe
can achieve a maximum throughput of 150Gbps (D2H perfor-
mance is symmetric). For comparison, we also present results
for RDMA-based solutions where RDMA implements both
signaling and intra-node data copying. SG-IOV, by default,
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Figure 13. Benchmarking Data Transfer Performance of SG-
I0V: Full-Copy Host-to-Device and Zero-Copy Host-to-Host.

utilizes BF3 HW-FIFO for signaling and DMA for intra-node
data copying, which outperforms RDMA-based solutions.

Figure 13b presents the latency results of the warp pipe.
To measure the latency, we use a ping-pong test where the
host produces the data, and the device acts as a bouncer.
The round-trip time is around 8ys. The completion time of
D2H and H2D DMA jobs (2x4 pus) accounts for the major-
ity. Additionally, we benchmarked the DMA-based solution
against RDMA-based ping-pong between the host and the
device. In unloaded scenarios without inter-server traffic,
“RDMA (unload)” achieves similar latency compared to the
DMA-based warp pipe. However, under loaded conditions,
such as when generating 100Gbps inter-server traffic with
perftest [6] ib_read, RDMA ping-pong latency significantly
escalates due to contention in the NIC. SG-IOV maintains
low latency under loaded conditions, thanks to HW-FIFO
and DMA being less impacted by cross-server RDMA.

In Figures 13c and 13d, we present results for the zero-
copy inter-node transformations. As described in §6.2, we
support Full-Copy (FC) and Delegator-Initialized Zero-Copy
(ZC) for inter-node transfers. The results indicate that Zero-
Copy Mode achieves lower latency and higher throughput by
bypassing the SmartNIC SoC subsystem. Especially for large
messages, the savings in data movement costs are notable
with Zero-Copy Mode. Despite the data movement costs, Full-
Copy Mode is also beneficial for some scenarios requiring
going through the SoC subsystem to utilize diverse look-
aside accelerators and other SoC units.

Next, we evaluated size-varying transformations. In
Figure 14a, we present the results for the in-motion look-
aside acceleration. We use two warp pipes; one is for H2D
with AES-GCM encryption as the transformation, allowing
us to write plaintext data on the host and then read the en-
crypted data from the SmartNIC SoC, while the other is for
D2H with AES-GCM decryption as the transformation. This
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Figure 15. Host CPU Core Savings from Offloading Cases:
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pair of warp pipes is used for message-level encryption in
container networks. We show throughput results for the
loopback test, taking into account both encryption and de-
cryption. We use the raw stress-test throughput of the AES
engine as the baseline, where jobs are executed directly with-
out any system integration. The results show that SG-IOV
not only integrates crypto engines but also sustains their
peak hardware capacity.

Figure 14b shows loop-back in-line benchmarks for IPsec,
VxXLAN, and Longest Prefix Matching (LPM). The results
indicate that we achieved nearly a 400Gbps processing rate
with in-line accelerations for SoC-initialized loop-back tests,
near the peak bandwidth of the BF3 on-board interconnect.

8.2.3 Evaluate Scheduling. Figure 14c illustrates two ten-
ants contending for an AES-GCM engine. SG-IOV supports
accelerator isolation via Priority, Round Robin, and DRF
scheduling. For the DRF configuration, one tenant uses only
RDMA, while the other uses RDMA (~100 Gbps for 128 KB)
plus look-aside encryption (~40 Gbps for 128 KB), yielding
an approximate bandwidth ratio of 7:3 for RDMA under the
DREF policy. The results demonstrate that SG-IOV can faith-
fully enforce resource allocations according to each policy.

8.3 End-to-End Evaluating Container Networks

In this section, we conduct an end-to-end evaluation of the
SGIOV-CNIL. For the baselines, we use Cilium and the CNI
over NVIDIA Sub-Functions (abbr. Sub-Func. or SF), with
setup in §8.1. We focus on offloading three typical tasks:
transport over tunnels, L7 HTTP proxy, and secure transfers.

8.3.1 Saving Host CPU Cycles. Figure 15 shows core
savings from offloading transport over tunnels and L3/L5
security tasks. In this test, we use iperf3 [32] (under default
settings, 128KB message) as a containerized application and
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Figure 16. Host CPU Core Savings from Offloading Case:
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linux-perf [8] for reporting CPU cycle counts. We config-
ure Cilium to enable the built-in functionalities: in-kernel
TCP/IP, VXLAN, and IPsec. As mentioned in §3.1, Cilium has
not enabled end-to-end L5 encryption. Thus, we implement
message-level encryption within the containerized appli-
cations using the OpenSSL AES-GCM cryptographic suite.
For SFs, we offload VXLAN tunneling and traffic security
(L5 AES/L3 IPsec) using the DOCA VNF application on the
SmartNIC SoC. We present core utilization in terms of CPU
Cycles Per Byte, a more consistent metric across different
CPU generations than CPU utilization. Compared with Cil-
ium, offloading results in a saving of 4.65 cycles per byte at
the sender (Figure 15a) and receiver side (Figure 15b). On
our testbed, equipped with a CPU @3.10GHz, these cycle
savings translate to a total saving of ~1.9 cores per 10Gbps
for both sender and receiver combined. Compared with SFs,
SG-IOV saves 0.98 cycles per byte at both the sender and
receiver, since SFs expose only L2 packet interfaces and still
require in-kernel L4/L3 TCP/IP processing to serve sockets
for containers. The overhead is illustrated in Figure 6 and
discussed as Issue #2 in §3.3.

Figure 16a demonstrates offloading application-level pro-
cessing. Cilium typically uses an Envoy proxy for HTTP
processing: requests are generated by wrk [9] in a container,
pass through Envoy for load balancing and URL rewriting,
and are served by an nginx [38] backend server. We divide
the host CPU usage into two segments: application process-
ing and the proxy. For SG-IOV, the Envoy is shifted onto the
SmartNIC, leaving only the containerized application to run
on the host. Notably, Envoy is CPU-intensive. For instance,
with a single connection and a 64KB response length, Envoy
alone utilizes nearly one full CPU core (104.6%). For SFs,
we offload the Envoy to the SmartNIC via DOCA VNF to
intercept traffic and handle L7 processing, eliminating host
CPU overhead for proxying compared with Cilium. However,
SFs still incur host-side kernel TCP/IP (kTCP) processing,
yielding smaller offloading benefits than SG-IOV.

Figure 16b shows host core savings from offloading the
kernel data path without Envoy under the same workloads.
In this test, even though HTTP requests are directly sent out
through the kernel network stack while bypassing Envoy, the
host kernel still consumes CPU cycles for the network stack.
To operate the single connection continuously requesting
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64KB-size HTML files, the kernel network stack consumes
about 0.24 host CPU cores. Similarly, for SFs, KTCP also
consumes host CPU cycles.

8.3.2 Increasing Throughput. Figure 17 shows through-
put results. In Figure 17a, we set up a single connection
between two containers using iperf3. For the SF CNI, we con-
figure DOCA VNF for plaintext forwarding and use DOCA
Flow [21] with E-Switch hardware acceleration for encrypted
traffic. For plaintext stream transmission, SG-IOV achieves
higher throughput. For example, with a 128KB message size,
SG-IOV sustains 38.0Gbps, which is 53% higher than Cilium
thanks to SG-IOV’s efficient inter-node transfers. SG-IOV
achieves up to 22% higher bandwidth than SFs by streamlin-
ing the datapath through direct exposure of message-level
devices to containers, while the SF CNI still incurs host CPU
overhead for in-kernel message-to-packet processing. For
encrypted data, Cilium, which relies on host x86 cores for
IPsec, is limited to a maximum of 3Gbps for a single con-
nection with a 1500B MTU. Even with an increased MTU
of 9000B, throughput remains around 8.8Gbps. In contrast,
SG-IOV with hardware encryption maintains high through-
put (up to 37.2Gbps, 12.4x higher than Cilium). Moreover,
SFs deliver comparable encrypted-traffic bandwidth to SG-
IOV, as both use hardware-accelerated encryption, while
SG-IOV further streamlines the datapath by avoiding host
CPU involvement in message-to-packet processing.

Figure 17b displays the throughput performance as the
number of connections increases. SG-IOV maintains through-
put scalability similar to Cilium. In this test, we utilize plain-
text transfer with a message size of 128KB. On our 100GbE
testbed, both SG-IOV and Cilium reach over 90Gbps. SG-IOV
surpasses both Cilium and SFs in terms of higher throughput.
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RingBuffer (Configurable)
Metadata
Job Queue

1 MB x 2 (RD/WR)
256 B
64B X 128 Entries

Memory
per Socket

Table 4. Resource Accountability for SG-IOV Devices.

8.3.3 Reducing Latency. In Figure 18, we measure net-
work latencies with real-world containerized applications. In
Figure 18a, we measure latencies using NPtcp [39] in contain-
ers. SG-IOV achieves lower latency than Cilium, especially
when using delegator-initialized zero-copy (§6.2) for inter-
node transfers. For example, this results in a 48% reduction
in latency for a 32KB message. Moreover, even in full-copy
mode, SG-IOV achieves performance on par with Cilium,
thanks to efficient signaling and intra-/inter-node transfers.
SG-IOV outperforms SFs because CNI over SFs incurs an
inefficient cyclic stream-to-packet transformation (shown in
Figure 6). Notably, we even carefully optimized the SF CNI by
offloading only lightweight functions to the SmartNIC SoC
and enabling DPDK and DOCA Flow acceleration. SG-IOV,
especially in zero-copy mode, employs a more streamlined
datapath in which only control operations are handled by
the SmartNIC SoC, enabling low-latency data transfer.

In Figure 18b, we measure latencies using containerized
wrk to generate HTTP requests for backend Nginx servers.
We show HT TP request latencies (min, P25, P75, P99) in a box
plot. For Cilium, HTTP requests pass through the in-kernel
network stack. Since legacy Nginx lacks RDMA support, SG-
IOV instead uses an accelerated user-space TCP/IP stack
over ARM cores (XLIO library [54] from NVIDIA). The re-
sults show that SG-IOV achieves lower latency than Cilium,
particularly in terms of tail latency (e.g., a 46% reduction for
a 4KB HTML response). SG-IOV achieves comparable aver-
age latency to SFs but better tail latency, as SFs rely on host
CPU involvement for L5-to-L2 CNI processing, introducing
additional variability.

8.3.4 Scalability with Increasing Container Counts. In
Figure 19a, we measure throughput using iperf3 with a setup
similar to the experiments in Figure 17. For each container,
we configure four concurrent sockets, which can achieve
reasonably high performance, as shown in Figure 17b. In
Figure 19a, we report both aggregate and per-container band-
width, showing that SG-IOV CNI scales well with increasing
container counts while maintaining high throughput and
fair per-container bandwidth with low variance.
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In Figure 19b, we measure latency using containerized
NPtcp with a setup similar to Figure 18a (64B messages).
As demonstrated in the microbenchmark (Figure 12b), SG-
IOV supports multiple scheduling policies, including priority
and round-robin. Under priority scheduling, the latency of a
high-priority container increases by only 3.1x as container
count scales to 256, consistent with the microbenchmark (Fig-
ure 12b). Under round-robin scheduling, latency increases
as expected due to bandwidth sharing among containers.

Table 4 summarizes the memory footprint of SG-IOV de-
vices to analyze scalability. The main cost is read/write ring
buffers. We use a 1MB default buffer size, similar to Linux,
and SG-IOV can scale to many devices by reducing buffer
sizes. Other overheads are modest: 256B per device for meta-
data (e.g., head/tail pointers) and 8KB per device for job
queues, which can scale given BF3’s 32GB memory.

8.3.5 Cost-Benefit Analysis of SmartNIC Offloading.
Besides performance gains, we compare the host CPU and
SmartNIC from the following aspects:

e CapEx: We compare capital expenditure (CapEx) using
price quotes for our testbed, sourced from a single OEM to
avoid cross-vendor variability. We normalize costs to the
CPU price. One BF3 SmartNIC costs 39.1% of the CPU price,
while a dual-port 100GbE NIC (Intel E810) costs 10.8%, result-
ing in a 28.3% SmartNIC premium over a conventional NIC.
As shown in §8.3.1, processing 100 GbE CNI traffic consumes
29.7% of host CPU cores (1.9 cores per 10Gbps for 64 cores).
Thus, SmartNICs are CapEx-competitive with host CPUs,
consistent with prior observations [11, 59];

e Operation Profits: SG-IOV frees host CPU cores for
revenue-generating workloads, a benefit sustained through-
out the server life cycle and aligned with major cloud providers’
motivation to reduce the I/O Virtualization tax [14, 68, 119];

® OpEx (Energy): We compare operating expenditure (OpEx)
via energy consumption. Using IPMI [48], we measure run-
time power under the same setup as Figure 17 (five con-
nections at line-rate). The Cilium baseline consumes about
397 W, while SG-IOV consumes 290W, yielding a 107W re-
duction. Normalized to the 410W CPU TDP (Thermal Design
Power), this corresponds to a 26.1% power saving;

o Interference: SmartNIC offloading reduces interference
between CNI functionalities and co-located applications.
With the same setup as Figure 16a, co-locating iperf3 with
Envoy on one core reduces throughput by up to 49.8%, which
SmartNIC offloading helps avoid. Furthermore, from a secu-
rity perspective, the SmartNIC is isolated from the host CPU,
providing a strong trust model [16].

9 Related Work

I/0 Virtualization: OCP S-IOV (contributed by Intel) [45]
and HD-IOV [120] enhance SR-IOV scalability for ASIC NICs.
We target SmartNICs with a software-mediated backend; un-
like S-IOV and HD-IOV that allocate one QP per device,
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SG-IOV can multiplex within a QP and further adds support
for size-varying transformations and fine-grained virtual-
ization. FastIOV [90] speeds up IOV device setup for secure
containers, an orthogonal optimization that could also bene-
fit SG-IOV pass-through devices. We also refer to NVMe IOV
studies [41, 73, 80] for background on PCle device emulation.

Host-NIC Interaction: As noted earlier, Pismenny et
al. [99] propose novel autonomous offloading for ASIC NICs
to support L5+ processing, but it relies on size-preserving
transformations. NICA [64] demonstrates in-line accelera-
tion on FPGA-based SmartNICs, while SG-IOV primarily
leverages SoC-based SmartNICs and integrates additional
accelerators such as look-aside engines. FlexDriver [63] at-
taches drivers to accelerators, while SG-IOV integrates ac-
celerators directly into the datapath. ASNI [113], Enso [103],
and more [66, 98] explore metadata and payload buffer lay-
outs, as well as host-NIC interactions. While prior works
emphasize size-preserving NIC transport, SG-IOV uses soft-
ware at the front- and back-end to flexibly design meta-
data/payload handling and integrate diverse accelerators.

Container Networks: Cloud providers evolve K8S Ser-
vice CNIs (e.g., Azure with enhanced security [3]), yet CPU
overhead and performance issues persist, which SGIOV-
CNI addresses. CNI has many solutions [17, 25, 53, 76, 125];
SG-IOV uses efficient offloading to deliver equivalent rich
features. For microservice, CNI is an essential component
[60, 72, 78, 101, 106], which can benefit from SGIOV-CNI im-
provements. Beyond containers, SG-IOV PCle device poten-
tially supports other virtualized OS such as Virtual Machines
and Unikraft [79, 83, 118].

SmartNIC Offloading: In SR-IOV offloading, AccelNet [67]
uses VFs for host tenants and AWS EFA (i.e., Nitro) exem-
plifies emulated PCle devices. Unlike these VM-oriented
paradigms, SG-IOV targets containerized clouds. SmartNIC
offloading covers many use cases [58, 74, 77, 82, 84, 89, 92, 97,
102, 105, 109, 111, 116, 117]. Solar [92] and BurstCBS [109]
apply signal/data plane separation to storage; in a similar
spirit, SG-IOV develops different techniques for CNIs.

10 Conclusion

This paper presents SG-IOV, a new IOV mechanism to offload
container networks onto SmartNICs. SG-IOV is scalable, flex-
ible, and provides granular virtualization. SGIOV-CNI can
help containerized cloud reap substantial core savings and
boost performance. We envision SG-IOV as an abstraction
for more I/O scenarios and offloading devices.
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A Appendix
A.1 I/O Virtualization (IOV) Primer

Para Virtualization (PV) enables a split front-end/back-end
architecture for virtual devices, where the front-end resides
in the guest OS kernel and the back-end lives in the Virtual
Machine Monitor (VMM) or host (e.g., vhost). Virtio is a
representative PV standard supporting devices like virtio-net.
Originally designed for interaction between guest and VMM,
Virtio’s virtqueues now can map onto hardware-accelerated
queues over PCle via Virtio Data Path Acceleration (vDPA),
as supported in emerging SmartNICs [29, 57].

Device Pass-through assigns PCle devices to VMs or con-
tainers, allowing direct access to doorbells and interrupts,
while enabling devices to perform DMA to guest memory
without host kernel involvement. To address the scalability
limitations of assigning all hardware resources (e.g., TX/RX
queues) to a single physical function, SR-IOV [1] introduces
Physical Functions (PFs) and their associated Virtual Func-
tions (VFs). Each PF/VF is allocated a subset of the device’s
hardware resources, making SR-IOV a hardware-defined vir-
tualization approach.

Mediated Pass-through enables flexible composition of
hardware resources through a software mediation layer, such
as Intel’s Virtual Device Composition Module (VDCM) [45].
VDCM software can remap hardware resources, such as
TX/RX queues, to multiple mediated devices (MDEVs), en-
abling finer-grained resource partitioning than SR-IOV. More-
over, MDEVs can expose the full feature set of the under-
lying device, similar to SR-IOV PFs/VFs, and can achieve
near-native performance, as only slow-path operations (e.g.,
control path) are mediated.

SmartNIC-based IOV: Emulating virtual devices with Smart-
NICs brings key benefits for cloud infrastructure by offload-
ing I/O stacks to specialized accelerators, while preserving
the host’s standard PCle functions. Originating in the cloud
VM era, hyperscalers have widely adopted such devices; for
instance, AWS EFA over Nitro [14], Microsoft AccelNet [67],
and Alibaba eRDMA over CIPU [119].

A.2 BlueField-3 Characterization

In this work, we focus primarily on the NVIDIA BlueField-3
(BF3), as shown in Figure 4. In §3.4, we discuss the capabilities
we leverage from BF3, and next we benchmark the primitives
used in SG-IOV. Besides the BF3, we also consider other
hardware devices (Appendix A.6).

SG-IOV Requirements for BF3: Although some prior
works have presented characterization on BlueField Smart-
NICs [61, 114, 121], SG-IOV imposes several unique require-
ments not fully addressed by prior works:

e Consistent low latency for fast signaling such that syn-
chronization can be quickly done between the host and
the SmartNIC SoC;
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e Interference-conscious communication, where inter-host
(cross-server) traffic should observe no performance drop
while competing with intra-host traffic;

e SoC-delegated zero-copy communication, allowing data
moves directly through the NIC without being routed
through the SoC, while the SoC retains the control on
behalf of the host. Based on the requirements, we present
the following findings from characterizing the BF3:

Tests ‘ 100% Loaded

Device Init., Host Bounce
Host Init., Device Bounce

Unloaded ‘
RTT=1.7 £ 0.1 ps RTT=1.9 £ 0.2 ps
RTT=2.3 +0.2 ps RTT=2.4 +£ 0.2 s
Device Send, Host Receive | RPS=0.73 + 0.02 M | RPS=0.71 + 0.02 M
Host Send, Device Receive | RPS=3.32 + 0.04 M | RPS=3.26 + 0.04 M

Table 5. Microbenchmark of the HW-FIFO.

Finding #1: HW-assisted FIFO queues deliver deter-
ministic and consistently low latency. BF3 provides a pair
of hardware FIFO queues (HW-FIFO) between the host and
the SoC, which can implement the Cross-FIFO data struc-
ture described in §5.1. BF3 originally uses it to realize the
management interface (RShim) for SSH access. We repur-
pose it to implement Cross-FIFO. We measure the latency
and throughput of the HW FIFO queue using a ping-pong
test between the host and the SoC. As shown in Table 5,
it achieves consistently low latency and high RPS regard-
less of the network load. When transferring an 8-byte word,
one HW-FIFO takes sub-microsecond level one-way latency,
more than 3X faster than the best-configured DMA command.
The Host-to-Device and Device-to-Host deliver 3.32 and 0.73
MRPS (million requests per second), respectively. We ob-
served negligible performance degradation even when the
network port is fully loaded (100 Gbps). Thus, the HW-FIFO
is good at transferring small and latency-sensitive messages,
manifesting it as a suitable option for realizing signaling.

B Only Intra-server(NIC DMA)
I Only Intra-server(SoC DMA)
- Intra-server (NIC DMA)+Inter-server (NIC DMA)
Intra-server (SoC DMA)+Inter-server (NIC DMA)

g D -
5 102 <10

S L 101 F F (

g0’ 210

@ 256 1K 4K 16K64K = 256 1K 4K 16K64K

Data Size (Bytes) Data Size (Bytes)

Figure 20. Interference from Out-facing Traffic, NIC DMA vs.
SoC DMA at 100Gbps Inter-Server Network Load.

Finding #2: The SoC DMA incurs little interference
with the NIC DMA. BF3 employs a dual-DMA-engines archi-
tecture that provides two DMA data transfer paths [41, 114].
The NIC ASIC DMA, with restricted programmability, facili-
tates traditional NIC-Host networking functions with RDMA
support. The SoC DMA, favoring SoC-Host offloading, allows
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Figure 21. Comparing Typical Data Copy and X-GVML.

Primitives ‘ Low Lat. (1KB msg) ‘ Max BW (1MB msg)
Host-Init. RDMA 4.13 £ 0.11 ps 89.95 + 2.4 Gbps
X-GVMI RDMA 433 £ 0.14 pis 87.47 + 2.1 Gbps

Table 6. Microbenchmark of the X-GVMI Mechanisms.

applications to explicitly manipulate DMA instruction words
and control the submission/completion procedure. SG-IOV
facilitates both inter- and intra-server data transfer, which
ideally should cause no interference to each other. To explore
which communication primitives satisfy this requirement,
we perform a characterization experiment that co-locates
the inter-server and intra-server traffic and examines the
performance degradation. Specifically, the inter-server traf-
fic uses RDMA READ under 16 concurrent QPs (which can
max out the port bandwidth). We then launch intra-server
data transfers using the NIC DMA or SoC DMA.

Figure 20 presents the throughput and latency in differ-
ent cases. When using the NIC DMA engine for both traffic,
there is a drastic performance reduction, whose through-
put drops to almost zero and latency increases significantly.
However, when using the SoC DMA engine, since it is phys-
ically isolated from the NIC DMA, we observe considerably
less interference (within 1%) compared with the case when
running inter-server traffic exclusively. Further, we find out
that the SoC DMA on the BlueField-3 sustains at more than
150Gbps, outperforming the NIC DMA.

Finding #3: The SoC cores can initiate Host-to-Host
RDMA on behalf of the host to enable efficient zero-copy.
Utilizing the advanced X-GVMI (Cross-Guest Virtual Ma-
chine Index) capability of BlueField-3, the SoC ARM cores
can initiate data transfers on behalf of the host—a feature
originally designed for HPC scenarios [107, 112].

Figure 21 illustrates the X-GVMI mechanisms. In a typical
RDMA workflow (Figure 21a), access to a Memory Region
(MR) is exclusive to the MR creator. Consequently, a typical
offloading procedure involves transferring data from the host
memory to the SmartNIC SoC memory. Then, the SmartNIC
initiates network operations from its own memory. This
process involves an additional hop. As Figure 21b shows,
X-GVMI allows access to MR across host and SoC domains
without copying data. The main procedure consists of three
main steps: 1) the host allows X-GVMI access to a registered
MR; 2) the host exports a memory key (MKey); 3) the SoC
attaches the MR indicated by the Mkey. Crucially, it allows
for data to remain on the host, aligning with the zero-copy

\Export
Memory

ARM ARM
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mode requirements by avoiding unnecessary data movement.
We call it the Delegator-Initialized RDMA in §6.2.

Table 6 shows the performance achieved by X-GVMI com-
pared to traditional host-initiated RDMA. The results show
that X-GVMI incurs minimal performance overhead.

A.3 DRF Policy under Equal-Bandwidth Demand
Setup:
e K accelerators with processing bandwidths Cy, . . ., Ck.
e Tenant t uses a subset S; C {1,...,K}, consuming
the same bandwidth on each resource in S; (equal-
bandwidth demand).
e Per-tenant rate: a; denotes the bandwidth allocated to
tenant t on each resource in S;.
e Dominant share:

s A
o= —
t= 7
is the tenant t’s usage normalized to its bottleneck

capacity.

Derivation of the closed form. Starting from the opti-
mization problem of DRF [70], we first transform the problem
of maximizing allocation to maximizing the dominant share.

max g
1
s.t. Z a; < Cj, Vj (Resource Constrain)
t:jeS:
atx aty .
max — = max — Vty, ty(Dominate Share)
j€Se. Cj jeSy, Cj

(1)

The above optimization problem can be converted to a

Linear Program with an additional auxiliary variable z; that
mitigates the max constraint with some € > max; C;:

max ai—eZzt
1

t

s.t. Z a; < Cj, Vj
t:jeSy
a; < z,C; Vit
th = zty \V,tx, ty
Zr 2 ovt

The constraint set is always feasible. In reality, we always
have positive solutions because C; > 0.

Thus Program (1) always has a solution ¢ where for all
possible tenants ¢, a; > 0, which means we can rewrite

az
0 = max —
JjeS;i Cj
1 1
— = —max —
a; o jesi Cj

a;=ominC; = 0Z;
1 J
_]Esi
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Therefore we can rewrite the original optimization prob-
lem as the following:

max o
ofa}
s.t. Z a; < Cj, V]
t:jeS;

Then we derive the closed form expression.

Step 1 (Normalization). Since o; = a;/Zs,, a; = 0:Zs,.
The capacity constraint on resource j becomes:

> ez <c
t:jeS;

Step 2 (Equalization). At the DRF optimum, all tenants
have the same share: o, = s for all ¢. Substituting into the
capacity constraints:

C;
o Z Zs, <C;j = o% L
t:jeSs ZtZt

Step 3 (Closed form). The maximum common share is:
Cj
izt

Step 4 (Allocation). Each tenant receives:

(Vt),

" = min
J

*

a; = O'*Zt, o

“r _
zZ
which satisfies capacities and maximizes resource allocation.
Extension to Size-Varying Workloads: Our DRF analy-
sis naturally generalizes to size-varying workloads where a
tenant ¢ consumes multiple accelerators at fixed ratios {r; ;}
instead of at equal (1:1) bandwidth.
DRF under Ratio-Bandwidth Demand: Consider K accelerators
with processing bandwidths Cy, .. ., Ck. Tenant t uses a subset S; C
{1,...,K} and consumes resource j € S; at a fixed ratio r; j relative to
its per-tenant allocation scalar a;. That is, if tenant t is allocated a;, it
consumes a; - ry,j bandwidth on resource j.

Ratio-aware bottleneck (per tenant):

Gj

Z; £ min
JES rt,j
Per-tenant allocation (scalar):
G
Zt:jESt Zy T j ’
Here 3. jes, Zt7t,j sums the normalized load that all tenants impose on
resource j under the bottleneck-normalized scaling Z;.

a;=s"-Z; where s"=min

J

Reduction to equal-bandwidth: When r, ; = 1 for all ¢, j, we recover

c.
Z; =minjes, C; and s* = min; ——~4—-.
t A J Ltjes; Zt

A.4 SG-IOV Control and Auxiliary Functionalities

For SG-IOV design, we focused on I/O-intensive data APIs,
but offloading also needs auxiliary features like socket con-
trol APIs. In SG-IOV, we support socket control APIs (e.g.,
connect()). Between the host and the device, we dedicate two
warp pipes: one for host-to-device communication and the
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other for device-to-host, forming the control channel. For
example, in the case of connection setup syscalls like TCP
connect(), we modify the syscall implementation to redirect
connection requests from the host to the offloaded network
stack. Requests are transferred via the control channel. Once
the offloaded stack establishes the connection, the offloading
device (e.g., SoC cores) responds back to the host’s syscall
via the control channel. With this mechanism, we implement
control APIs such as listen()/accept(), and others.

Helper Functionalities and Semantics: Beyond socket
control APIs, we identified helper functionalities to enhance
host-device interaction in Table 7.

API

Read / Write
SetHead / SetTail
GetHead / GetTail
SetCopyBatchSize

Functionality Description l

Basic Data Transfer

TCP Proxy ConnectRelay / AcceptRelay
Cross-pipe Orderliness Rd/Wr (cond. OrderCrossPipe)
Object Atomic Transfer Rd/Wr (bool AtomicToRemote)

Query across Host-Device GetHead/GetTail (bool Sync)

EventSet / EventPoll

Event Notification Relay
Table 7. Auxiliary Functionality Set of SG-IOV.

A.5 Implementation Detail

Optimized Cross-FIFO for BF3: We leverage the BF3 hardware-

assisted RShim FIFO to transfer signals, as indicated by Find-
ing #1 from our tests (§A.2). RShim FIFO was originally used
for SSH access from the host to the SoC, but we surpris-
ingly found that its low latency makes it well-suited for
implementing Cross-FIFO for intra-node warp pipes. To sup-
port cross-node warp pipes, we implement Cross-FIFO using
RDMA to transfer signals.

Virtio Compliance: We reference the Virtio Specifica-
tion to ensure compatibility of SG-IOV devices. Specifically,
warp pipes conform to the Virtio Socket Device model, en-
abled in part by Cross-FIFO’s compatibility with virtqueues.
We emphasize Virtio compliance for two key reasons: first,
Virtio standardizes the host front-end driver interface; sec-
ond, modern SmartNICs widely support Virtio acceleration
technologies such as vDPA [50], which enhance hardware
virtqueue performance over PCle.

Memory Management: Each node maintains two main
data buffer regions: one on the host side and one on the
SmartNIC SoC side. We manage both regions using the uni-
fied DOCA mmap library, which enables two key capabilities.
First, accelerators from other DOCA libraries (e.g., crypto)
can directly operate on these regions. Second, programs run-
ning on the SoC ARM cores can initiate RDMA operations
using these buffers. Even when both the source and destina-
tion buffers reside outside the SoC ARM side, the ARM cores
can still delegate RDMA initialization via the X-GVMI mech-
anism described in §A.2, thereby avoiding staging copies.
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Figure 22. Offloading Container Networks through SR-IOV
Paradigms for On-Path SmartNICs.

Module Main Sub-modules Lines of Code
Signal Plane | Job Generator / Memory View Sync ~1,600
Data Plane Job Scheduler / Executor Setup ~4,100
PCle DevEmu Doorbell / MSI-X Handler ~1,300
Core States Job Queues / Global Contexts ~1200
Memory View Data Buffer Management ~400
Cross-FIFO HW-FIFO / RDMA-FIFO ~900
Auxiliary Lock-free Ring Buffer/ Eventfd ~800
Total ~10,300 C/C++

Table 8. Modules of SG-IOV.

DMA Isolation and Security: In SG-IOV, all DMA jobs
are initiated by the data plane on the SmartNIC back-end. The
SmartNIC SoC is physically isolated from the host CPU, offer-
ing a stronger trust model. This centralized control enables
the SmartNIC back-end to enforce isolation across all warp
pipes; for example, through scheduling policies discussed in
§6.1. Additionally, hardware features such as PASID-based
isolation [45] of the IOMMU are applicable for SG-IOV.

Accelerators Integration: On the SmartNIC back-end,
we dedicate ARM cores to the data plane—one handling TX
flow tasks and the other for RX direction tasks. Notably,
these ARM cores are responsible only for submitting jobs to
accelerators and polling for completions; they do not perform
heavy computation themselves. To support a wide range of
accelerators, the data plane adopts a general submission
and polling workflow compatible with most domain-specific
accelerators, including those provided by the DOCA library.

SGIOV-CNI for Traditional Containers: Although we
focus on secure containers, we also explore integrating SGIOV-
CNI with traditional host Linux kernel-based container run-
times. Within the host kernel, we use the eBPF program [23]
to redirect containerized application sockets to SG-IOV sock-
ets. This method is inspired by how Cilium [18] redirects ap-
plication sockets to Envoy Proxy listeners. We hook the eBPF
program to socket operations (i.e., sockops and sockmap),
so that when syscalls like sendmsg() trigger, we redirect the
traffic to SG-IOV sockets. Beyond eBPF-based redirection, an-
other approach is to expose warp pipe pass-through devices
directly to the container namespace, similar to how SRIOV-
CNI exposes VFs [46]. This method requires a warp pipe
driver in the host Linux kernel, which can be implemented
using the vDPA driver framework [30]. For prototyping with
generality, we adopt the eBPF-based method.
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SG-IOV Internal Modules. During SG-IOV implementa-
tion, we emphasize modularity as Table 8 outlines.

A.6 Generality to Other Hardware

On-path SmartNICs: Figure 22 illustrates on-path Smart-
NIC such as Marvell Octeon [36] and Netronome Agilio
[37]. Here, we use Octeon as one example. On the host side,
Octeon supports SR-IOV VFs, which operate as packetized in-
terfaces similar to the BlueField case. On the SmartNIC side,
Octeon includes a specialized hardware unit called System

DMA Packet Interface Unit (SDP), which acts as a bridging
interface between the Host and Octeon. Notably, Octeon

is viewed as an "On-Path" SmartNIC. It does not expose a
normal Ethernet Device to host, but only the SDP interface.
Instead, the Ethernet devices are operated on the Octeon side.
However, similar to the Bluefield case, the SDP devices are
still operating as packetized interfaces. If the Octeon wants to
perform message-level accelerations over hardware engines
or software libraries, it must first reconstruct the original
messages. Thus, Octeon faces similar limitations with cyclic
transformation as BF3, which SG-IOV helps address.

Porting Cross-FIFO to Marvell Octeon SmartNIC: To
further assess SG-IOV’s feasibility, we port Cross-FIFO to the
Marvell Octeon SmartNIC. The testbed directly connects two
100GDbE servers: one with an Octeon 10 DPU (CN106-2P100)
and the other with an NVIDIA ConnectX-7. As described in
§5, one end of Cross-FIFO runs on Octeon’s ARM Neoverse
N2 cores, while the other runs on the remote host CPU.
Since Octeon lacks RDMA support, we use DPDK for cross-
node transfers. Cross-FIFO on Octeon achieves up to 20M
requests/sec, sufficient for signal plane operations and even
exceeding BlueField-3’s hardware FIFO (§A.2).

Operations | NVIDIA BlueField-3 | Intel IPU | Xeon Chipset
Data Transfer SoC DMA SoC DMA DSA
NIC DMA NIC DMA -
Signalling RShim FIFO MMIO -
In-line In-line QAT
Executors Look-aside Look-aside -
SoC ARM SoC ARM -

Table 9. Accelerators of BF3, Intel IPU, and Xeon Chipset.

Other Hardware: Besides the BlueField-3 and Octeon
used in this project, we also consider accommodations with
other hardware devices. For instance, we discuss the imple-
mentation feasibility of the Intel Mount Evans IPU based on
its specifications [29] and Intel Xeon Chipset Built-in Accel-
erators, which are not SmartNIC-based. As Table 9 shows, we
can find suitable primitives from the Intel IPU to implement
the SG-IOV operations. One notable difference between the
BF3 and the IPU is that the IPU supports Memory-Mapped IO
(MMIO), which we can utilize for the signaling mechanism,
whereas for the BF3, we use HW-FIFO. For Xeon chipset
accelerators, they provide DSA to accelerate data copies like
DMA, data compression [81], and QAT to accelerate trans-
formations like AES.
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