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To support high-performance network functions, recent work has explored hybrid architectures that combine
the flexibility of general-purpose processors with the performance of the PISA switch architecture. These
designs partition code and state between switch platforms and general-purpose servers in pursuit of a "best of
both worlds" design. However, integrating two separate platforms leads to the age-old challenge of ensuring
high throughput and low latency while keeping distributed state consistent.

We propose a new, tightly-coupled architecture called SwitchNIC that guarantees consistent state between
switch and general-purpose processor, while offering 99th percentile packet latency of 6 𝜇s. The key to
SwitchNIC’s performance is a novel, "on-path" state replication protocol, with latency further tightened by
implementing general-purpose processing on locally-integrated ARM cores. We prototype SwitchNIC by
deploying its state replication algorithms on a Tofino switch with Ethernet-attached ARM-based SmartNICs.
SwitchNIC achieves up to 5.2× better energy efficiency and 6.4× better processing latency than server-based
systems, none of which completely and correctly support shared state between platforms.
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1 Introduction
Stateful network functions (NFs), such as caches and load balancers, play a vital role in modern
networking infrastructure. However, NF developers have historically faced a trade-off between
expressivity and high performancewhen selecting hardware platforms. Implementing NFs on general-
purpose servers enables support for arbitrary computations — such as deep packet inspection — but
often results in suboptimal performance. Conversely, programmable switches offer high throughput
and low latency for certain NFs (e.g., load balancers), yet their limited computational and memory
resources prevent them from efficiently supporting more complex or large-scale NFs.
Recent work has explored heterogeneous architectures that combine the programmability of

general-purpose servers with the high performance and energy efficiency of the data plane [22–
24, 31, 41]. However, integrating two distinct platforms reintroduces a long-standing challenge:
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achieving high throughput and low latency while maintaining consistent distributed flow state
— something these systems have struggled to address effectively. Prior efforts have managed
distributed flow state using three general approaches, eachwith inherent performance or correctness
limitations: First, systems (like Gallium [41]) statically partition flow state, resulting in suboptimal
performance when state is anchored at the server and must be processed there, even though it
could have been updated more efficiently at the switch. Second, approaches (such as TEA [23] and
NetCache [22]) enable state sharing but disallow write operations from the switch, forcing even
trivial updates (e.g., counter increments) to be rerouted to the server, thereby limiting performance.
Finally, more recent systems (like ExoPlane [24] and SwiSh [40]) allow independent writes on both
platforms but do not enforce consistency guarantees, potentially causing the switch and server to
observe divergent flow state values, leading to incorrect or conflicting NF behaviors.
We argue that achieving a "best of both worlds" design necessitates that flow states be both

shared and updatable across the switch data plane and the server, while maintaining strong
consistency. This capability first enables efficient fast-path processing, in which flow processing
operations requiring only simple computations are directly updated within the high-performance
switch data plane — completely bypassing the general-purpose processor. Simultaneously, this
capability supports flexible slow-path processing for flow processing operations that demand complex
operations beyond the switch’s capabilities, delegating such tasks to general-purpose cores for
arbitrary computation. As a result, stateful NFs that combine both simple and complex logic — such
as a packet reassembler (§2.1) — can achieve competitive performance by leveraging the efficiency
of the switch without sacrificing functionality. Strong consistency across distributed flow state
guarantees that, irrespective of the update location, all state-dependent operations reflect the most
recent value, thereby ensuring correctness and coherent NF behavior.

This paper presents SwitchNIC, a hybrid architecture for network functions that enables fast and
consistent shared state. Our key insight to achieve strong consistency is straightforward: since the
switch data plane lies on the packet path to the server — a common setting in data center networks,
the system can always determine when state synchronization between the switch and the server
is required. By embedding state synchronization within the data packets themselves, SwitchNIC
eliminates race conditions entirely. To support efficient synchronization across platforms, we
implement a fully mutable state table in the switch data plane, allowing flow states to be directly
inserted, updated, or deleted — and carried in packet headers — without invoking expensive switch
control plane operations. To further reduce processing latency and improve energy efficiency, we
design a heterogeneous architecture that co-locates the switch with ARM cores rather than remote
general-purpose servers.
We built a prototype of SwitchNIC and evaluated five stateful NFs across three platforms:

SwitchNIC, traditional server-based middleboxes, and prior hybrid systems. SwitchNIC enables a
range of applications that were previously unsupported or incorrectly handled by existing hybrid
approaches, including packet reassemblers, deep packet inspectors, and key-value store caches that
allow writes on the switch. Our evaluation demonstrates that SwitchNIC achieves up to 5.2×/1.5×
higher energy efficiency and 6.4×/1.6× lower processing latency compared to server-based systems
and prior hybrid systems, respectively. Furthermore, SwitchNIC sustains performance under traffic
churns two orders of magnitude higher than those tolerated by prior hybrid systems.
Paper roadmap. The remainder of the paper is organized as follows. In §2, we motivate the need
for performant, strongly consistent shared state by analyzing the limitations of prior work. We
then present a system overview in §3. The strong consistency protocol is detailed in §4, followed
by our data plane design in §5. We evaluate the system in §6 and discuss related work in §7.
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2 Motivation
Network Functions are critical to today’s data center networks, performing a wide range of tasks
such as load balancing, statistic collection, and deep packet inspection. They range in complexity
across two key dimensions: code complexity, and state complexity. Protocol-Independent Switch
Architecture (PISA) [13] switches have proven to be successful at implementing NFs with low code
and state complexity. For example, a L4 load balancer [29] maintains a flow-to-port mapping which
is written on the first packet of a flow, but then only read by subsequent packets. The code is simple
(state is written once and determined by a simple function), and the state is simple as well (flow
and port). However, PISA switches fail to implement NFs with complex code or state. For example,
they cannot perform many common cryptographic operations, preventing them from supporting
many encapsulation protocols [14]. They also limit state usage in both size (providing only a very
limited amount of memory at each PISA pipeline stage) and scope (confining state to a single stage
and disallowing sequential read/write during packet processing).
This work aims to accelerate stateful NFs with both simple operations (e.g., with deterministic

runtime, limited scope of state access, and small-scale flow states) and complex operations (e.g.,
with non-deterministic runtime, unrestricted state access, and large-scale flow states). A long line of
work aims to develop "best of both worlds" designs that integrate PISA switching with server-based
general-purpose processing to support both simple and complex operations in one unified design.
However, the challenge of state management remains unresolved as, ideally, systems would provide
the holy grail of distributing state between PISA and traditional compute while guaranteeing strong
consistency between platforms at low latency and high throughput. No hybrid NF design today
meets this lofty goal – and indeed, in many classical distributed systems environments, this goal is
often impossible. However, as we demonstrate with SwitchNIC, in the context of switch-to-server
integration, a distributed, consistent, and high-performance state is indeed possible.

Existing work for high-performance stateful NFs can be classified into four types, each of which
fails at correct, distributed, and fast state in a different way:
• Switch-only (e.g., SilkRoad [29]): Flow states are entirely stored on programmable switches.
These do not support complex state or computations.

• Static state partitioning (e.g., Gallium [41]): Flow states are partitioned between the pro-
grammable switch and servers but cannot be migrated or shared between platforms. This leads
to poor performance, as many NFs update the same state in multiple code paths, some of which
are simple while others complex. Since state can only be stored and accessed from one place (lest
we have inconsistency), both simple and complex code paths must be mapped to the general
purpose platform where the data is stored, removing any benefit from the switch platform.

• Read-only state (e.g., TEA [23], NetCache [22]): Flow states are shared between the pro-
grammable switch and the servers but are read-only on the switch, which avoids the challenge of
ensuring state consistency. This leads to poor performance when simple writes must be routed
to the server instead of implemented on the more performant and energy-efficient PISA switch.

• Inconsistent state (e.g., ExoPlane [24], SwiSh [40]): Flow states are shared and writable on both
platforms, but weakly consistent, causing functionality errors under race conditions.

To illustrate the above challenges, consider the Packet Reassembler NF, which we now describe.

2.1 Packet Reassembler Example
A packet reassembler, illustrated in Figure 1, receives TCP packets that may arrive out-of-order
(OOO) and buffers them until the missing packets have arrived. It then releases the packets in
order such that they (barring more re-ordering or loss downstream) will arrive in order at the
receiving server. Reassemblers can mitigate the overhead of (i) DoS-exploitable extra CPU and
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Fig. 1. Packet reassembler has simple/complex operations for in-order/out-of-order packet respectively. Data
packets with different sequence numbers are shown as the squares.

memory usage at the server to implement reordering [9, 19], (ii) bug-exploitable packet rewrite
attacks [18]. As shown in Figure 1, the NF state has both simple and complex counterparts. The
"next expected byte" counter is a simple integer, but the "outstanding packet buffer" of packets
waiting to be released is typically implemented as a linked list [44]. Furthermore, the code paths
are also varied: packets arriving in order simply update the "next byte expected" counter before
being released, while packets arriving for a flow that is missing packets or out of order require the
complex operation of checking the linked list of already-arrived packets.

Each of the four classes of switch-based NF designs fails to correctly implement the reassembler
example. First, this NF cannot run on switch-only systems, because switches have neither adequate
programmability to implement the sophisticated operations nor sufficient memory needed to
buffer OOO packets for non-deterministic amounts of time. Second, static state partitioning (e.g.,
Gallium [41]) forces state to remain immovable and accessible only by a single platform, leading
to suboptimal performance — for instance, in-order packets could be processed entirely on the
switch, but the state is anchored at the server due to the complex code path required for handling
out-of-order packets. Third, read-only state (e.g., TEA [23]) forbids the switch to update flow states,
forcing every packet to use the server (as all packets update the state), overloading the servers
and causing poor performance. Finally, weakly consistent states (such as Exoplane[24]) can lead
to incorrect NF behaviors. For example, with simple operations on the PISA switch and complex
operations on the general-purpose server, a partitioned design must share the "next expected byte"
counter. Incorrect synchronization could lead to packets being released out of order, packets failing
to be released at all, or erroneous connection resets once the device observes a corrupted state.

2.2 SwitchNIC: Achieving Strongly-Consistent Distributed States
Although it seems like a lofty goal, we find that achieving strongly-consistent distributed state with
high performance is indeed possible. Our system relies on a simple insight: in packet processing with
the switch pipeline on-path to the server — a common setting in data center networks, the system
always knows when synchronization between switch and server is required. By piggybacking the
state synchronization on the data itself, our system, SwitchNIC, avoids race conditions altogether.

Returning to our example of the reassembler, we now illustrate how SwitchNIC would implement
the reassembler correctly with high performance and strongly consistent states. Figure 2 shows
the step-by-step operations as SwitchNIC implements both slow- and fast-path updates. For all
SwitchNIC systems, all packets arrive initially at the switch, but some may be forwarded by the
switch to general-purpose processor cores for processing. For the reassembler, SYN packets are an
example of packets that must be forwarded to the processor cores. The processor cores establish
the initial connection state for SYN packets and then quickly migrate the state to the switch
during 𝑡0 − 𝑡3. After setup, the switch efficiently updates the local state, i.e., incrementing the
"next-expected-byte" counter, for in-order packets during 𝑡4 − 𝑡7. During this time, the processor
core replicas become outdated, but this doesn’t matter because no processing is ever directed to
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Fig. 2. Example of achieving strong-consistently distributed states in packet reassembler with SwitchNIC:
SwitchNIC first migrates the flow states (initialized at general-purpose (GP) cores) to switch during 𝑡0 − 𝑡3,
directly updates the states (e.g., incrementing "next-byte "counter) for in-order packets at switch during
𝑡4 − 𝑡7, piggybacks the latest state on the first OOO packets and overwrites the outdated state at GP cores
during 𝑡8 − 𝑡10, uses the latest state to handle OOO packets (e.g., buffering) at GP cores during 𝑡10 − 𝑡14,
and finally resume migrating states to the switch for in-order packets from 𝑡15 − 𝑡18. Square represents data
packet with sequence number; white/black/grey circle represents active/inactive/migrating state.

the processor core. At 𝑡8, an out-of-order (OOO) packet arrives, which cannot be handled on the
switch-based fast path.
At this point, the switch knows that the packet must be forwarded to the processor core – and

that the state must be written back as well. Hence, the arrival of an out-of-order packet triggers
immediate state migration and sets an "invalid" flag in the switch dataplane. Once the OOO packet,
along with the latest state, reaches the processor core at 𝑡10, the outdated state is overwritten by
the new one, and the processor core starts complex operations such as buffering the out-of-order
packet. After the state is migrated to the processor core, subsequent arriving packets for the flow
are also redirected to the processor core due to the presence of an invalid flag in the dataplane flow
record; we observe this during 𝑡10 − 𝑡14. After the gap in the in-order packet buffer is patched, the
processor core is no longer required for processing. The buffered packets are released orderly, and
the state is migrated back to the switch for fast-path updates during 𝑡15–𝑡18, after which the process
repeats upon the arrival of the next out-of-order packet.

SwitchNIC allows both the switch and general-purpose processor cores to update the flow states
while maintaining strong consistency, because it is never the case that both platforms are updating
the state at once. Instead, an explicit ownership handoff is piggybacked on the transferred data
itself. We will discuss SwitchNIC’s consistency protocol and guarantees further in §4.
It is important to note how the consistency algorithm is customized to the switch/processor

setting under data center networks. This is not a general consistency protocol. The design works
because the switch is always on-path for packets entering and exiting the processor cores – hence,
the handoff of data ownership can be piggybacked on data transfer. Besides, the state stored on the
switch is necessarily limited due to the hardware platform constraints, which also results in low
state transfer overhead.

3 System Overview
As illustrated in Figure 3, SwitchNIC introduces a tightly integrated heterogeneous architecture
composed of a programmable switch and co-located ARM cores to support high-performance
stateful NFs. SwitchNIC enables a fast path that handles simple operations and state updates directly
in the switch data plane, bypassing the ARM cores, and a slow path that offloads complex processing
to the ARM cores. Compared to remote servers, the co-located ARM cores reduce processing latency
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Fig. 3. SwitchNIC overview: it leverages a strong consistency protocol for consistent shared states, fully-
mutable state tables for high-performance updates at switch, frequency and recency-based cache algorithm
for more fast-path processing, and in-band communication interface for migrating the states via packet
headers. Only traffic requiring complex processing or experiencing cache misses at switch needs to use ARM
cores.

and improve energy efficiency. Despite distributing flow states across both platforms, SwitchNIC
employs the following techniques to implement performant, strongly consistent shared states:
Strong Consistency Protocol (§4): We leverage the fact that the switch is always on-path to the
ARM cores to perform just-in-time state synchronization. We implement our insight as a finite
state machine on the switch that avoids race conditions altogether.
FullyMutable State Table (§5.1):We implement a fully mutable state table that supports insertion,
deletion, lookup, and update operations on the switch data plane. This data plane mutability enables
data packets to efficiently migrate state — i.e., insert or delete entries from the table without invoking
costly control plane functions or altering packet order.
Cache Algorithm Based on Recency and Frequency (§5.2):When the number of flow states
exceeds the switch’s limited memory capacity, the switch memory is treated as a cache managed
by a novel replacement algorithm that accounts for both recency and frequency.

4 Strong Consistency Protocol
In this section, we begin by presenting a baseline design to illustrate key design idea. We then
identify three correctness issues that can lead to inconsistencies and then present our mitigation
strategies. Finally, we describe the complete design of our strong consistency protocol, which
manages the flow state using a finite state machine implemented in the switch data plane.

4.1 Baseline Design
There are two key invariants that drive the strong consistency protocol.
• Packets are always first processed by the switch, which determines whether to forward them
to the ARM cores or allow them to exit the system directly. This visit order is enforced by the
underlying architecture.

• The switch holds the definitive view of where the valid flow state resides and serves as the master
replica. The ARM cores do not independently track state; all state coordination and tracking are
managed exclusively by the switch.

Together, these two invariants ensure that the switch always makes correct decisions regarding
packet forwarding and the timing of flow state synchronization, thereby simplifying the enforcement
of consistency guarantees. Next, we walk through a list of representative scenarios, illustrating
how packets and states are handled in each case and explaining how consistency is preserved.
Scenario 1: simple processing, valid state at the switch.When the valid state resides at the
switch and a packet arrives with processing requirements that can be satisfied locally, the switch
directly updates the flow state and forwards the packet without involving the ARM cores, thereby
enabling efficient fast-path processing. In this scenario, consistency is trivially preserved, as the flow
state remains valid and up-to-date within the switch.
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Scenario 2: complex processing, valid state at the switch. When the switch receives a packet
requiring computation beyond its capabilities, it cannot process it locally — even if it holds the
valid flow state. Instead, it piggybacks the current state onto the packet and forwards it to the ARM
cores, ensuring the state replica accompanies the data. This enables flexible slow-path processing,
where the ARM cores first import the latest state and then perform arbitrary computations not
supported by the switch. Consistency is preserved, as the packet and its corresponding state travel
together. After this state migration, the switch updates its knowledge to reflect that the ARM cores
now hold the valid state and thus redirects subsequent packets of that flow to the ARM cores.
Scenario 3: invalid or absent state at the switch.When the flow state is invalid or absent at the
switch, the switch detects this using its authoritative knowledge of state locations and forwards
the packet to the ARM core. At the ARM core, two cases are possible:
• If the ARM core holds the valid flow state, it updates the state, processes the packet as needed,
and returns it to the switch for exit.

• If the flow is entirely new and no valid state exists at the ARM core, a new state is initialized.
The processed packet then exits the system after initialization.

Initializing new flow states at the ARM cores enables complex operations during state creation
— such as querying an external database to select a proper backend in a load balancer — which
are beyond the switch’s capabilities. Although the ARM cores create all new states, they do not
track the location of the valid state; this responsibility lies solely with the switch. In this scenario,
consistency is trivially maintained, as the valid and up-to-date state resides entirely within the
ARM core.
Scenario 4: the switch pulls the state from ARM cores.When the flow state is invalid or absent
at the switch, the switch may request the state from the ARM cores in addition to Scenario 3. In
Scenario 3, packets are sent to the ARM cores for processing and returned to the switch to exit —
creating a natural round trip. Scenario 4 leverages this round trip to migrate the state from the ARM
cores to the switch along with the data. Specifically, for some Scenario 3 packets, the switch marks
them as state requests by setting a flag in the packet header on their first pass. Upon receiving
such a packet, the ARM core processes it (i.e., updates its local state) and optionally piggybacks the
latest state onto the returning packet. If the ARM core chooses not to migrate the state (e.g., due to
pending complex processing), it skips piggybacking. When the switch receives the packet back, it
checks for the piggybacked state. If present, it activates the state and enables fast-path processing
for future packets. This approach preserves consistency: the switch receives a valid and up-to-date
state before use and updates its internal tracking if the pull succeeds.

Although the insight to ensure strong consistency — transferring the valid state along with the
data packet prior to its usage — is intuitively straightforward, implementing it correctly presents
significant challenges. These challenges emerge in the presence of packet loss between the switch
and ARM cores, adversarial packet sequences, and inherent limitations of the switch data plane.

4.2 CI1: state migration from ARM cores to switch with concurrent updates
The first correctness issue (CI) arises when state migration from the ARM cores to the switch
overlaps with a concurrent state update, leading to a stale state at the switch. Figure 4a illustrates
this scenario. Assume the flow state 𝑆0 is initialized at the ARM cores. Packet 𝑝0 arrives and updates
the state to 𝑆1, initiating the migration of 𝑆1 to the switch during the interval from 𝑡0 to 𝑡3. Before
this migration completes, another packet 𝑝1, belonging to the same flow, arrives at the switch at
time 𝑡1. As the switch has not yet received the migrating state 𝑆1, it is unable to process 𝑝1 and
instead forwards it to the ARM cores. There, the state is further updated from 𝑆1 to 𝑆2 during
interval 𝑡2 − 𝑡3, making the in-flight state 𝑆1 obsolete. When 𝑝0 returns to the switch and installs
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Fig. 4. Correctness issues (CI) that lead to state inconsistencies during state migration and correspond-
ing mitigation strategies. Square represents data packets; black/shaded/white/grey circle represents inac-
tive/frozen/active/migrating state.

the now-outdated state 𝑆1, all the subsequent packets are erroneously processed based on the stale
state 𝑆1, rather than the correct and most recent state 𝑆2.
This correctness issue could be avoided by preventing overlap between state migration and

concurrent updates. However, fully eliminating this overlap is infeasible, as it would require either
instantaneous state transfer between platforms or the ability for the switch to pause and resume
flows undergoing migration — both of which are impractical with current hardware.
Mitigation strategy for CI1. To address this issue, SwitchNIC cancels the state migration when
concurrent updates are detected. When the switch initiates a state migration, it also tracks which
flow’s state is being migrated and monitors for the arrival of subsequent packets from that flow
before the migration completes. If such packets are observed, indicating that the state at the ARM
cores will be further updated and the in-flight migrating state will be stale, the switch invalidates
the migration by discarding the incoming state rather than activating it.

Returning to our example, illustrated in Figure 4b, when the switch begins pulling a flow’s state
at time 𝑡1, it simultaneously monitors for subsequent packets from the same flow. Upon detecting a
new packet at time 𝑡2, it flags the ongoing migration as invalid. As a result, when the migrated (but
now outdated) state 𝑆1 arrives at the switch at time 𝑡3, it is discarded. This ensures that subsequent
packets are processed using the most recent state 𝑆2 at ARM cores, preserving consistency.
Canceling state migration upon detecting concurrent updates ensures that only the latest state

is installed at the switch. However, this also implies that a state may undergo multiple canceled
migrations before a success. SwitchNIC optimizes this process by minimizing the time window
for concurrent updates through co-location of the switch and ARM cores, thereby reducing the
likelihood of cancellation. With a round-trip time (RTT) of ∼4 𝜇s between the switch and ARM
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cores, any flow below 3 Gbps ensures a sufficient inter-packet gap for successful migration. Even
higher-rate flows experience few cancellations due to the natural burstiness of packet arrivals.

4.3 CI2: state migration from switch to ARM cores with packet loss
The second correctness issue occurs when a state updated at the switch fails to be written back
to the ARM cores due to packet loss, as shown in Figure 4c. Assume the switch has maintained
and updated the flow state for some time, while the corresponding state at the ARM cores 𝑆0 has
become stale. At time 𝑡0, a packet 𝑝0 requiring complex processing arrives and triggers a state
migration from the switch to the ARM cores. The switch piggybacks the latest state 𝑆1 onto 𝑝0’s
header, invalidates the local copy, and redirects subsequent packets of the flow to the ARM cores.
However, if 𝑝0 is dropped — due to, for example, link failure or ARM core overload, which happens
rarely but is nonetheless necessary to consider for correctness — at time 𝑡1, the state 𝑆1 will never
reach the ARM cores. As a result, all subsequent packets are processed based on the stale state 𝑆0
at ARM cores, rather than the correct and most recent state 𝑆1, leading to inconsistency.
Note that packet loss in the reverse direction — from the ARM core to the switch during state

migration — does not cause inconsistencies, as the ARM core retains the only copy of the state
both before and after the loss.
Mitigation strategy for CI2. To address this issue, SwitchNIC employs a continuous write-back
strategy. Upon initiating state migration, the switch freezes the local state — making it readable
but immutable — and continues piggybacking this frozen state onto packets and sends them to
ARM cores, treating them as write-back requests until an acknowledgment (ACK) is received from
the ARM cores. Meanwhile, the ARM cores apply only the first successfully received write-back
request and ignore the rest redundant ones, thereby ensuring idempotency despite the presence of
multiple in-flight write-back packets.

Returning to our example, as illustrated in Figure 4d, when packet 𝑝0 triggers a migration at time
𝑡1, the switch marks the latest state 𝑆1 as frozen and piggybacks it onto 𝑝0 and subsequent packets
𝑝1, 𝑝2, and 𝑝3. Due to packet loss during the interval 𝑡2 − 𝑡3, packets 𝑝0 and 𝑝1 fail to reach the ARM
cores. However, packet 𝑝2 arrives successfully at 𝑡4. The ARM core then replaces the stale state
𝑆0 with 𝑆1 and updates it to 𝑆1 + 𝑝2, subsequently sending an ACK back to the switch. This ACK
may be piggybacked on 𝑝2 or sent as a standalone message if buffering occurs. Later, packet 𝑝3,
still carrying the now outdated state 𝑆1, arrives at the ARM cores. Since the write-back has already
been applied, 𝑝3 skips the write-back and directly updates the state to 𝑆1 + 𝑝2 + 𝑝3, also sending
an ACK. When the switch receives the ACK from 𝑝2 at 𝑡5, it safely invalidates and deletes 𝑆1. Any
subsequent ACKs, such as the one from 𝑝3, are redundant and discarded — though they serve as a
fallback in case earlier ACKs are lost.
Our write-back strategy guarantees that state updates occur in the same order as if the state

had always resided at the ARM cores. Consider the scenario illustrated in Figure 4d. Suppose the
system never migrated state to the switch and instead processed all packets at the ARM cores. In
that case, the state would begin at 𝑆1, remain unchanged while packets 𝑝0 and 𝑝1 are lost, and be
sequentially updated to 𝑆1 + 𝑝2 and then 𝑆1 + 𝑝2 + 𝑝3 upon the arrival of packets 𝑝2 and 𝑝3. This
matches the final state under our strategy.

4.4 CI3: state migration from switch to ARM cores with delayed state freezing
The final correctness issue arises when the switch fails to immediately freeze a state duringmigration
to the ARM cores, allowing subsequent packets to mistakenly use the "frozen" state at the switch and
bypass the ARM cores. This can happen if developers do not carefully consider the idiosyncrasies
of the PISA switch. Figure 4e illustrates this scenario. Assume the switch holds the latest state, 𝑆1,
which must be written back to the ARM cores. At time 𝑡0, packet 𝑝0 triggers the migration, and
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Fig. 5. Flow state lifecycle at switch expressed as a finite state machine.

at 𝑡2, the ARM cores receive 𝑝0 and update the state to 𝑆1 + 𝑝0. However, if there is a slight delay
between the initiation of migration and the freezing of the state at the switch, a subsequent packet
𝑝1 — say the next packet on the switch data plane — may still treat the switch state as active and
update it to 𝑆1 + 𝑝1, then exit the system. As a result, by time 𝑡3, both the switch and ARM cores do
partial updates and hold diverging state versions, leading to state inconsistencies.
This freezing delay primarily stems from the sequential memory access limitations of PISA

switches. The baseline data plane design experiences this delay because it relies on an indicator
— placed in earlier pipeline stages than the flow state — to denote the status of the flow state.
A packet first reads this indicator; if it says that the flow state is active, the packet proceeds to
perform a simple update and accesses the flow state. However, in some cases, a packet may only
determine that it requires complex processing — and thus triggers state migration — after accessing
an active flow state. For example, a packet reassembler may realize that this is an OOO packet after
comparing and finding the packet’s sequence number is larger than the flow state’s "next expected
byte". At this point, there is no direct mechanism for the packet to update the indicator from active
to frozen, nor to re-access the flow state for piggybacking, as the packet has already passed those
pipeline stages. One potential solution is to recirculate the packet, allowing it to re-enter the switch
data plane and revisit the relevant stages to update the indicator. However, this approach introduces
delays in freezing the state and compromises consistency, as previously discussed.
Mitigation strategy for CI3. SwitchNIC achieves immediate state freezing by introducing a second
status indicator and a duplicated state, both placed at a deeper pipeline stage than the original
state. The second indicator explicitly signals whether the flow state is frozen. If not, the packet
updates the duplicated flow state in the same manner as the original. If frozen, the packet reads the
duplicated state, piggybacks it, and proceeds to the ARM cores. Setting the second indicator ensures
the immediacy of state freezing — even for the next packet in the switch data plane. Although the
next packet may still update and potentially pollute the original state — since the first indicator,
located at an earlier stage, continues to mark the state as active — it will correctly detect the state
as frozen upon reaching the second indicator. This detection triggers the appropriate behavior,
preventing further updates at the switch and forwarding the state to the ARM cores.
Returning to the example in Figure 4f, when packet 𝑝0 initiates state migration at time 𝑡1,

SwitchNIC instantly marks the associated state as "frozen" by using the proposed technique.
Consequently, the next packet 𝑝1 at the switch is aware that the state is immutable and being
written back, and thus is forwarded — along with the frozen state — to the ARM cores, thereby
preventing partial updates and ensuring strong consistency.

4.5 Put everything together: strong consistency protocol as a finite state machine
We introduce how switch and ARM cores collectively manage the distributed flow state to achieve
strong consistency.
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Flow state management at switch.We use an independent finite state machine (FSM) to manage
the lifecycle of every flow state in the switch data plane. This FSM is designed to address the
correctness issues mentioned earlier.

Recall that state is always initialized at the ARM cores and later transferred to the switch, which
involves three FSM states as shown in Figure 5. Initially, the flow is in the initial state, where
no flow state is stored at the switch. Migration begins when the switch sends a state request —
containing a flow ID and an empty state value — to the ARM cores. At this point, the FSM transitions
to incomplete, where the switch knows which flow is being migrated but has not yet received its
state value. This ARM core-to-switch migration may exit early under two conditions:
• Concurrent updates: If the switch observes subsequent packets of the migrating flow before
receiving the response from ARM cores, it cancels the migration by transitioning the FSM to
inactive and discarding the state from ARM cores, avoiding state inconsistency in §4.2.

• Timeouts: If no response arrives for a long time, suggesting either the state-carrying packet was
lost or the ARM core declined the state transfer request due to pending complex computation, the
FSM also transitions to inactive. This acts as a self-cleaning mechanism that prevents memory
from being occupied by incomplete or pending migrations.

This migration succeeds only if the switch receives a valid response from the ARM cores before any
subsequent packet from the migrating flow arrives, which transitions the FSM to the active. The
active state enables fast-path execution, allowing local updates and bypassing the ARM cores.

When a packet requiring complex processing enters the switch, the switch immediately freezes
the corresponding flow state using the technique described in §4.4, transitioning the FSM from
active to frozen. In the frozen state, the switch continuously piggybacks the frozen flow state
onto every packet of the flow and forwards them to the ARM cores for write-backs, thereby
avoiding the inconsistency discussed in §4.3. This process continues until the switch receives an
acknowledgment (ACK) from the ARM cores, indicating a successful write-back and confirming
that it is safe to clean the state. At this point, the FSM transitions from frozen to inactive. Finally,
the switch releases all resources associated with the flow (e.g., resetting data plane registers),
transitioning the FSM from inactive to initial, ready to accommodate a new flow state.
Flow state management at ARM cores. The state management at the ARM cores complements
the operations in the switch data plane. Upon receiving a request to migrate a state from the ARM
core to the switch, the ARM core may:
• Forward the requested state to the switch by piggybacking it onto a response packet; or
• Choose not to respond if the requested state has pending complex processing. In this case, the
lack of response causes the FSM at switch transition to inactive after a timeout.

Upon receiving a write-back request from the switch, the ARM core first imports the state from the
switch before performing any further updates related to that state. It then sends an acknowledgment
(ACK) back to the switch to signal a successful write-back. In the presence of continuous write-back
requests, the ARM core accepts only the first request and discards the redundant ones by leveraging
a dedicated write-back bit:
• The bit is reset to zero when the flow state is requested by the switch and migrated to it, indicating
that a future write-back will be necessary.

• The bit is set to one upon receiving the first write-back request, indicating completion. Subsequent
redundant write-backs are discarded, as the bit is already set when they arrive.
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5 Switch Data Plane
This section presents the design of a switch data plane tailored for a high-performance caching
system along with strong consistency. SwitchNIC selects cached flows based on both frequency
and recency, and manages their flow states — such as insertion, deletion, and updates — directly via
data packets within the data plane. We introduce the key components in the following subsections.

5.1 Fully Mutable State Table
We implement a fully mutable state table in the switch data plane — supporting packet-driven
read, write, insert, and delete operations with deterministic runtime — without relying on match-
action tables that require expensive control-plane intervention for updates, as seen in prior hybrid
systems [22–24]. This full mutability within the data plane achieves orders-of-magnitude higher
insertion and deletion throughput compared to control-plane-based approaches, making it well-
suited for handling dynamic traffic churns in data center environments [12, 31]. Such data plane
mutability is made possible through the exclusive use of registers for state storage and stateful
ALUs — computing circuits with deterministic execution time implemented directly in the switch
ASIC — for register manipulation.

The state table is logically a single table structure distributed across multiple pipeline stages,
with different columns implemented at different stages in the pipeline. Five columns serve as
one-bit control flags, encoding FSM states and updated carefully to ensure correct transitions. The
remaining columns store two key–value pairs that maintain both the original and duplicated flow
states (as explained in §4.4). Each table entry may either track a single flow — using the flow’s ID
as the entry key, as in a load balancer [39] — or represent multiple flows that share the same value
after hashing their IDs, by storing a common hash value, as in sketch-based NFs [17, 38, 43].

The state table supports packet-driven insertion, deletion, and updates within the data plane:
• Update: If a new packet entering the switch encounters a table entry that has already cached its
flow state, it directly updates the cached state and exits, when it requires only simple processing.
Simple processing with deterministic runtime supported by the switch includes: (i) basic register
read/write operations; (ii) arithmetic and logical operations on register values supported by
stateful ALUs (e.g., addition); and (iii) computations efficiently approximated via lookup tables,
e.g., computing 𝛼𝑛 using a precomputed table where the 𝑖-th entry stores 𝛼𝑖 [32].

• Insertion: If a new packet entering the switch maps to an empty table entry, it marks its
customized header to request the flow state and is forwarded to the ARM cores. The ARM core
processes the packet, piggybacks the requested state, and returns the packet back to the switch.
On its second pass, the packet inserts the retrieved state into the table entry and then exits.

• Deletion: If a new packet entering the switch finds the table entry has already cached its flow
state and it requires complex processing, it initiates a write-back request by setting a flag and
piggybacking the frozen state in the customized header and is forwarded to the ARM cores. The
ARM core imports the state, marks the packet as an acknowledgment (ACK) by setting a header
flag (or using a standalone ACK packet if needed), and returns the packet (ACK) to the switch,
where the packet deletes the state on its second pass and exits.

Due to the limited programmability of registers, the state table is implemented as a hash table.
Moreover, the restricted number of pipeline stages in the switch data plane allows only one state
table to be supported. These constraints stem from current hardware limitations, which we expect
can be alleviated with improved designs. Even under these restrictions, SwitchNIC resolves hash
collisions by offloading flows to the ARM cores when their mapped entries are already occupied. In
addition, multiple NFs can be fused into a composite NF to accommodate the one-table limitation.
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5.2 Cache Algorithm Based on Both Recency and Frequency
We implement a novel cache algorithm that incorporates both frequency and recency to match the
traffic characteristics of modern data centers. As observed in prior work [12, 31], data center traffic
exhibits high heterogeneity in flow sizes — with 90th percentile flow being orders of magnitude
larger than the median — and extreme dynamism, with over 10 million new flows arriving per
second. To adapt to these patterns, our cache design prioritizes frequency, by favoring heavy-hitter
flows over short-lived "mice" flows, as well as recency, by focusing on currently active flows rather
than stale ones.

We implement this cache algorithm directly in the data plane to identify and maintain the most
recent, heavy hitter flows. Our approach is two-fold:
• Frequency: SwitchNIC uses a set of Count-Min Sketches [17] to estimate the access frequency
(i.e., packet count) of each flow, classifying a flow as a heavy hitter if its frequency exceeds a
configurable threshold.

• Recency: Only data packets can trigger state transfers into the cache. This ensures that inactive
flows — those with no incoming packets — even heavy hitters in history will not be cached.
Additionally, each cached entry is associated with a time-to-live (TTL) timer, which periodically
cleans previously active flows that have become inactive.

Our evaluation shows this frequency-recency-aware caching strategy achieves strong performance
under highly skewed and dynamic traffic conditions.

6 Evaluation
Our evaluation seeks to answer the following questions:
• How does SwitchNIC compare to prior server-only systems and hybrid systems in terms of
energy efficiency and latency (§6.1)?

• How does the physical distance between heterogeneous platforms impact performance (§6.2)?
• How does the full state mutability at the switch data plane impact performance (§6.3)?
• How do workload characteristics affect system performance (§6.4)? Specifically, the impact of
the ratio of complex computation (§6.4.1), ratio of simple write updates (§6.4.2), and the number
of heavy hitter flows (§6.4.3)?

• What is the resource overhead of SwitchNIC (§6.5)?
SwitchNIC Implementation & Testbed. Recall that SwitchNIC co-locates a programmable switch
with ARM cores. We construct a hardware prototype using standalone commodity components: four
Broadcom Stingray PS1100R SmartNICs [1] with ARM cores and one Intel Tofino programmable
switch [3]. Each SmartNIC connects to the switch via a 100 Gbps Ethernet link. The SmartNICs
are equipped with 8-core ARM Cortex-A72 processors fabricated in 16 nm, operating at 3 GHz,
and are paired with dual-channel 8 GB DRAM. Importantly, these SmartNICs are self-powered
and operate independently of host servers, representing a minimal yet energy-efficient general-
purpose packet processing platform. Figure 6a shows a photograph of the assembled prototype. To
compare SwitchNIC against conventional server-based platforms, we also attach two commercial
off-the-shelf (COTS) servers to the switch via 100 Gbps Ethernet links. Each server is a dual-socket
machine equipped with two 16-core Intel Xeon Gold 5218 CPUs (14 nm, 2.30 GHz) [5].

We implement SwitchNIC strong consistency protocol with approximately 2,700 lines of code at
the switch — comprising P4 code for the data plane and C++ for the control plane — and around
1,500 lines of code on the SmartNIC as a DPDK-based userspace application. The full codebase is
open-sourced at [25]. We have implemented the consistency protocol — including state migration
and custom header parsing — as a callable API on both the switch and SmartNIC/host sides. To
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Fig. 6. The SwitchNIC hardware prototype with ARM cores co-located with a programmable switch, and
comparisons of its energy efficiency and average processing latency with prior systems.

ease development, we provide a template function that requires the developer only to (i) define the
NF’s flow states and (ii) specify the computation logic for manipulating those states.
Benchmark Network Functions.We implement five network functions — packet reassembler,
packet inspector, key-value store, load balancer, and firewall — as benchmark programs. The first
three require strong consistency and involve both simple and complex state updates, while the
latter two represent traditional NFs with only simple processing. Detailed descriptions of these
benchmarks are provided in Appendix A.1.
TrafficWorkload.We use both uniform and skewedworkloads for evaluation. Flows in the uniform
workload have an equal number of packets, while the packet count per flow in the skewed workload
follows a Zipf distribution with a skewness parameter of 0.99, consistent with prior studies [22, 27].
We first generate PCAP traces on the host and replay these traces using a DPDK-based traffic
generator. The workload is characterized by three configurable, orthogonal properties:
• the number of concurrent flows, ranging from 1,000 to 1 million
• the ratio of packets requiring complex processing, varying from 10−5 to 10−1
• the churn size, i.e., the number of new flows per minute, ranging from 1,000 to 100 million
Performance Metric and Measurement. The performance metrics include throughput, energy
efficiency, and processing latency. Energy efficiency is calculated by dividing the throughput by the
power consumption. We use different methods to measure power consumption across platforms:
• For server, we temporarily disable CPU cores not used by NFs and use Intel SoC Watch [4] to
profile the power consumption of the CPU and DRAM.

• For SmartNIC, we employ a WattsUp power meter [8] to measure the comprehensive power
consumption of the entire device.

• For switch, we estimate per-port power consumption to be 7 Watts based on a prior study [21].
We use different methods for the SmartNIC and server to ensure fairness: SmartNIC is solely
dedicated to NF processing, with no additional cores or memory allocated to other tasks, whereas the
server has significantly more resources and is capable of running multiple workloads concurrently.

The latency metric is defined as the time interval between a packet’s initial arrival at the switch
and the time when its processing completes. For fast-path processing, this corresponds to the
packet forwarding latency within the switch data plane pipeline. For slow-path processing that
involves the server or SmartNIC, latency is computed by subtracting the timestamp recorded at the
packet’s first entry into the switch from the timestamp recorded when it re-enters the switch after
completing processing on the external platform.
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Fig. 7. Impact of Switch–SmartNIC distance and flow state’s data-plane mutability on cache performance.

6.1 SwitchNIC versus Prior Systems
In this section, we evaluate SwitchNIC against three categories of prior systems. The first category
includes caching systems (e.g., ExoPlane [24] and NetCache [22]) that store flow states on a
programmable switch and offload excess states to an external device. These systems are implemented
using the same hardware as SwitchNIC. The second category consists of server-only middlebox
systems. The third category is the state-of-the-art server-based accelerator, Ribosome [31], which
leverages a programmable switch to separate packet headers from payloads, forwarding only
headers to the server for processing. We evaluate all systems using a skewed workload with 100k
concurrent flows, 100k new flows per minute (traffic churn), and a 0.01% complex processing ratio,
reflecting typical data center conditions [31].
As shown in Figure 6b, SwitchNIC achieves up to ∼5.2×, ∼1.5×, and ∼2.4× higher energy

efficiency compared to the prior server-only system, caching system, and Ribosome, respectively.
The improvement over the server-only baseline stems from both higher throughput — since most
traffic is processed directly at the switch, bypassing the SmartNICs — and the use of energy-efficient
ARM cores. Compared to prior caching systems that caches the top heavy hitters, SwitchNIC
benefits from greater adaptability to traffic churn. SwitchNIC maintains flow states using a fully
mutable state table in the data plane, enabling rapid adaptation to dynamic traffic and achieving
a higher cache hit ratio. In contrast, prior caching systems rely on match-action tables, where
insertion and deletion are costly operations, making it difficult to keep the cache in sync with
newly arriving flows. Note prior caching systems do not support some of the NFs due to lack of
strong consistency. Compared to Ribosome, SwitchNIC achieves better energy efficiency through its
in-switch caching mechanism, which enables the switch to handle most traffic locally. In contrast,
Ribosome lacks a caching layer at the switch and instead separates packet headers from payloads,
forwarding only the headers to the server. This design offers better performance than a server-only
approach but is less efficient than SwitchNIC due to the absence of local state processing.
As shown in Figure 6c, SwitchNIC achieves up to ∼6.4×, ∼1.6×, and ∼18× lower processing

latency compared to the server-only baseline, prior caching system, and Ribosome, respectively.
The latency improvement over the server-only baseline is due to SwitchNIC’s fast-path processing
in the switch, achieving latencies as low as ∼350 ns. Compared to prior caching systems, SwitchNIC
benefits from a higher cache hit ratio under dynamic traffic conditions. Ribosome exhibits the
highest latency, as it must wait for separately delivered packet headers and payloads to arrive at
the switch before reassembling them into a complete packet for processing.

6.2 Impact of Platform Proximity
We study the impact of the distance between the switch and the SmartNIC on system performance.
To emulate increased separation, we introduce additional packet processing delay at the SmartNIC,

Proc. ACM Netw., Vol. 3, No. CoNEXT4, Article 46. Publication date: December 2025.



46:16 Yiran Lei, Francisco Pereira, Arvind Krishnamurthy, and Justine Sherry

 1

 2

 3

 4

10-6 10-5 10-4 10-3 10-2 10-1

sy
st

em
 t

p
u

t.
(x

1
0

0
 G

b
p

s)

complex operation ratio

server
SwitchNIC

(a) tput. vs. complex ops

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2  4  6  8  10  12  14

C
D

F

processing latency (µs)

SwitchNIC 10%
server 10%

SwitchNIC 0%
server 0%

(b) lat. vs. complex ops

101

102

103

104

10-4 10-3 10-2 10-1 100

Twitter
workload

sy
st

em
 t

p
u

t.
 (

M
Q

p
s)

write request ratio in kvstore

read-only cache
SwitchNIC

(c) tput. vs. write

102

103

104 105 106

switch line-rate

cache
size

heavy hitter#
in DCNsy

st
em

 t
p

u
t.

 (
G

b
p

s)

flow number

(d) tput. vs. flow#

Fig. 8. Impact of key workload characteristics (ratio of complex operation, ratio of write update, flow number)
on the performance of SwitchNIC and prior system.

simulating the latency associated with longer communication paths. The experiment uses the
packet reassembler NF under a skewed workload comprising 10k concurrent flows (with a cache
size of 30k entries), 100k new flows per minute, and 1024-byte packets.
As shown in Figure 7a, SwitchNIC’s throughput decreases as the distance between the switch

and SmartNIC increases. This degradation is primarily due to a higher likelihood of canceled state
transfers caused by concurrent state updates — a consistency mechanism described in §4.2. The
increased distance leads to more frequent cancellations of state transfers, reducing cache occupancy
and ultimately lowering the cache hit ratio, as shown in Figure 7b. These findings validate our
design choice of co-locating the ARM cores with the switch, achieving an RTT of approximately
4 𝜇𝑠 , which maintains a low cancellation rate. By contrast, prior works that connect the switch
to remote general-purpose servers can incur latencies exceeding 50 𝜇𝑠 [10, 16], risking significant
performance degradation under this architecture.

6.3 Impact of Full State Mutability at Switch Data Plane
We compare SwitchNIC’s full data plane mutability with prior caching systems’ control plane
updates across varying traffic churn levels (measured by #new flows per minute). The experiment
employs a simple load balancer as the network function, using a skewed workload of 10k flow keys,
1024-byte packets, and a switch cache size of 32k entries.

Figure 7c shows that the throughput of both systems decreases as traffic churn increases. This
reduction occurs because higher churn leads to more frequent cache insertions and evictions, which
shortens the effective active duration of cache entries. Control-plane-based caching systems, in
particular, struggle to keep pace with new flow arrivals once churn exceeds 106 flows per minute.
This lag causes the cache to fall behind the set of currently active flows, failing to promptly insert
new active flows and thereby rapidly reducing the cache hit rate toward zero. In contrast, SwitchNIC
can sustain churn rates up to 108 flows per minute by handling all state update operations entirely
within the data plane. Given that typical churn rates in contemporary data center networks range
from 106 to 108 flows per minute [12, 31], traditional caching solutions risk losing their caching
benefits under high churn due to frequent state insertions and deletions.

6.4 Impact of Workload Characteristics
We investigate the impact of key workload characteristics as follows.

6.4.1 Vary Ratio of Complex Computation. We evaluate the impact of complex operations by vary-
ing the proportion of packets that require complex computation, which are uniformly distributed
throughout the traffic. This experiment uses a packet reassembler, with out-of-order packet arrivals
triggering complex buffering operations. The workload follows a skewed distribution and consists
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of 100k flow keys, a cache size of 30k entries, and 1024-byte packets. We compare SwitchNIC
against a baseline server-only system. Prior caching systems are excluded from this comparison, as
they lack the strong consistency to support this complex NFs.
As shown in Figure 8a, the system throughput decreases as the proportion of complex compu-

tations increases. This is expected because a larger fraction of packets now require processing
by the ARM cores, leading to more frequent state migrations and reduced cache residency time.
Nevertheless, SwitchNIC maintains line-rate performance (i.e., 100 Gbps) even under an extreme
scenario where 10% of packets arrive out of order — a condition rarely observed in real data center
traffic — demonstrating the robustness and efficiency of our design. In terms of latency, SwitchNIC
consistently outperforms the server-based system. Figure 8b shows that when no complex com-
putation is needed, over 70% of packets are handled entirely in the switch data plane, achieving
fast-path latency of approximately 350 ns. As the complexity ratio increases, more packets are
offloaded to the SmartNIC, but SwitchNIC still maintains lower latency than the server due to the
SmartNIC’s compact design and streamlined interconnects.

6.4.2 Vary Ratio of Simple Write Updates. Supporting simple write operations directly at the
cache with strong consistency is also critical for performance. To demonstrate this, we evaluate a
key-value store workload with varying ratios of write operations. We compare SwitchNIC— which
supports direct state updates in the switch data plane — with a prior caching system, NetCache [22],
which does not. In NetCache, every write operation triggers a cache invalidation and redirects the
update to the SmartNIC. The workload consists of requests over 10k unique keys, and the switch
cache is provisioned with 32k entries, sufficient to theoretically accommodate all keys.

Figure 8c shows that SwitchNIC achieves throughput — measured in queries per second — that
is two to three orders of magnitude higher than that of the prior caching system with a read-only
cache. In SwitchNIC, all state is cached and updated directly within the switch data plane, allowing
throughput to scale up to the switch’s native packet forwarding capacity. In contrast, prior system
must frequently synchronize with the SmartNIC due to its lack of in-switch mutability, resulting in
significant performance degradation as the write ratio increases. This limitation becomes especially
problematic in real-world key-value store workloads, such as those observed in Twitter’s cache
clusters [37], where write-heavy traffic (i.e., write ratios exceeding 30%) is common.

6.4.3 Vary Number of Heavy Hitter Flows. We evaluate the scalability of our hash table design by
varying the number of active flows in the system. This experiment uses the packet reassembler
with 1024-byte packets and a uniform workload, representing a worst-case scenario for caching
since all flows are of equal size and performance is purely constrained by cache capacity. As shown
in Figure 8d, SwitchNIC achieves switch line-rate throughput when the number of flows is small, as
all the states are cached and processed entirely within the data plane. Throughput begins to degrade
before reaching the cache capacity due to inherent hash collisions. As the flow count continues to
grow beyond the cache size, performance degrades further because of a declining cache hit rate.
Nevertheless, prior work [33] indicates that contemporary data center workloads typically consist
of approximately 104 heavy-hitter flows — a scale well within SwitchNIC ’s capabilities.

6.5 Resource Utilization
SwitchNIC supports up to 32k cache entries at the switch, surpassing the capacity of prior caching
systems [22, 24], which typically support 10k entries. This improvement stems from a key archi-
tectural difference: prior work mainly uses match-action table — resources that are inherently
limited — and SwitchNIC utilizes less constrained switch components. The cache size in SwitchNIC
is primarily bounded by the utilization of the Hash Distance Unit (73.6%) and the Stateful ALU
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(64.6%), while register usage accounts for 14.17% of available SRAM capacity for 32k entries. At the
SmartNIC, our system occupies the only 100 GbE port and employs 2–8 cores and 5 GB of DRAM.

7 Related Work
To optimize the performance of high-speed stateful NFs, prior work has explored homogeneous
architectures based on either programmable switches [15, 16, 22, 26, 28–30, 38], which offer high
efficiency, or general-purpose servers [2, 6, 7, 11, 20, 36, 42], which provide portability and support
for complex functionality. However, switch-based systems are fundamentally constrained by limited
memory and programmability, while server-based systems suffer from lower energy efficiency and
performance.
To address these limitations, many systems have proposed hybrid architectures that attempt

to combine the efficiency of the data plane with the flexibility of general-purpose compute. For
instance, Gallium [41] partitions NF code paths, offloading simple codes to the switch and leaving
complex logic on the server, thereby improving server efficiency. Other systems such as TEA [23]
and ExoPlane [24] overcome switch memory limitations by integrating external memory from
servers. A recent system, Ribosome [31], improves server processing efficiency by using the switch
to disassemble packets and only forwarding packet headers to servers. Despite these advances, prior
hybrid approaches often suffer from poor flow state management, which can degrade performance
or lead to incorrect NF behavior. Common issues include read-only state at the switch [22, 23],
static state partitioning without sharing [41], or weak consistency in shared state [24, 40].

This work achieves the "best-of-world" design by support performant strongly consistent shared
states between platforms, which combines efficient fast-path and flexible slow-path processing.

8 Discussion & Conclusion
Our system can be abstracted as a consistency protocol between two computing nodes that share
the same computational states, with one node lying on the data path of the other. This abstraction
applies not only to the switch–NIC setting discussed earlier, but also to the NIC–host setting [34],
where the NIC provides a high-performance yet constrained processing pipeline and the host acts
as a flexible fallback. We argue that achieving strong state consistency in the NIC–host setting is
equally important and leave a deeper exploration of this space to future work.
In this paper, we propose SwitchNIC, a tightly integrated heterogeneous architecture that

combines a programmable switch with co-located ARM cores to support high-performance stateful
NFs. SwitchNIC combines efficient fast-path with flexible slow-path processing through a high-
performance strong consistency protocol. We implement SwitchNIC on a hardware prototype and
demonstrate that it outperforms prior systems in both energy efficiency and processing latency.
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A Appendix
A.1 Description on benchmark programs
We use the following five stateful NFs as benchmark program
• Packet Reassembler: This NF ensures in-order delivery of TCP packets. Its state tracks the next
expected TCP sequence number. Simple computation involves incrementing this state upon
receipt of in-order packets, whereas complex computation entails buffering out-of-order packets
and releasing them once all prior packets have arrived.

• Packet Inspector: This NF implements an intrusion detection system that scans packets for known
patterns using regular expressions. Packets matching certain patterns result in banning the cor-
responding flow. The NF distinguishes between shallow and deep inspection: shallow inspection
examines only the first 64 bytes of the packet, while deep inspection analyzes the remaining
payload. Shallow inspection yields three possible outcomes: (1) a full match triggers immediate
flow banning, (2) a partial match escalates the packet to deep inspection, and (3) no match results
in forwarding or dropping the packet based on the current flow state. Shallow inspection, classi-
fied as simple computation, is implemented using the switch TCAM, whereas deep inspection,
considered complex computation, is performed on the SmartNIC using Hyperscan [35].

• Key-Value Store: This NF handles read and write requests for a key-value store application. Its
state consists of key-value pairs, supporting simple read and write operations that return or
update the current value associated with a requested key.

• L4 Load Balancer: This NF distributes connections among a pool of backend servers. Its state
consists of backend server IP addresses and TCP ports. It involves no sophisticated computations,
performing only simple packet header lookups and modifications.

• Firewall: This NF filters traffic based on a state bit indicating whether the connection is allowed.
It only needs operations such as packet dropping.
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