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Abstract

Modern datacenter servers increasingly deploy heterogeneous,
multi-tier memory hierarchies. For these new architectures,
OSes depend on measurements of memory usage to make
intelligent placement and control decisions. However, exist-
ing hardware and software mechanisms for tracking memory
usage on these systems require difficult tradeoffs between
coverage, timeliness, granularity, flexibility, and overhead.

We present NEMO, a nimble and expressive hardware
memory telemetry engine for server memory controllers
(MCs) that gives OS subsystems policy-specific views of
memory behavior. NEMO enables flexible telemetry rules
that filter memory operations, map accesses to counters, and
apply simple updates to per-counter state. We prototype
NEMO on an FPGA-based CXL-attached memory expander.
Evaluating three diverse use cases, we show that NEMO pro-
vides higher-fidelity signals at substantially lower CPU over-
head across a range of state-of-the-art memory management
systems: it speeds up HeMem’s reaction to hot-set changes
by 5×, accelerates THP splitting in MEMTIS by 10.4×,
and detects noisy neighbors in Linux with 350× lower over-
head. These telemetry improvements yield up to 1.7× higher
throughput and 23% lower latency across key-value stores
and databases.

1 Introduction

Modern datacenter server memory hierarchies have be-
come increasingly complex with cache-coherent multi-socket
DRAM, accelerator unified virtual memory [19], and Com-
pute Express Link (CXL)-attached memory expanders [23,
43, 56] that may themselves implement internal tiering [71],
compression [15], and pooling [39, 72]. A cache miss or un-
cached streamed memory operation can experience very dif-
ferent latency and bandwidth depending on where and how
it is served [62]. At the same time, memory has become an
expensive server component requiring careful management,
accounting for 40-50% of server costs [43, 57].

*Equal contribution.
†Work done at Microsoft.

To use these various types of memory effectively, OSes
and runtimes need to actively manage and control the place-
ment and use of memory [17, 35, 36, 43, 48, 63, 64, 67, 71, 73].
CXL is now deployed in major cloud platforms [23], where
multi-tenancy demands flexible and evolving memory poli-
cies: some tenants require hot-set tracking, others need to
identify sparsely accessed regions inside huge pages, and
operators must attribute bandwidth to catch noisy neighbors.
Early operational experience confirms that the lack of efficient
CXL runtime telemetry limits the ability of cloud providers to
attribute slowdowns to individual tenants and mitigate interfer-
ence [7]. Small changes in placement or migration decisions
can produce large shifts in application performance and inter-
ference between co-located tenants [36, 62, 64, 67]. Finally,
memory management must incur low overhead to leave more
resources available to end users [49, 60].

Existing mechanisms for gathering memory usage informa-
tion pose awkward tradeoffs to the OS developer. Page-level
access bit tracking is flexible, but can be expensive when
tracking usage across large memories and multiple mem-
ory tiers [48]. Hardware cache miss sampling can reduce
overheads, but comes at the cost of reduced precision [2, 68].
Hardware counters on CPUs and memory controllers typically
aggregate events at the level of channels, banks, or sockets,
revealing overall pressure but not which virtual pages, ob-
jects, or tenants are responsible [46, 53]. In response, recent
CXL/OCP specifications [15] and research systems [55, 73]
have proposed fixed-function hotness tracking and bandwidth
statistics, but these provide only rigid, design-time semantics
that cannot adapt as datacenter policies and memory hierar-
chies evolve (§2.2).

This paper proposes NEMO, a hardware-software co-
designed memory telemetry engine that addresses these prob-
lems. On the hardware side, NEMO is a lightweight extension
to memory controllers (MCs): each MC is augmented with a
small, off-data-path telemetry pipeline and a modest SRAM
budget for telemetry state. NEMO pipelines let the OS de-
fine telemetry rules that filter relevant memory operations,
map access sites via a small MC-resident table to teleme-
try state, and apply simple update operations to per-counter
state. On the software side, NEMO exposes an OS-facing
programming model and Linux driver that gives the OS flexi-



ble, policy-driven control over what telemetry to track, while
preserving high fidelity and full coverage. OS kernel sub-
systems can install and evolve their own sets of rules via a
common controller-side engine. The controller executes these
rules on each memory operation to maintain policy-specific
state over OS-chosen granularities and aggregates (e.g., page
ranges, tenants, or allocation sites), as opposed to predefined
aggregates offered by fixed-function hardware counters.

Designing NEMO raises three concrete challenges. First,
MCs see requests at very high rates, forcing us to represent
rich policies within a small, carefully managed SRAM state
budget. Second, for flexibility, NEMO must support observa-
tions at multiple software-defined spatial granularities concur-
rently. Third, the OS must configure and read out NEMO state
efficiently, without turning the memory controller into a new
CPU bottleneck. We will show how NEMO’s match-update
pipeline, translation scheme, and driver interface address these
constraints while preserving full coverage.

We prototype NEMO in FPGA on a CXL-attached mem-
ory expander development kit [3] and integrate it with existing
OS memory management mechanisms, anchoring our design
in the CXL Type-3 deployment model that cloud providers
are already rolling out today [23]. The prototype monitors ev-
ery CXL memory operation and exports compact aggregates
to the kernel, enabling near-real-time views of hot sets and
sparse access patterns. An implementation in server integrated
memory controllers (IMCs) would further reduce overheads
by providing fast-tier coverage. Recent Xeon processors, for
example, already support delivering memory responses to ad-
ditional consumers without affecting cache performance (e.g.,
Direct2Core [26]).

NEMO sits at a practical vantage point in the memory
hierarchy. MCs already host QoS and monitoring features,
making them a natural place to host a small, flexible telemetry
engine. In contrast, cache-centric designs such as täkō [51]
require intrusive changes to core microarchitecture, making
them hard to deploy in existing processors, while in-DIMM
approaches offer only very limited logic and vendor-specific
control paths, making rich telemetry difficult. Because the
NEMO pipeline runs alongside, rather than on, the memory
datapath, it does not add latency to cache hits or DRAM/CXL
accesses; it only observes request metadata and maintains
aggregates in local SRAM. Compared to existing telemetry
approaches, this hardware offload raises fidelity and reduces
CPU overhead, allowing the OS to reason about complex,
multi-tier memory hierarchies using precise, up-to-date sig-
nals within a tight compute and SRAM budget.

We make four contributions:
1. We characterize the challenges of memory observability

in heterogeneous, multi-tier server memory systems and
study the tension between fidelity, flexibility, and resource
constraints (§2).

2. We present NEMO, a lightweight MC-resident memory
telemetry engine that exposes filtering, translation, and ag-

gregation abstractions, enabling OS subsystems to install
telemetry rules that express a wide range of policies within
realistic compute and SRAM budgets (§3).

3. We build a working NEMO prototype1 on a CXL-attached
FPGA memory expander development kit and integrate
it with existing OS memory management mechanisms in
Linux, HeMem [48], and MEMTIS [36] (§4).

4. We evaluate NEMO on three diverse use-cases, showing
that NEMO improves policy effectiveness and CPU effi-
ciency over existing telemetry mechanisms (§5). Across
these cases, NEMO-based policies improve tail latency,
throughput, and isolation compared to state-of-the-art
baselines that rely on sampled PMU data or coarse per-
core counters, while consuming a modest fraction of the
CPU cycles used by host-only telemetry. In particular,
the NEMO telemetry information provides 2-10× faster
identification of hot (§5.1) and skewed (§5.2) pages than
alternative approaches with similar CPU overhead, and
provides bandwidth tracking within 0.1% of ground truth
with ~350× lower overhead (§5.3), resulting in up to 1.7×
throughput improvement with a 23% latency reduction
across FlexKVS [31], FASTER KV [14], and Silo [59].

2 Background

We characterize memory observability into five dimensions
that directly affect OS policy performance in the datacenter
environment:
1. Coverage: the fraction of memory accesses that are directly

observed.
2. Timeliness: the delay between a change in memory-access

behavior and when telemetry reflects that change.
3. Granularity: the smallest unit to which memory accesses

can be attributed (e.g., cache line, page, region, or tenant).
4. Flexibility: the degree to which the OS can define which

accesses are tracked and how they are aggregated.
5. Overhead: the system resources consumed to collect, pro-

cess, and export telemetry.
We use these dimensions to survey existing memory teleme-

try mechanisms. Software techniques provide flexibility but
achieve limited coverage and timeliness at high CPU cost
(§2.1), while hardware offloads offer efficient, high-coverage
signals only at coarse granularities and with fixed semantics
chosen before tape-out (§2.2). Prior to NEMO, no existing
mechanism simultaneously delivers on all five.

2.1 Software Telemetry: Flexible but Costly

Many memory management policies must infer access be-
havior indirectly using software-based aggregation built on
hardware signals. These approaches provide flexibility, but

1NEMO is open source at https://github.com/vic-lsh/nemo.

https://github.com/vic-lsh/nemo


incur high CPU overhead while achieving limited coverage
and timeliness.

One of the simplest techniques is soft page faults: the OS
deliberately unmaps pages (or marks them read-only) and in-
fers access patterns from the resulting faults [1,5,8,33,43,61].
This mechanism can, in principle, capture every access. How-
ever, fault handling has high CPU overhead in practice, and
so systems can only apply it to a small subset of memory [43],
limiting coverage. Granularity is also limited to hardware-
defined page sizes.

To reduce overhead, systems often rely on page-table scan-
ning. The OS periodically walks page tables and inspects
accessed and dirty bits to collect per-page read and write ac-
tivity [1,17,29,42,67]. This eliminates the direct cost of faults
but introduces two limitations. First, it sacrifices timeliness:
accesses are only observed at each scan interval. For exam-
ple, production systems limit the scan frequency to every 30
seconds [17]. Second, it lacks coverage and granularity: each
page yields only one bit of information per interval, provid-
ing no notion of access intensity within the interval or at a
granularity other than the page. Increasing scan frequency
improves timeliness and coverage, but quickly drives CPU
overhead to impractical levels [39, 48,71]. CPU overhead can
be decreased by mapping at a coarser page granularity, but
this decreases fidelity.

A third approach combines hardware sampling with soft-
ware aggregation. For example, Intel Processor Event-Based
Sampling (PEBS) [27] supports sampling cache misses and
lets the OS reconstruct access patterns from the sampled
access locations [17, 36, 48]. This improves granularity but
reintroduces a tradeoff between coverage and timeliness on
one hand, and CPU overhead on the other. This occurs in two
ways: 1) A higher sampling rate improves coverage but in-
creases CPU cost for sample processing. 2) A higher sample
collection frequency improves timeliness but also increases
CPU cost due to increased interrupt rates. Prior work [73]
shows that sampling 10% of all cache misses leads to an ap-
plication slowdown of more than 50%. In practice, systems
sample at a much lower rate to limit CPU overhead [17, 48].
Being Performance Monitoring Unit (PMU)-based, PEBS
also misses important DRAM traffic (cf. §2.2). Finally, PEBS
does not support profiling VM guests from the host [66],
making it non-viable for public cloud operators.

Across all three techniques, the same pattern emerges: flex-
ibility is achieved via software processing. However, fidelity
is limited by how much CPU overhead the system is willing
to tolerate, forcing the OS to trade coverage, timeliness, and
granularity against overhead. As a result, even state-of-the-art
profilers that carefully manage sampling and multiplexing still
pay non-trivial CPU overheads and cannot run continuously
at high rates without perturbing the workload [37].

2.2 Hardware Offloads: Efficient but Rigid

Modern CPUs and memory controllers (MCs) expose hard-
ware counters such as Intel’s Memory Bandwidth Monitoring
(MBM) [46] and integrated MC statistics [27]. These provide
low-overhead, timely, and high-coverage telemetry, but only
at the coarse granularities and semantics chosen by hardware
designers. For example, Intel’s PMU tracks per-core LLC
misses and socket-level MC DRAM activity, missing impor-
tant traffic such as prefetches, non-temporal accesses, or the
ability to attribute memory activity to a core or process. Intel’s
MBM hardware counters can attribute memory bandwidth to
processes, but they have known accuracy issues [53] and does
not offer options such as filtering reads or writes. Research
approaches [55, 73] go further by tracking hot pages or cache
lines in hardware, but they fix telemetry configuration, granu-
larity, and coverage (e.g., top-5 hot pages and cache lines [55])
at hardware design time. As a result, hardware telemetry per-
forms well for the specific use cases that it was built for, but
sacrifices flexibility. When policy needs to evolve, the OS is
forced to fall back to software aggregation.

3 NEMO: Nimble and Expressive

NEMO is a hardware-software co-designed memory teleme-
try engine that gives the OS a flexible, high-fidelity view of
server memory traffic at the memory controller. On the hard-
ware side, NEMO is a modest change: each MC is augmented
with a small, off-data-path processing pipeline, coupled with
a small SRAM state array, to enable tracking memory oper-
ations without adding latency. On the software side, the OS
programs these pipelines via a narrow interface and retrieves
pre-aggregated state, keeping CPU overhead low. NEMO’s
goal is to provide high coverage, timely updates, fine-grained
attribution, and OS-defined metrics, while incurring low CPU
and MC overhead. We now describe the constraints this set-
ting imposes and the abstractions NEMO provides to remain
both expressive and practical.

Challenge: enabling flexibility with full coverage. Full
coverage limits per-request computation: telemetry process-
ing must keep up with controller bandwidth, ruling out designs
with unbounded or data-dependent processing latency. It also
restricts where telemetry state can reside: updates cannot add
memory traffic or interfere with application access, yet ev-
ery request may modify state. Storing telemetry in DRAM
would require two extra accesses per update and severely
reduce bandwidth, so all telemetry must fit within a small
SRAM near the controller, requiring careful allocation across
granularities and regions to support diverse OS needs. Lastly,
modern servers interleave physical memory across MCs at
fine granularity; to maintain full coverage, NEMO must track
telemetries across MCs and provide OS-level aggregation.
As a result, NEMO must create nimble abstractions that sat-



Figure 1: NEMO augments each MC with a programmable
telemetry engine. Each memory request is broadcast to all
NEMO pipelines (monitoring only), while the memory oper-
ation itself is routed to a single channel (one possible route
shown in orange). The NEMO driver orchestrates NEMO
instances to track telemetries requested by OS subsystems.

isfy line-rate, SRAM, and aggregation constraints while still
supporting diverse telemetry use cases.

System overview. Figure 1 shows NEMO’s architecture.
Each memory controller is augmented with a small telemetry
engine and exposes it to the OS through a driver. Each engine
contains a number of telemetry pipelines, each of which can
be configured for a different telemetry. As memory requests
arrive, NEMO taps their headers off the data path and feeds
them to all telemetry pipelines simultaneously, while the orig-
inal requests are routed to DRAM. Each NEMO pipeline is
capable of snooping all memory channels on the MC. The OS
specifies and reads back specific telemetries via the NEMO
driver. The driver programs per-controller pipelines, manages
telemetry state in SRAM, and returns aggregated views to
OS subsystems. For important signals, the OS installs predi-
cates that let NEMO raise interrupts. Memory management
policies then act on these high-fidelity signals.

Running example. Consider a telemetry that tracks ac-
cesses to selected 2 MiB pages (hugepages). The OS asks
NEMO to maintain one counter per tracked page. When a
memory request for a tracked page reaches the memory con-
troller, NEMO increments that page’s counter. The OS peri-
odically reads these counters to estimate page hotness. This
is the simplest use of NEMO’s pipeline. The same structure
also supports different filters, granularities, update operations,
and notification predicates.

3.1 NEMO Telemetry Pipeline
To maintain full coverage with predictable latency, NEMO
leverages OS-configurable fixed-function pipelines inside

Figure 2: NEMO pipeline and host interactions. Each pipeline
implements a fixed match-update-notify structure; highlighted
tiles are configured per telemetry.

each memory controller. As shown in Figure 2, NEMO
telemetry pipelines follow a match-update-notify structure,
inspired by the reconfigurable match table architecture [11]
used in programmable network switches and interface cards.
Each pipeline applies this structure to all memory channels.
To carry out this work, each pipeline owns (1) a translation ta-
ble that maps each incoming memory request via its physical
address to a telemetry state index and (2) a set of telemetry
states that hold its per-channel telemetry counters. First, a
pipeline matches all or part of the physical memory address to
produce an index into the telemetry state. If there is a match,
the pipeline’s update stage updates the selected telemetry
state using a configured operator and, optionally, any part of
the memory request as operand. Finally, the pipeline’s notify
stage may optionally trigger an interrupt to notify the host
of notable state updates, using a comparison operator. For
page hotness tracking, the match stage maps the request to the
specific counter for its 2 MiB page, and the update stage in-
crements that counter. The OS periodically reads the counter
array for placement decisions.

NEMO restricts per-request telemetry updates to associa-
tive and commutative operations. This is for scalability within
and across controllers. Commodity servers often need mul-
tiple MC instances (e.g., one or more per socket or SNC
partition [24], as well as CXL memory controllers behind the
PCIe root complex). Physical memory access is interleaved
across controllers at fine granularity for performance. Within
one MC, a telemetry may itself be implemented using mul-
tiple NEMO pipelines, and each channel within a pipeline
owns some telemetry state SRAM banks. Associative and
commutative updates let each NEMO instance combine con-
current updates locally and let the OS merge per-MC states
in any order to reconstruct a global view. Each pipeline stage
is replicated per memory channel in order to maintain full
bandwidth within a pipeline.



We now describe each telemetry pipeline stage and the host
interface for reading telemetry state.

Match stage. The match stage maps each memory request
to the corresponding telemetry state index. The main design
challenge is that the mapping must be flexible enough to
support OS-defined granularities and semantics, yet simple
enough to compute at line rate.

To address this challenge, NEMO adopts a mask-shift-
add design that uses simple, fixed-latency arithmetic and a
compact translation table to support flexible aggregations
(e.g., from cache line to multi-GiB regions, from per-page to
per-tenant). At a high level, the match stage matches a request
to a telemetry state index, identifying the state to update in the
next stage. For page-hotness tracking, NEMO derives a key
from the request’s physical address by masking and shifting
away the offset within a 2 MiB page. The key indexes the
translation table, which returns the counter index for that page.
If the key is missing or invalid, NEMO drops the request.

The translation table is itself stored in banked SRAM and
gives flexibility in indexing the telemetry state SRAM. In gen-
eral, NEMO derives the key using two OS-specified parame-
ters: (1) a bitmask that selects the relevant address range, and
(2) a right shift that sets the primary region size. These two
parameters let keys identify primary regions (e.g., a 2 MiB or
4 GiB region), which must have power-of-two sizes and be
aligned to their size boundaries.

Keys index the translation table, which returns the base
indices. Keys may map one-to-one to states (e.g., one counter
per page) or many-to-one (e.g., all pages in a tenant share a
telemetry state).

For simple telemetries such as per-page hotness, the base
index is the final state index. For telemetries that subdivide
a primary region, the translation table’s output—the base
index—is added to an offset to produce the final state in-
dex. With offsets, a memory request matches on a sub-region
within the request’s primary region. The OS supplies a sec-
ondary mask and right shift that determine sub-region size.
NEMO takes the designated masked bits of the physical ad-
dress, shifts them, and obtains the sub-region offset, which
is added to the base index to get the final state index. When
no subdivision is needed, the OS sets the secondary mask to
zero. Figure 2’s Match Stage illustrates the full base-index-
plus-offset arithmetic. This simple arithmetic lets the OS
trade spatial fidelity for coverage: the same SRAM budget
can either track a small region at fine granularity or maintain
coarse-grained counters over large regions.

Lastly, different pipelines can filter and translate at different
granularities. Pipelines can be configured to drop reads or
writes, giving more flexibility to the OS.

Update stage. The update stage takes the telemetry state
index and the memory request as input and performs a read-
modify-write on the state selected by the match stage, using
the update operator chosen for the telemetry (Table 1). The

hotness telemetry uses addition: each request adds one to the
selected counter. Operators use request fields as operands.

To store telemetry states while maintaining the band-
width requirements of a memory controller, NEMO lever-
ages banked SRAM. Each channel in each pipeline can be
configured by the OS to exclusively own some number of
banks. This ensures that bank conflicts never arise and avoids
SRAM stranding. SRAM accesses do not stall the NEMO
pipeline. Instead, we use value forwarding to protect against
data hazards when updating the same SRAM telemetry state
consecutively (cf. §4).

Telemetry state access. Each controller advertises a teleme-
try region: a physically contiguous range whose contents are
backed by MC SRAM. The NEMO driver reserves these re-
gions in the OS kernel so they are never used as anonymous
memory, and knows to use this region to read telemetry states.

On a memory load from the telemetry region, the controller
bypasses DRAM and the telemetry pipeline and instead re-
turns the telemetry state from SRAM. To support efficient
state resetting, NEMO allows the driver to configure an op-
tional reset operation (any update operator in Table 1 or reset-
to-constant) that is executed immediately after returning the
telemetry data. Reset-on-read makes each OS poll return per-
page access counts for the latest placement interval.

Notify stage. Polling is sufficient for many policies, includ-
ing page-hotness tracking. For urgent signals, the notify stage
allows each pipeline to specify a simple predicate on updated
state (e.g., comparison against a threshold). After an update,
the notify logic evaluates the predicate and raises an inter-
rupt if it holds. Each controller only sees its slice of traffic,
but fine-grained interleaving makes per-controller patterns
similar; alerts thus act as hints that the OS should re-check
telemetries across controllers.

3.2 NEMO Control Plane
The NEMO driver is the control plane for all interactions with
NEMO controllers. It installs telemetries, allocates telemetry
state, manages translation entries, exposes telemetry regions,
and dispatches notifications.

Telemetry installation. To install a telemetry, NEMO ex-
poses a constrained per-request programming model. Each
NEMO telemetry is installed by specifying:

1. Memory request filter: R/W type and address range;
2. Translation rule: maps addresses to telemetry states;
3. A telemetry update operation on the selected state;
4. Notify predicate: optional notification trigger;
5. Telemetry read side-effect: optional state reset.

When an OS service submits a telemetry specification to
the NEMO driver, the driver first validates the telemetry, then
allocates available pipelines on each relevant MC.



Category Config Options

Match
Filter Request type (R/W/All)
Base index Bit mask & shift
Offset Bit mask & shift

Update Update op
One of: +, -, >>, <<, XOR;
specify operand.

Notify Predicate
One of: ==, >=, >, <, <=;
specify operand.

Read telemetry Side effect
One of the update ops,
or reset to a configured value.

Table 1: Configuration options in NEMO telemetry rules.

Telemetry state allocation and translation. The NEMO
driver uses a slab allocator to allocate the appropriate number
of pipelines and telemetry state banks, and then programs the
translation table to map physical memory ranges to allocated
telemetry state indices. For any allocated state, the OS can
dynamically update which regions map to it by adding or
removing translation entries. This is helpful for aligning the
translation table with OS telemetry semantics (e.g., mapping
only a process’s pages to telemetry states). The driver vali-
dates translation entries by only mapping addresses within
the physical memory range that a controller serves. It also
tracks how a telemetry’s states are allocated across multiple
controllers to ensure correct aggregation on telemetry reads.

Reading telemetry. At boot, the NEMO driver discovers
each controller’s telemetry region, maps it, and removes it
from general use. The driver exposes an API to aggregate a
telemetry’s states across controllers, applying the optionally
configured read-side effect. For most metrics, OS services
may simply periodically read telemetry state from controllers
(polling).

When reading telemetry, the driver reconstructs a global
view by reducing per-MC states using the update operator’s
natural combine rule (e.g., sum per-MC values for addition,
XOR for bitwise-XOR, and multiplication for right bit-shifts).
Because all update operators are associative and commutative,
the driver can compute a logical telemetry state by folding
per-MC states.

Notification dispatch. OS services can also install predi-
cates that let NEMO raise interrupts. When a NEMO con-
troller raises an interrupt, it tags the corresponding pipeline.
The driver resolves this to a telemetry and invokes its regis-
tered callback, delivering alerts to the OS subsystem.

3.3 Putting It Together
We now extend the hotness example with offsets, producing a
concrete telemetry for access skew within selected hugepages.

Tracking within-page skew. To measure access skew
within selected 2 MiB hugepages, NEMO maintains one

1 nemo_telemetry_t t = nemo_register_telemetry((nemo_spec_t)
2 {
3 .filter = {.type=R|W},
4 .translation = {
5 // Track hugepages across all physical memory
6 .primary = {.mask=NEMO_ALL_MEM , .shift=HP_SHIFT},
7 // Offset: basepage number within the hugepage
8 .sub = {.mask=HP_BP_MASK , .shift=BP_SHIFT},
9 },

10 .update = {.op=NEMO_OP_ADD , .operand=1},
11 .notify = {.op=NEMO_OP_NOOP},
12 .read_effect = {.op=NEMO_OP_RESET , .value=0},
13 });
14
15 // Set translation table to track new hugepages
16 void reprogram(uint64_t hp_paddr[], int npages) {
17 for (int i = 0; i < npages; i++)
18 nemo_set_translation(t,
19 /∗key=∗/ hp_paddr[i] >> HP_SHIFT ,
20 /∗region_idx=∗/ i);
21 }

Listing 1: NEMO telemetry for basepage skewness within
selected hugepages. The primary region is a 2 MiB hugepage;
the sub-region is a 4 KiB basepage.

counter per 4 KiB basepage. A hugepage-splitting policy can
use these counters to find pages whose accesses concentrate
in only a few basepages.

Listing 1 shows this telemetry. Lines 2–13 install the static
telemetry rule t: match both reads and writes, compute a
hugepage key from the physical address, compute a basepage
offset within that hugepage, increment the selected counter,
and reset counters on read. Resetting on read makes each poll
return basepage access counts for only the last interval.

The OS then chooses which hugepages to track by calling
reprogram(), which installs a translation entry for t per
tracked hugepage with nemo_set_translation(t, key,
region_idx) (lines 15–21). The key is the hugepage frame
number (paddr >> HP_SHIFT), and the region index assigns
this hugepage a distinct base index in the telemetry state
array; the driver picks base indices so different hugepages’
512-counter ranges do not overlap. As before, the basepage
number within the hugepage forms the offset that NEMO
adds to the base index to select the final per-basepage counter.

Listing 1 is one point in NEMO’s configuration space.
Translation entries are dynamic: the OS can reprogram any
entry to time-multiplex its slots across more regions than
fit in SRAM. The per-basepage skewness telemetry in §5.2
uses this to track skewness across all of memory. Translation
can be one-to-many, as in this example, where one hugepage
maps to 512 basepage counters. Translation can also be many-
to-one: the per-tenant bandwidth telemetry in §5.3 maps all
of a tenant’s pages to a single state. Other telemetries vary
request filters, state update operations, read-side effects, and
notification predicates within the same match-update-notify
structure.



What NEMO can and cannot express. NEMO’s per-
request semantics—an associative and commutative single-
step update to one memory location, optionally followed by
a fixed-cycle predicate—cover the broad class of memory
observability tasks that aggregate per-access events into per-
region or per-tenant counters, including all three use cases in
§5. NEMO does not support telemetries that need multiple
arithmetic steps or multiple locations per request, unless they
can be done by different pipelines operating independently
and later combined. For example, computing the variance of
a region’s access counts must maintain both a running sum
and a running sum of squares of the differences from the
running sum. Likewise, exact top-K tracking depends on his-
tory beyond a single SRAM-resident counter. §6.3 discusses
extensions that lift these restrictions.

Summary. NEMO simultaneously provides high coverage,
low overhead, flexibility, granularity, and timeliness for mem-
ory telemetry. Its off–data-path pipeline and SRAM-resident
state avoid perturbing MC latency or bandwidth, while the
fixed-function pipeline sustains full coverage at line rate with
predictable latency. The pipeline’s configurable stages offer
flexibility, and the translation table supports use-case-specific
aggregations at OS-defined granularities. Finally, the driver’s
memory-mapped telemetry region and optional alerts offer
low-overhead state retrieval and timely reactions. Together,
these mechanisms give the OS a flexible, high-fidelity teleme-
try mechanism that fits within the throughput and resource
constraints of modern memory controllers.

4 Implementation

NEMO is prototyped on an Altera Agilex 7 FPGA I-Series
Development Kit with CXL 2.0 Type-3 support in hard IP [3].
The FPGA is connected to our host machine via PCIe 5.0
x16, and has 16GiB of onboard DDR4 DRAM. It features
913k logic modules (ALMs), 3.7M ALM registers, and 13k
M20K SRAM blocks, summing to 32MiB of usable SRAM
blocks. Our design consists of the CXL IP, a DDR4 memory
controller, and our NEMO logic, running at 400 MHz with
resource usage described in Table 2. The host machine runs an
Intel Xeon Gold 6430 CPU, with 32 physical cores and 64 hy-
perthreads. It contains 2MiB of L2 cache per core and 60MiB
of shared LLC cache, and 256GiB DDR5 memory. The CXL-
attached DRAM is substantially slower than host DRAM. Us-
ing Intel MLC [28], we measure host DRAM at 114.1 ns load-
to-use latency and 114.9 GiB/s bandwidth, while the CXL
DRAM exhibits 380.3 ns latency and 16.4 GiB/s bandwidth,
i.e., roughly 3.3× higher latency and 7× lower bandwidth.

NEMO pipeline. Our FPGA has 2 memory channels cor-
responding to the parity of a cache line address. Thus, each
pipeline must support the match-update protocol on two chan-
nels in parallel. Since each channel can issue one read or one

Full Bitstream NEMO
Logic Utilization 17% 4.8%
Logic Registers 9.3% 1.7%
M20Ks (SRAM) 14% 4.4%

Table 2: FPGA resource utilization. Full Bitstream refers to
the utilization of the entire design, including CXL and DRAM
controller logic, whereas NEMO refers to the NEMO logic
overhead.

write on each FPGA cycle, maintaining an initiation interval
of 1 on each channel is crucial to achieving full coverage.

Match stage. The translation table is implemented as a dual-
port SRAM, with one port used to read and one used to modify
the table. The translation table is currently replicated across
each channel, though a true dual-port design could eliminate
this extra duplicate. The translation table key is extracted from
the memory operation’s address via a configurable subtraction
and shift sequence. As a prefilter, we also implement range
bounds before key lookup. Once the telemetry state base is
retrieved, an offset computed from the address is added to get
the final telemetry state index.

Update stage. Each channel in the pipeline features its own
telemetry state SRAM, implemented via the M20K block
RAM primitives on our board. In order to maintain coverage
and keep up with memory controller bandwidth, it is crucial
that we implement read-modify-write hazard protection with-
out stalling the pipeline. The SRAM primitives offered on
the board provide 1-cycle latency reads and writes, meaning
that a 1-cycle update operation can use data forwarding as a
hazard solution. All of our update operations fit this 1-cycle
latency requirement, so forwarding is sufficient to avoid data
hazards. If a future update operation takes more than 1 cy-
cle to compute, we can double the clock speed and halve
the initiation interval to ensure full line-rate. If that is not an
option, we could further split the N existing channels into
N ×M virtual channels using a round robin load balancing
strategy per physical channel, allowing an initiation interval
of M cycles to perform update operations at the cost of M
times the SRAM.

Notify stage. Notifications are not currently implemented,
but are simulated by polling counters every 1 ms on a core
until a counter threshold is met.

Telemetry State Access. We modify the provided memory
controller instantiation to advertise a 32GiB address range
instead of its 16GiB DDR capacity. The prototype intercepts
requests to the upper half of the address space for telemetry
state retrieval. The driver is responsible for ensuring that this
address range is only used by the driver to read telemetry.



To extract telemetry, NEMO interposes on memory re-
quests and intercepts those that belong to the state retrieval
address range. Since we expose telemetry as a standard mem-
ory region rather than an MMIO region, the driver must be
careful to invalidate old cached telemetry information. How-
ever, we chose this as it improves performance over MMIO,
giving us prefetchable, 512 bits/cycle/channel of telemetry
output, matching DRAM throughput. Our implementation
does not yet fully pipeline telemetry state access.

To configure each pipeline, each pipeline exposes control
registers to the host via MMIO, allowing the NEMO device
driver to configure all aspects of its functionality. This op-
erates at 64 bit/cycle data width. We chose MMIO because
these operations are typically not performance-critical and
simplify the implementation by not having to intercept writes.

Resource budget. Each pipeline carries an 8,192-entry
translation table (~14 KiB at 14 bits/entry) for the match
stage and a per-channel 8,192×64-bit state array (128 KiB
across the FPGA’s 2 channels) for the update stage, totaling
~150 KiB. Across the full bitstream, NEMO uses 4.4% of
the FPGA’s M20K SRAM and 4.8% of its logic (cf. Table 2);
the largest deployment we evaluate, MEMTIS-NEMO (§5.2),
uses 8 such pipelines for ~1.2 MiB of telemetry SRAM. The
headroom can support larger tables, deeper state, or more
pipelines.

5 Evaluation

We evaluate NEMO by integrating it into three OS respon-
sibilities that rely on memory telemetry: detecting applica-
tion hot-set changes for tiering (§5.1), identifying transparent
hugepage (THP) split candidates (§5.2), and detecting and
throttling memory-bandwidth noisy neighbors (§5.3). Com-
pared to state-of-the-art systems in each setting, NEMO deliv-
ers ~5× faster adaptation to hot set changes, accelerates THP
splitting by 10.4×, and detects noisy neighbors in Linux with
350× lower overhead. These improvements yield up to 1.7×
higher throughput and 23% lower latency across key-value
stores and databases—core building blocks in modern clouds
that are often deployed as large, memory-resident services
that are both latency and cost-sensitive. Their access patterns
stress exactly the phenomena our mechanisms target, making
them representative workloads to evaluate.

For each use case, we describe a NEMO telemetry, the
OS integration, and measure the resulting improvements in
performance, reaction time, and CPU overhead compared to
state-of-the-art telemetry approaches. Together, these results
show that NEMO’s match-update-notify pipelines with OS-
controlled translation can address diverse memory telemetry
challenges across a wide range of memory management sys-
tems and applications.

1 nemo_telemetry_t t = nemo_register_telemetry((nemo_spec_t)
2 {
3 .filter = {.type=R|W},
4 .translation = {
5 .primary = {.mask=NEMO_ALL_MEM , .shift=HP_SHIFT},
6 // no sub−region: one counter per hugepage
7 },
8 .update = {.op=NEMO_OP_ADD , .operand=1},
9 .notify = {.op=NEMO_OP_NOOP},

10 .read_effect = {.op=NEMO_OP_RESET , .value=0},
11 });
12
13 // Map each tracked hugepage to its own counter slot
14 for (i = 0; i < n_hp; i++)
15 nemo_set_translation(t,
16 /∗key=∗/ hp_paddr[i] >> HP_SHIFT ,
17 /∗region_idx=∗/ i);

Listing 2: NEMO telemetry for per-hugepage hot-set tracking.
One counter per tracked hugepage; no sub-region offset.

5.1 Hot Set Phase Change Recovery

Detecting application hot set changes is crucial for application
performance in tiered, memory-capacity-constrained environ-
ments. Existing systems rely on sampled memory telemetry,
forcing a tradeoff between sample rate and CPU overhead;
in contrast, NEMO captures a complete view of memory
accesses, reacts to hot set changes 5× faster, and improves
application throughput by up to 1.69×, all while maintaining
similar CPU overhead.

NEMO integration. We integrate NEMO telemetry into
HeMem [48], a userspace memory tiering system. HeMem
uses Intel Processor Event-Based Sampling (PEBS) to track
page hotness by sampling LLC misses at a 0.02% rate. Each
second, HeMem processes new samples by locating the cor-
responding page struct and incrementing its access counter,
before migrating hot data to the fast tier and cold data to the
slow tier.

With NEMO, HeMem sets up NEMO to update a per-
hugepage counter on every LLC miss. This is shown in List-
ing 2. The counter is reset on read so each poll returns counts
for the last interval. HeMem then scans the telemetry array
to update each page struct’s access counter by the NEMO-
reported count.

Evaluation setup. We compare HeMem with NEMO
telemetry (HeMem-NEMO) against HeMem with PEBS
(HeMem-PEBS). As discussed in §4, NEMO only observes
the slow memory tier, so both setups still use PEBS to sample
the fast tier. To make hotness scores comparable across tiers,
we scale NEMO access counts by the PEBS sampling rate
and otherwise leave HeMem’s tiering policy unchanged.

We first evaluate HeMem-NEMO and HeMem-PEBS us-
ing FlexKVS [31], an in-memory key-value store. We run
FlexKVS with 6 threads, 32B keys, 1024B values, and 1:2
fast:slow memory ratio (24 GiB total); 20% set of keys form
a hot set which are accessed 90% of the time. To stress time-



Figure 3: FlexKVS timeline with hot set phase change, fea-
turing HeMem’s default PEBS sample rate of 0.02%. NEMO
is able to recover to steady state 5× faster than PEBS.

Figure 4: Hot set migration time and CPU overhead with
different PEBS sampling rates in HeMem. NEMO takes 67
seconds to converge with 0.89% CPU overhead.

liness of hot-set detection, we engineer a complete hot-set
shift: the initially hot keys become cold and a disjoint set of
keys become hot. Since FlexKVS’s working set spans both
fast and slow memory tiers, HeMem migrates pages between
tiers based on its hotness estimates. We track FlexKVS per-
formance over time and compare how quickly each variant
converges after the hot-set shift.

We then study object-size sensitivity using FASTER
KV [14], a concurrent key-value store and cache used in
Azure Durable Functions [12]. We choose the number of
items and value size so that each experiment fills both fast
and slow memory: total memory used (keys, values, meta-
data) is 30 GiB with a 1:1 fast:slow ratio. FASTER KV runs
with 16 client threads, each pinned to its own core, issuing
operations according to YCSB workload B [16] (95% reads,
5% writes). We measure aggregate throughput over 5 minutes,
reporting the median per-second throughput after a 5-minute
warmup. Keys follow a Zipf distribution tuned to approximate
an 80/20 rule (80% of accesses target the hottest 20% of keys),
mimicking production KV stores [6].

Figure 5: FASTER KV throughput across various value sizes.
HeMem-NEMO identifies the hot set with larger value sizes,
which PEBS is unable to do because of the prefetcher. There
is no hot set with smaller value sizes.

5.1.1 Results

Hot set churn. Figure 3 shows FlexKVS throughput
when the entire hot set shifts two minutes into the run.
HeMem-NEMO recovers within 67 s, bounded by HeMem’s
migration bandwidth. HeMem-PEBS takes 324 s at HeMem’s
default 0.02% sampling rate. With PEBS, time to convergence
depends strongly on the sampling rate (Figure 4): low rates
reduce CPU cost but delay detecting the new hot set, while
high rates improve timeliness at the expense of substantial
sampling overhead. Raising the sampling rate beyond 1% is
not feasible because it degrades application performance, as
shown by prior work [73]. Due to this tradeoff, the gap be-
tween HeMem-NEMO and HeMem-PEBS cannot be closed,
even in the limit. NEMO eliminates the tradeoff by offloading
observation to the memory controller, providing full-fidelity
hotness signals at 0.89% CPU overhead.

Value size sensitivity. Figure 5 shows FASTER KV
throughput as we vary value size. For small values,
HeMem-NEMO and HeMem-PEBS perform similarly:
many objects fit in each huge page, so accesses are effectively
uniform at page granularity and there is little page-level hot-
set signal to exploit. As value sizes grow, HeMem-NEMO
performance improves while HeMem-PEBS stagnates. Ac-
cesses to larger values become increasingly prefetch-friendly.
These prefetches generate DRAM traffic but do not produce
PEBS samples [27]. PEBS misses several types of traffic,
including prefetches and non-temporal accesses; in contrast,
NEMO captures all memory traffic.

With larger values with NEMO, a few hot values dominate
each page. NEMO’s per-hugepage counters accurately cap-
ture this skew, allowing HeMem-NEMO to keep the working
set in the fast tier. Overall, NEMO enables higher through-
put for skewed, large-value workloads without tuning sample
rates or incurring higher CPU overhead.

5.2 THP Page Split Candidate Selection
We next evaluate NEMO on a tiering system that sup-
ports transparent huge page splitting. Linux transparent huge



page system (THP) [58] automatically coalesces base pages
into 2 MiB huge pages to reduce TLB pressure and page-
management overheads. However, THP can cause hugepage
bloat [35,36,38]: workloads that touch only a few base pages
within each hugepage still pin the entire 2 MiB in the fast tier.
In tiered memory, where fast-tier capacity is scarce, splitting
a skewed hugepage, whose accesses are concentrated on a
small subset of base pages, allows hot base pages to remain in
the fast tier while demoting cold base pages to the slow tier,
freeing space for other hot data. We evaluate the benefits of
using NEMO to reduce hugepage bloat in a tiered memory
system: NEMO finds 2× more page-split candidates with up
to 10.4× reduction in detection time, with up to 1.13× better
application performance.

NEMO integration. We integrate NEMO into
MEMTIS [36], a memory tiering system that modi-
fies Linux v5.15 to support hugepage splitting. Our
integration uses the telemetry described in Section 3.3 to
simultaneously track hugepage access counts and skewness.
Instead of processing PEBS samples, MEMTIS-NEMO
reads hugepage access counters directly from NEMO and
applies its original policy: MEMTIS ranks pages by access
count and classifies the highest-ranking pages that fit in
the fast tier as hot. In our prototype, NEMO sees only
CXL-attached memory, so we retain MEMTIS’s original
PEBS-based mechanism for the local DRAM tier.

Because NEMO’s SRAM capacity limits the number of
basepage counters, we time-multiplex skewness tracking
across hugepages. Our telemetry instantiates eight NEMO
pipelines: one tracks hugepage access counts and seven each
track 16 hugepages at basepage granularity, allowing skew-
ness tracking for 112 hugepages simultaneously. MEMTIS-
NEMO extends MEMTIS’s mechanism of grouping hot
and cold pages with Linux’s active/inactive LRU lists. Ev-
ery 500ms, MEMTIS-NEMO reuses MEMTIS’s PEBS
sampling thread to program NEMO to track the next 112
hugepages from one of the two lists, using reprogram() from
Listing 1. Scanning the inactive list is necessary because a
hugepage that looks cold overall can still contain hot basepa-
ges; consecutive scans alternate between the active and inac-
tive lists. The basepage counters then feed MEMTIS’s skew-
ness score. A full sweep takes (|active|+ |inactive|)/112×
500 ms; §6.1 analyzes how this time-multiplexing approach
scales with memory size.

Evaluation setup. To stress fast-tier memory efficiency,
we vary the fast-to-slow memory capacity ratio from 1:2 to
1:8. As the fast tier becomes more constrained, the penalty
of not splitting skewed hugepages increases, since promot-
ing an unsplit skewed hugepage consumes a disproportion-
ately large share of fast-tier capacity. Our question is whether
MEMTIS-NEMO’s benefit grows as the fast tier shrinks,
because NEMO can identify skewed pages to split more ac-
curately and quickly.

Our prototype can only observe telemetry over CXL mem-
ory, so memory allocated to the fast tier and never migrated
would not be visible to NEMO. To give NEMO an opportu-
nity to collect telemetry on all pages, we cap the application’s
memory usage at 16 GiB (the CXL capacity in our prototype)
and modify MEMTIS-NEMO to allocate from CXL first
and pin memory on CXL for 180 seconds. This is a conserva-
tive setup for MEMTIS-NEMO: MEMTIS-PEBS allocates
from the fast tier by default and begins migrating immedi-
ately, giving it a 180-second head start. Our experiment uses
Silo [59], an in-memory database engine. Following prior
work [36], we run the YCSB-C workload [16] with a Zipfian
distribution, 90M keys, and key and value sizes of 64 B and
100 B, respectively. We confirm that Linux THP allocates over
99% of Silo’s memory on huge pages. We run Silo for 1,500
seconds on 20 CPU cores and report performance after a 500-
second warmup period, allowing application performance to
stabilize after migration and page splitting.

5.2.1 Results

Silo performance. Figure 6a shows Silo’s throughput
speedup when using MEMTIS-NEMO. We also report the
performance with page-splitting disabled (labeled NEMO-
HugeOnly) to isolate the benefits of NEMO’s skewness
telemetry from the benefits of its hugepage access count
telemetry. The figure is normalized to MEMTIS-PEBS with
page-splitting disabled (i.e., only uses transparent hugepages).

When fast tier memory is abundant (1:2), NEMO shows
little benefit in page splitting, because NEMO’s high fidelity
telemetry already identifies better page promotion candidates
than PEBS due to the lack of sampling. The gap between
NEMO and NEMO-HugeOnly widens as fast tier mem-
ory becomes smaller (1:4 to 1:8), showing that NEMO’s
page splitting telemetry helps MEMTIS use fast tier memory
more efficiently by splitting and promoting hot basepages.
MEMTIS-NEMO outperforms the PEBS-based baseline
across all fast-to-slow memory ratios, with larger performance
improvements as fast tier memory becomes more constrained.
This is because NEMO identifies more than 2× the number of
skewed pages than PEBS, allowing MEMTIS to pack more
hot basepages into the fast tier. At the 1:8 memory ratio, Silo
on MEMTIS-NEMO outperforms Silo on MEMTIS-PEBS
by 13%.

Figure 6b shows that Silo benefits from better page place-
ment decisions in MEMTIS-NEMO. As fast tier capacity
becomes smaller (1:2 vs. 1:8), both MEMTIS-PEBS and
MEMTIS-NEMO see higher latencies due to more accesses
to slow tier memory. However, because NEMO identifies
pages to split more effectively, MEMTIS can use the fast tier
more efficiently by packing more hot basepages into the fast
tier. This lowers Silo’s latency across all percentiles compared
to the PEBS baseline.
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Figure 6: Silo performance under MEMTIS-NEMO and
MEMTIS-PEBS across fast:slow memory ratios (1:2 to
1:8). Top: throughput speedup normalized to MEMTIS-
PEBS without page splitting; NEMO-HugeOnly and PEBS-
HugeOnly disable page splitting. Bottom: Silo latency CDF
under 1:2 and 1:8 ratios.

Accuracy of page-split telemetry. Why is MEMTIS-
NEMO’s page-split telemetry more effective than MEMTIS-
PEBS’s sampling-based approach? MEMTIS ranks a huge
page’s skewness using a score computed from its base-page
access counts: the more uneven the accesses, the higher the
skewness score; if none of a huge page’s base pages are hot,
its skewness score is 0.

Figure 7a shows the distribution of skewness scores for
all huge pages in Silo under the 1:8 fast-to-slow ratio, mea-
sured after each system reaches steady state. The distribution
derived from PEBS is bimodal: most huge pages appear non-
skewed (score = 0), while about 18% appear highly skewed
(score ≥ 16). In contrast, NEMO yields a smoother distribu-
tion with far fewer zero-score pages and a broad spread of
non-zero skewness values.

The PEBS distribution is distorted by sampling and cooling.
MEMTIS periodically “cools” access counts by aging out old
samples so that pages that no longer receive samples become
cold, a standard technique in sample-based systems [36, 48].
Short cooling intervals improve responsiveness but give cold
pages too few samples per interval, causing most hugepages

(a) (b)

Figure 7: Left: distribution of per-hugepage skewness scores
under 1:8 memory ratio. Right: median time to identify 95%
of page-split candidates over 5 runs; error bars show min/max.

to collapse to a zero skewness score; longer intervals allow
counts to accumulate but hurt responsiveness to changes in
access patterns, degrading application performance.

NEMO avoids this cooling trade-off. Since NEMO cap-
tures every cache miss to a tracked huge page, the policy can
compute skewness directly from the per-basepage counts col-
lected over a brief window (500 ms in our setup). The result-
ing telemetry reflects current access patterns without needing
to age out stale observations. With NEMO, on this work-
load, skewness values span a wide range. NEMO enables
MEMTIS to distinguish moderately from highly skewed
pages and select splits more precisely.

Timeliness of finding page-split candidates. We now com-
pare how quickly MEMTIS-PEBS and MEMTIS-NEMO
discover split candidates. Using the same setup as the end-to-
end experiment, Figure 7b reports the median time to identify
95% of all page-split candidates over five runs. We see that
MEMTIS-NEMO’s detection time is essentially indepen-
dent of fast-tier size, because the number of candidates it
can examine per unit time is tied to total physical memory,
not to how much resides in the fast tier. In contrast, PEBS
slows down and becomes more variable as the fast tier shrinks
(e.g., 1:6 and 1:8 ratios). PEBS can quickly detect the most
skewed hugepages (within roughly 250 seconds) but requires
many more samples to classify moderately skewed pages.
MEMTIS’s dynamic PEBS sample rate adjustment, aimed
at maintaining CPU overhead below 3%, produces large vari-
ance observed in sample rates for moderately hot pages in
the 1:8 configuration. In contrast, since NEMO counts every
access to tracked pages, it can compute accurate skewness for
all candidates within about 150 seconds, yielding up to 10.4×
detection speedup from PEBS.

CPU overhead. MEMTIS-NEMO incurs 3% overhead
across all fast-to-slow memory ratios: 1.67% from NEMO
processing and the rest from hot-tier PEBS sample gathering.
MEMTIS-PEBS incurs 2.89% overhead.



1 nemo_telemetry_t t = nemo_register_telemetry((nemo_spec_t)
2 {
3 .filter = {.type=R|W},
4 .translation = {
5 .primary = {.mask=NEMO_ALL_MEM , .shift=HP_SHIFT},
6 // no sub−region: many hugepages −> one tenant state
7 },
8 .update = {.op=NEMO_OP_ADD , .operand=1},
9 .notify = {.op=NEMO_OP_GE , .operand=BW_CAP},

10 .read_effect = {.op=NEMO_OP_RESET , .value=0},
11 });
12
13 // Map every hugepage of tenant i to tenant i’s state
14 for (i = 0; i < n_tenants; i++)
15 for (j = 0; j < tenant[i].n_hp; j++)
16 nemo_set_translation(t,
17 /∗key=∗/ tenant[i].hp_paddr[j] >> HP_SHIFT ,
18 /∗region_idx=∗/ i);

Listing 3: NEMO telemetry for per-tenant bandwidth esti-
mation. Many hugepages map to one tenant state. The notify
predicate triggers when the threshold is exceeded.

5.3 Noisy Neighbor Detection

We also evaluate NEMO on its ability to accurately detect
noisy neighbor applications. We show that NEMO detects
noisy neighbors with two orders of magnitude lower CPU
overhead compared to the state-of-the-art.

Memory performance isolation remains challenging in vir-
tualized environments. Tenants expect stable memory latency
and bandwidth, but operators cannot observe VM-internal
behavior. As a result, a background task such as garbage
collection can temporarily saturate DRAM bandwidth and
violate the SLOs of a colocated latency-sensitive service [18].
Achieving isolation first requires detecting when a tenant
consumes excessive memory bandwidth—a noisy neighbor.
Timely detection is crucial: any delay directly delays mitiga-
tion and exposes other tenants to performance loss. Existing
approaches built on hardware performance counters suffer
from imprecise measurements, limited programmability, and
high CPU overhead (§2.2). In contrast, NEMO can be pro-
grammed to attribute exact DRAM throughput to each tenant,
enabling precise and timely noisy-neighbor detection [54].

NEMO uses the translation table to map all huge pages of
a tenant to a single telemetry state. On each memory access,
hardware increments this state, yielding a per-tenant count
of DRAM accesses. The OS polls each counter every ∆t mil-
liseconds to compute bandwidth. When a tenant allocates or
frees huge pages, the OS updates the translation table to pre-
serve correct attribution. The administrator chooses ∆t based
on isolation needs; it can range from milliseconds to minutes.
Finally, the OS installs a notification condition that raises
an interrupt when a tenant’s counter exceeds its bandwidth
allocation. Listing 3 shows the telemetry: many-to-one trans-
lation maps every hugepage of a tenant to that tenant’s state,
the update operator sums accesses, and a ≥ predicate raises
an interrupt on bandwidth-cap violation.

NEMO integration. We integrate NEMO with Linux
cgroups to throttle noisy neighbors in software. A
userspace QoS controller, modeled after node-level Kuber-
netes agents [34], monitors each tenant’s NEMO bandwidth
counter and adjusts its cgroup CPU quota to enforce a per-
tenant bandwidth cap. We use cgroups as the actuation mech-
anism because they are ubiquitous in modern OSes and cloud
platforms; we avoid Intel Memory Bandwidth Allocation
(MBA) [22], whose throttling behavior is inaccurate in our
measurements and prior work [53, 65]. The controller imple-
ments a simple feedback loop: every epoch it reads per-tenant
counters, maintains an exponentially weighted moving aver-
age of bandwidth, and proportionally increases or decreases
CPU quota based on the gap to the target bandwidth, using
a learning rate to dampen adjustments, similar to prior reg-
ulators [18, 65, 70]. To reduce detection latency and CPU
overhead, it also relies on NEMO notifications to react im-
mediately when a tenant exceeds its allocation. Our prototype
currently tracks bandwidth only for CXL-attached memory,
so we restrict allocations to CXL. Finally, we use emulated
NEMO notifications as detailed in §4.

Evaluation setup. As a baseline, we use Intel Memory
Bandwidth Monitoring (MBM) counters via the PQoS li-
brary [30]; PMU-based schemes are less suitable due to inac-
curacy and limited virtualization support (§2.1). In both cases,
a userspace controller periodically polls per-tenant bandwidth
counters and adjusts Linux cgroup CPU quotas to enforce
a per-tenant bandwidth cap, varying the polling interval to
explore the tradeoff between CPU overhead and reaction
time. Our workload consists of a latency-sensitive victim,
FlexKVS [31], and a single-core synthetic noisy neighbor that
uses non-temporal stores to saturate memory bandwidth. The
noisy neighbor alternates every 0.5 s between high-bandwidth
execution and sleep, and is configured with a target cap of
1 GiB/s (~5% of our prototype’s peak bandwidth).

5.3.1 Results

Bandwidth telemetry accuracy. We first run the noisy
neighbor in isolation and compare bandwidth reported by
MBM and NEMO against an application-level estimate. We
approximate the application’s true DRAM bandwidth by sum-
ming its non-temporal (NT) store volume. Across three 30-
second runs, both NEMO and MBM closely match this NT-
derived ground truth, with reported bandwidths within 0.1%.

Noisy neighbor throttling efficacy. Next, we co-locate the
victim and noisy neighbor, throttling the noisy neighbor using
either NEMO or MBM telemetry, and compare against two
baselines: the victim alone and the victim with an unthrottled
noisy neighbor. Figure 8 shows the resulting FlexKVS latency
CDFs. With an unthrottled noisy neighbor, FlexKVS p99 la-
tency increases by ~22%. With throttling based on NEMO



Figure 8: FlexKVS latency CDF using different telemetries
for noisy neighbor detection and throttling. NEMO and MBM
show equivalent detection capabilities when MBM uses a
1000Hz polling frequency (consuming 30%+ CPU overhead).

and MBM, the p99 increase shrinks to 5.2% and 5.5%, respec-
tively. In both cases, efficacy is ultimately limited by cgroups’
actuation latency (~10 ms).

CPU overhead. Polling more frequently improves reaction
time but increases overhead, so for MBM we vary the polling
interval from 1 ms to 100 ms. Figure 9 shows the trade-off.
At a 100 ms polling interval, MBM consumes only 0.7% of
a core but reacts slowly, leading to a 13% increase in p99
latency. At a 1 ms interval, MBM reduces the p99 increase to
5.5% but raises CPU overhead to 32%. In contrast, NEMO
achieves similar throttling effectiveness with only 0.09% CPU
overhead. NEMO’s notification mechanism triggers immedi-
ate reaction when a tenant exceeds its bandwidth allocation;
the controller clears NEMO counters at a 50 ms interval in
our setup.

6 Discussion

The preceding sections show that MC-resident telemetry can
provide OS policies with timely, low-overhead memory sig-
nals. We now discuss three implications of the design: teleme-
try scalability with SRAM-backed state, the threat model un-
der bare-metal and virtualized deployments, and how chained
pipelines can extend NEMO to support more use cases.

6.1 Telemetry Scalability

The granularity of NEMO telemetries scales with on-chip
SRAM, depending on the number of translation table entries
and the amount of telemetry state. Many use cases rely pri-
marily on one or the other resource, balancing SRAM uti-
lization. Coarse telemetries (per-tenant bandwidth, §5.3) use
many translation entries mapping into few states. Fine-grained
telemetries (per-basepage skewness, §5.2) use fewer transla-
tion entries but many states per region.

Figure 9: MBM p99 slowdown and CPU overhead vs. polling
frequency.

Telemetry time multiplexing. When regions of interest ex-
ceed the resident SRAM budget, the OS can time-multiplex
telemetries by reprogramming translation table entries be-
tween scans. Below we compute the sweep time Tsweep, the
time to visit every telemetry region once under uniform cov-
erage (the worst case; in practice, skewed access patterns and
hot-region prioritization yield shorter effective sweeps). With
P pipelines, S states of width W at G-byte granularity, and
scan period τ, sweeping an M-byte region takes

Tsweep =
M× τ

P×S×G
.

Substituting |SRAM| ≈ P × S ×W to utilize all available
SRAM, this becomes

Tsweep =
M× τ×W
|SRAM|×G

.

Scaling implications. The formula has two scaling impli-
cations. First, the DRAM (M) to SRAM (|SRAM|) ratio sets
the area-vs-timeliness trade-off. Second, counter width W is a
knob orthogonal to coverage. At a fixed SRAM budget, halv-
ing W doubles the number of states and proportionally halves
Tsweep. In our MEMTIS-NEMO prototype (P=7, S=8,192,
G=4 KiB, τ=500 ms), 1.4 MiB of telemetry SRAM covers
16 GiB DRAM at Tsweep≈37 s. At constant ratio, a 1 TiB tier
needs ~90 MiB, on the same order as on-die SRAM for data-
center SoCs [4,25]. Unlike CPU caches, NEMO uses SRAM
in less area-constrained sites like the uncore (for IMCs) or
controller ASICs (for CXL MCs). The prototype’s W =8 B is
conservative for our 500 ms scan; 1–4 B counters would shrink
either the SRAM or Tsweep by 2–8×. Better encoding lowers
the bit width W required per counter; for example, a saturating
overflow bit for very hot data is sufficient to distinguish very
hot counters, with remaining bits spent discriminating among
warm and less-warm counters.



6.2 Security
NEMO’s trusted computing base consists of the MC hard-
ware and the NEMO driver in the OS or hypervisor kernel.
We assume that telemetries are configured by a privileged
operator. The NEMO driver validates each translation entry
against the MC’s physical address ranges, reusing the kernel’s
page-ownership checks to decide which pages each telemetry
covers. In a virtualized setting, a paravirtualized interface lets
a guest OS request telemetries over its memory. The hypervi-
sor validates each request against the guest’s allocated ranges
and never exposes another guest’s pages.

The hardware path adds no observable timing channel. Un-
der both bare-metal and virtualization, the MC observes only
request metadata (address and R/W type) for OS-registered
pages, and the match-update pipeline runs with fixed overhead
off the data path, so memory access latency is independent
of NEMO’s state. Side channels outside the MC (cache and
DRAM timing) are unaffected.

6.3 Supporting Complex Telemetries
NEMO’s pipeline performs one bounded update per request,
keeping hardware simple and at line rate but ruling out teleme-
tries needing cross-state reads or multi-step computation. A
natural extension chains pipelines so one’s output feeds the
next (analogous to multi-stage match-action in RMT [11]
switches) to express richer telemetries while preserving fixed-
cycle stages. For example, approximate frequency sketches
such as count-min [69] help when per-region tracking ex-
ceeds the SRAM budget: each chained pipeline holds one of
the sketch’s k counter arrays, and in its match stage a single-
cycle hash (e.g., multiply-shift) projects each address onto
that array, a small extension to the existing mask-shift key
derivation. Querying a region’s frequency hashes its address
k times and takes the minimum across arrays. Each chained
pipeline retains bounded per-request work at line rate.

7 Related Work

Hardware memory telemetry. Recent works have ex-
plored gathering telemetry directly from the memory con-
troller [40, 47, 50, 52, 55, 73], employing different techniques
(e.g., count-min sketches [55, 73] or Majority Element Algo-
rithm [47]) for different use cases (e.g., tiered memory [55,73],
disaggregated memory [40]) and memory technologies (e.g.,
3D-stacked [40, 55]). While these designs demonstrate the
value of in-memory telemetry, they lack flexibility because
the telemetry is fixed at hardware design time. In contrast,
NEMO enables the OS to define and install custom telemetry
to MCs, achieving both flexibility and coverage.

OS-inferred memory telemetry. The OS can infer memory
access patterns from hardware-generated signals, such as page

access tracking via soft page faults [1, 5, 8, 33, 43, 61], page
table scanning [1,17,29,42,67] or sampling-based approaches
using PMUs [17,36,48]. These approaches provide flexibility
but necessarily are limited because of high CPU overhead.
NEMO offers an alternative by allowing the OS to install use-
case-specific telemetries to memory controllers, achieving
flexibility and high coverage with low CPU overhead.

Memory programmability. Prior works have explored in-
troducing programmability to memory controllers. These
works can alter the memory request (address or data), the
request schedule, or DDR commands to improve application
performance [9, 13], energy efficiency [9], fault tolerance,
QoS [41], or for prototype exploration [21]. Beyond the mem-
ory controller, täkō [51] proposes a polymorphic cache hier-
archy that executes software callbacks to transform data or
alter traversal paths. Relative to these proposals, NEMO is
simpler. It performs passive monitoring off the MC data path,
making it lightweight and deployable.

Line-rate programmability. For network protocol stacks,
the Reconfigurable Match-Action Table (RMT) architec-
ture [11] and the P4 programming model [10] enable line-rate
configurable dataplane actions. Operators often use these for
telemetry [20, 32, 44, 45]. Inspired by these works, NEMO
occupies a distinct design point: HW/SW codesign to provide
high-fidelity telemetry on MCs for diverse OS use cases.

8 Conclusion

Server memory hierarchies demand high-fidelity, low-
overhead telemetry, but existing techniques are often heavy-
weight, coarse, noisy, or fixed-function. NEMO addresses this
gap by augmenting memory controllers with a small, flexible,
off-data-path match-update-notify pipeline and per-controller
SRAM state. Together with an OS-facing programming model
and driver, OS kernel subsystems can define what to track and
at which granularity. Using our CXL-based FPGA prototype,
we show that this model improves the efficiency, accuracy,
and responsiveness of tiering, huge-page splitting, and noisy-
neighbor detection, outperforming state-of-the-art baselines
within practical compute and SRAM budgets.
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