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Build Container Networks

Hardware OffloadingSoftware Solutions

Below Socket Layer Below-/Above-Socket

SR-IOV Based Devices

● SG-IOV: A New IOV Mechanism

Our SG-IOV

○ Socket-Level Devices
○ Message-Stream Abstraction
○ Granular Virtualization

SW-CNI SR-IOV Sub-Func. TOE SG-IOV

HW Offload ❌ ✅ ✅ ✅ ✅

Scalability ✅ ❌ ✅ ✅ ✅

Flexibility ✅ ❌ ❌ ❌ ✅

Granular HW 
Virtualization ❌ ❌ ❌ ❌ ✅

*SW-CNI: Software CNI; Sub-Func: NVIDIA Scalable Functions; TOE: TCP Offload Engine
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Host Front-End Driver
H/T H/T H/T

VF/PF Devices

Device Back-End
Hardware Dedication

SR-IOV

Host Front-End Driver

H/T H/T H/T

Warp Pipe Devices

Multiplex

SmartNIC Signal Plane
Demultiplex

Our SG-IOV

Approaching L5 socket scale, FIFO efficiency is crucial

○ SR-IOV: Device Count = Queue Pair Count 
○ SG-IOV: Device Count ≫ Queue Pair Count
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H2D FIFO

Empty

Full

D2H FIFO

Full

Empty
DataIn Reg.

Ctrl Reg.
DataOut Reg.

DataIn Reg.
Ctrl Reg.

DataOut Reg.

● Cross-FIFO Data Structure
○ Producer/Consumer Crossing PCIe

See the paper for detailed MMIO/RDMA primitives

○ Hardware-Friendly Logic

Memory Map

In Ctrl Out Ctrl

Out Ctrl In Ctrl
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Size-Varying Jobs

● Determine Source/Sink Chunks for Diverse Transformations (e.g., DMA, Encrypt)
○ Size-varying message complicates buffer management

■ 2×2×2 = 8 cases: <source wrap or not × sink wrap or not × size change or not>

Tail

Tail

Source
On Host

Sink On 
SmartNIC

Size-Preserving Jobs

Head

Head

See the paper for the Recursive Strategy that covers all cases
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Next, how do we use such a queuing system to schedule jobs?
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● Dominant Resource Fairness (DRF) Policy Specialized by SG-IOV 

Crypto Engine 
60 Gbps

RDMA Engine 
100 Gbps

Dominant Share Bandwidth Allocation
Tenant-A: 0.625 x 60 = 37.5 Gbps 
Tenant-B: 0.625 x 100 = 62.5 Gbps

○ Equal-Bandwidth Demand: Multi-accelerator tenants consume the same BW on all accelerators

Dominant Resource
Tenant-A: {RDMA, Crypto} 
Tenant-B: {RDMA}

See the paper for the formal mathematical analysis
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● Prototype SG-IOV with NVIDIA BlueField-3

See the paper for detailed characterization
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● SGIOV-CNI Complying with Secure Container Runtime

See the paper for SGIOV-CNI support for traditional containers
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○ Two connected servers (NVIDIA BlueField-3 with a 100GbE switch)
○ Standard POSIX send()/recv() over Warp Pipes
○ 128KB messages for bandwidth; 4KB messages for latency

Scales up to 4K devices, 
approaching socket scale

Sustaining line rate Configurable scheduling

Strong isolation; for comparison, 
128 SR-IOV VFs yield 3.7×



Evaluation: End-to-End Results for SGIOV-CNI (1/2)

19



Evaluation: End-to-End Results for SGIOV-CNI (1/2)

19

● Saving Host CPU Cycles
○ Baselines: 1) Cilium; 2) CNI over NVIDIA Sub-Functions 
○ Applications: 

■ 1) Containerized iperf3 (128KB message) with VxLAN, L3 IPSec, and L5 TLS
■ 2) Containerized wrk (HTTP requests) → Envoy proxy → Nginx server



Evaluation: End-to-End Results for SGIOV-CNI (1/2)

19

● Saving Host CPU Cycles
○ Baselines: 1) Cilium; 2) CNI over NVIDIA Sub-Functions 
○ Applications: 

■ 1) Containerized iperf3 (128KB message) with VxLAN, L3 IPSec, and L5 TLS
■ 2) Containerized wrk (HTTP requests) → Envoy proxy → Nginx server



Evaluation: End-to-End Results for SGIOV-CNI (1/2)

19

● Saving Host CPU Cycles
○ Baselines: 1) Cilium; 2) CNI over NVIDIA Sub-Functions 
○ Applications: 

■ 1) Containerized iperf3 (128KB message) with VxLAN, L3 IPSec, and L5 TLS
■ 2) Containerized wrk (HTTP requests) → Envoy proxy → Nginx server

SG-IOV offloads these onto SmartNICs



Evaluation: End-to-End Results for SGIOV-CNI (1/2)

19

● Saving Host CPU Cycles
○ Baselines: 1) Cilium; 2) CNI over NVIDIA Sub-Functions 
○ Applications: 

■ 1) Containerized iperf3 (128KB message) with VxLAN, L3 IPSec, and L5 TLS
■ 2) Containerized wrk (HTTP requests) → Envoy proxy → Nginx server

SG-IOV offloads these onto SmartNICs

Only app on host; saves 1.9 cores/10Gbps



Evaluation: End-to-End Results for SGIOV-CNI (1/2)

19

● Saving Host CPU Cycles
○ Baselines: 1) Cilium; 2) CNI over NVIDIA Sub-Functions 
○ Applications: 

■ 1) Containerized iperf3 (128KB message) with VxLAN, L3 IPSec, and L5 TLS
■ 2) Containerized wrk (HTTP requests) → Envoy proxy → Nginx server

SG-IOV offloads these onto SmartNICs

Only app on host; saves 1.9 cores/10Gbps



Evaluation: End-to-End Results for SGIOV-CNI (1/2)

19

● Saving Host CPU Cycles
○ Baselines: 1) Cilium; 2) CNI over NVIDIA Sub-Functions 
○ Applications: 

■ 1) Containerized iperf3 (128KB message) with VxLAN, L3 IPSec, and L5 TLS
■ 2) Containerized wrk (HTTP requests) → Envoy proxy → Nginx server

SG-IOV offloads these onto SmartNICs

Only app on host; saves 1.9 cores/10Gbps

SG-IOV offloads these onto SmartNICs



Evaluation: End-to-End Results for SGIOV-CNI (1/2)

19

● Saving Host CPU Cycles
○ Baselines: 1) Cilium; 2) CNI over NVIDIA Sub-Functions 
○ Applications: 
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■ 2) Containerized wrk (HTTP requests) → Envoy proxy → Nginx server

SG-IOV offloads these onto SmartNICs

Only app on host; saves 1.9 cores/10Gbps

SG-IOV offloads these onto SmartNICs

Save 1.06 CPU cores per connection
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