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Course objectives
1. Familiarize you with what aspects of physical systems affect software security

2. Gain a detailed understanding of current and historical work on specific families of 
hardware related attacks and defenses

3. Build hands-on experience with a major project in one specific sub-area



But why?
Aren’t most problems phishing/data breaches/etc?



What is/isn’t “hardware security?”







https://donjon.ledger.com/compact-em/



Side-channels: conceptually
A program’s implementation (that is, the final compiled version) is different from the conceptual 
description

Side-effects of the difference between the implementation and conception can reveal 
unexpected information

◦ Thus: Side-channels



Covert-channels
Many times a covert channel is demonstrated:

◦ unusual ways to have information flow from thing A to thing B

If this is an intentional usage of side effects, it is a covert channel

Unintentional means it is a side-channel

The same mechanism can be used as a covert-channel, or abused as a side-channel



Class plan



Course structure
● Per-class readings & writeups

● Present papers + lead discussion

● Project
○ Writeup
○ Presentation



Leading discussions

● 2 of the 3 classes per-topic are student led

● You will need to sign up to lead $N
○ This means presenting a summary of the readings
○ Providing a series of discussion questions based on the class questions

Signup sheet on edstem



Project

● Group of 2-3
● Will want to start planning soon
● I’ll meet with groups about projects

● This will happen next week
● Lets find something fun and interesting for every group
● Required:

○ Presentation (10 minutes-ish)
○ Paper-style writeup (6-10 pages)



Project ideas

● MUST: have hardware as a critical component
○ E.g. if you can imagine the project without a specific hardware implementation mattering, it 

isn’t an appropriate project

● Otherwise, very open to ideas!



Course misc:

● We’ll follow school COVID policies
○ Right now that means: masks are optional but “encouraged for the first 2 weeks”
○ If it changes, we’ll change to match

● Attendance is (for now) required in-person
○ This is a discussion course!



Hardware basics





https://www.ifixit.com/Teardown/MacBoo
k+Pro+16-Inch+2019+Teardown/128106



https://www.ifixit.com/Teardown/MacBoo
k+Pro+16-Inch+2019+Teardown/128106



https://www.ifixit.com/Teardown/iPhone+
XS+and+XS+Max+Teardown/113021



https://www.ifixit.com/Teardown/iPhone+
XS+and+XS+Max+Teardown/113021







https://mdsattacks.com/





Threat models



Starting with threat models

What are my adversary capabilities?

What does my adversary gain?



“Realistic” threat models

• Physical access?

• OK, but how much?

• “Nearby” access?

• User-level access?

• Interaction with remote servers?



Examples:

Microarchitectural attacks

◦ Adversary can run usermode code

◦ Or can run JS/similar

◦ Attempts to read secret data they don’t own

Physical side-channels

◦ Adversary can touch/measure machine

◦ Tries to learn secret data



Examples:

Glitch attacks

◦ Adversary can partially take apart system

◦ Has access to sophisticated equipment

◦ Tries to induce incorrect computation

Remote timing

◦ Adversary can interact with a server via ‘normal’ methods

◦ Attempts to learn secrets via timing variation



Concrete example:



M1RACLES
“A flaw in the design of the Apple Silicon “M1” chip allows any two applications running under 
an OS to covertly exchange data between them, without using memory, sockets, files, or any 
other normal operating system features. This works between processes running as different 
users and under different privilege levels, creating a covert channel for surreptitious data 
exchange.

The vulnerability is baked into Apple Silicon chips, and cannot be fixed without a new silicon 
revision.”

https://m1racles.com/





Other common topics



Constant-time programming
Defensive programming techniques

Goal: program whose runtime is independent of secret inputs

Will include many platform specifics 



Isolation
Processes

Sandboxing

Kernel-userspace isolation

Enclaves and Trusted Execution



Cache side-channels

Attacker wants to observe cache state

Many attacker models/defenses


