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Emerging technology, including Al, is proliferating throughout the U.S. carceral system. These technologies are marketed
to prisons and police departments and then procured using taxpayer money. Previous investigative reporting has exposed
troubling kickback schemes, unconstitutional data collection practices, and biased algorithmic outcomes in a handful of
prominent technologies (e.g., Flock, Palantir, Clearview AI, COMPAS). In this work, we consider the broader ecosystem of
carceral technologies: we catalog 122 products from 53 companies selling technology to carceral institutions. In a collaboration
among computer science, law, and surveillance studies scholars, we surface sociotechnical, ethical, and legal concerns related
to the use and deployment of these technologies, including concerns related to privacy, accuracy, fairness, censorship, due
process, and more. We present case studies of technology advertised for deployment in three stages of the carceral cycle:
before, during, and after incarceration. We call for increased transparency and auditing, more research on the impact of these
technologies, and more research on the emerging legal and regulatory challenges.
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1 Introduction

As in most areas of society, technology has increasingly permeated throughout the U.S. carceral system. Surveil-
lance technology increasingly intersects with people’s lives before they are incarcerated (e.g., policing technology),
while they are incarcerated (e.g., communication surveillance), and after they are incarcerated (e.g., electronic mon-
itoring). Technologies in this sector (as in others) also increasingly incorporate artificial intelligence [62, 124, 182].
Although carceral technologies are developed and deployed with the apparent aims of public safety, a growing
body of academic literature and investigative journalism has raised concerns about the often problematic impacts
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of these technologies on currently or formerly incarcerated people, their loved ones, other marginalized pop-
ulations, and the general public. For example, prior work has documented how mass surveillance technology
disproportionately targets non-white residents [85, 95, 119] exhibits racial and gender biases [47, 66, 101, 182],
chills speech of currently incarcerated people and their loved ones [38, 148], and introduces new risks for people
who are forced to accept court-mandated electronic monitoring [147, 197].

In this work, we explore the broader landscape of carceral technology in the U.S. These technologies (including
products, services, and infrastructure) are generally created and sold by for-profit companies [22, 39, 94, 117, 158]
and acquired by carceral institutions (including police and prisons) with taxpayer dollars. The public rarely has
insight into these companies and products purchased with taxpayer funds, and the limited information available
from existing journalism and research has exposed substantial risks of privacy, censorship, and bias. We ask:

[RQ 1: What is the current landscape of technology products advertised to carceral institutions in the U.S.?]

To answer this question, we collected, qualitatively coded, and cataloged the offerings from a large set of carceral
technology vendors. These vendors (N=53) advertised at the U.S’s largest annual carceral technology expo, the
American Correctional Association (ACA)’s Annual Congress, which one of the authors attended in September
2025. The ACA “[champions] the cause of corrections and correctional effectiveness” [33], and its biannual
conferences provide opportunities for vendors to advertise to “corrections officials from the county, state and
federal levels, as well as from probation and parole and community corrections agencies” [32]. Based on the
vendor booths at the September 2025 Congress and their online offerings, we identified 122 products and classified
them into 11 different product types, spanning the carceral cycle (before, during, and after incarceration).

[RQZ: What sociotechnical and policy concerns arise from the deployment of these technologies?]

After describing the product ecosystem, we dive into six case studies and present both sociotechnical and legal
concerns/risks which arise from their use. This set of concerns is the result of a crossdisciplinary collaboration
spanning computer security and privacy (three authors), surveillance studies (one author), HCI (one author), and
law (two authors). We explore these technologies from the perspectives not of the immediate buyers (i.e., police
and prisons) but of their targets (i.e., currently or formerly incarcerated people, or in some cases the general
public). These concerns include technical issues like computer security and privacy risks, Al-related risks like
fairness, bias, and hallucination, as well as legal, policy, and ethical concerns like due process and constitutionality.
Overall, this paper contributes to a growing conversation around potential harms from carceral technologies in
the U.S., revealing a wide landscape of technologies developed for use throughout the carceral cycle that raise
numerous technology and policy concerns. Our work points to areas where further academic, legal, and public
scrutiny is needed, especially as these technologies increasingly incorporate AL

2 Background and Motivation

Over the last two decades, public outcry has exposed the harms of private, for-profit prisons in the United
States [26, 31, 92, 108, 176, 188]. But whether a prison is publicly or privately operated, it is filled with products,
technology, services, and infrastructure marketed by for-profit companies [22, 39, 94, 117, 127, 158, 168], which
prisons procure and contract using taxpayer dollars. The non-profit Worth Rises [158, 159] details how “more
than half of the $80 billion spent annually on incarceration by government agencies is used to pay the thousands
of vendors that serve the criminal legal system.”

These companies showcase and advertise their products to prison and police officials at trade shows, expos, and
conferences around the nation [168, 183]. The oldest and largest of such gatherings is the ACA annual conference
[93, 183, 184]. One factsheet describes how the ACA “boast[s] that 81 percent of corrections industry sales
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are made at trade shows” like theirs. These organizational trade shows and conferences have themselves been
investigated for the murky relationships between the companies paying to participate are the same organizations
that, in turn, set policy and guidelines for the operations of thousands of U.S. prisons [184].

Previous research and investigative reporting has detailed how some well-known technologies in this space —
e.g., Amazon Ring cameras, Palantir data mining, BI SmartLink electronic monitoring, Flock policing technologies
— cause, amplify, and facilitate various harms, including opaque data sharing practices with government entities
and other companies [54, 79, 84, 88, 124, 178], warrantless surveillance [53, 79, 110], and the use of biased Al
models which amplify biased policing practices [43, 67, 85, 88, 95, 101, 116, 119, 123].

While previous work has investigated individual companies or technologies, we see the need for a broader
view of this ecosystem and the concerns the technologies raise, inspired by the ecosystem-focused view of those
articulating the Prison Industrial Complex [39, 55-58, 75, 76]. This assessment is particularly crucial at the present
moment, when Al (including “generative” and “agentic” AI) has begun to proliferate through every industry.

We consider technologies in a three-part carceral cycle: technology used before someone is incarcerated (e.g.,
technology used by police to find, produce evidence about, and generate evidence to arrest and incarcerate);
technology used while someone is incarcerated (e.g., to surveil an incarcerated person’s communications with
loved ones and lawyers); and technology used after someone is incarcerated (e.g., electronic monitoring). These
lines can be blurry, as surveillance technologies are becoming ubiquitous in every phase of the carceral cycle and
in the “free world”, including in luxury and consumer products [125]. The consideration of these three phases is
inspired in part by Michel Foucalt’s “carceral circuit” in which the three phases “support one another and form a
circuit that is never interrupted” [73].

3 Methodology

Gathering Data at the ACA Congress. While attending the September 2025 ACA Congress, one author
gathered advertising material, brochures, and print information from all vendor booths selling technology. Booths
deemed out of scope included, for example, companies advertising food services (e.g., Aramark), healthcare (e.g.,
Centurion Health), and hygiene products (e.g., Colgate-Palmolive). In addition to gathering physical advertising
materials, the author took photos (with permission) and wrote notes recording their impressions (e.g., when
vendors offered live demos of their products). The author also attended workshops, lectures, and demonstrations,
which helped provide insights into the threat model of prisons and police agencies who were presenting about
their use of technology. The ACA is open to the public, and the author registered as a student; they made their
student status clear to all vendors and conversation partners.

Expanding Dataset of Products. At the ACA Congress, we received pamphlets, advertising literature, and
information from 53 vendor booths. Using the 53 pieces of advertising literature, we collated a list of vendors
and surveyed each company’s technology product offerings by using online searches and gray literature review,
indexing a total of 122 products.

Classifying Product Types. We classified the 122 products into 11 different product types, described in Table 1.
One initial author qualitatively coded the products according to several axes: the technology’s use case, how
it works, who is the expected user, and who is the expected subject. Through iterative discussion with other
authors, this codebook and its application was refined, resulting in 11 categories of technology with distinct
purposes, users, and subjects.

Surfacing Concerns. Our team includes computer security and privacy researchers, legal experts, technology
policy and ethics researchers, and surveillance studies scholars. Through iterative discussion, we surfaced and
refined a set of sociotechnical, ethical, and legal concerns about the products in our catalog.
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Table 1. This table identifies the types of products in our catalog based on which part of the carceral cycle they are marketed
for, and on the intended targets and end users. Italicized “targets” indicate whether the target includes non-incarcerated
people (e.g., the general public or communication partners of incarcerated people). Colored in gray are the categories of
technologies which are in our codebook but which we do not discuss further as case studies in this paper. Colored in pink
are the "before incarceration" (Section 5) case studies; in blue are "during incarceration" (Section 6); in green are "after
incarceration" (Section 7).

Category Section Before During After Use Cases Target User
Policing Tech 5.1 v To assist the police Everyone Police
Sentencing 5.2 v To predict outcomes for People accused of a Judges
Algorithms criminal sentencing crime
Chatbot 6.1 To assess or find Incarcerated people Prison staff
Assessments information for placement

of an incarcerated person
Communication 6.2 To surveil incarcerated Incarcerated people Prison staff
Surveillance people and their messages  and the people they

talk to

Counter- 6.3 To detect unwanted Drone pilots Prison staff, police
Drone drones in prison airspace officers, military
Electronic 7.1 To monitor someone Formerly incarcerated A “community
Monitoring released from prison into  people; people custody officer” in

“community custody” or awaiting trial or most cases

awaiting trial immigration hearings
Prison To surveil carceral Incarcerated people Police and prison
Monitoring facilities (e.g., CCTV) and visitors to carceral  staff

facility

Contraband Scanners (physical or Incarcerated people Prison staff
Detection network) to detect and visitors to carceral

unwanted objects facility
Tech for To communicate with Incarcerated people Incarcerated people
Incarcerated people on the outside
People world, also to consume

media and education
Infrastructure To build prison hardware - Prisons
Support and network infrastructure
Data v To coalesce, manage, and Everyone Police, prison staff,
Aggregation analyze policing or parole officers, etc.
Software incarceration information

from a variety of sources

Limitations. A number of well-known products that are sold to prisons and police agencies do not appear in
our dataset because they were not vendors at the ACA Congress — e.g., companies like Flock, Clearview Al,
Palantir, BI SmartLink, Convenant Eyes, Accountable2You. These companies and others have already been the
topic of prominent investigative reporting [54, 61, 113, 164]. If those companies had been present at the ACA,
their products would be included in the categories we developed, suggesting that our taxonomy is comprehensive.
For example, Flock would be categorized alongside their competitor in policing technology, Axon; BI SmartLink
would be categorized with their competitor in electronic monitoring, Buddi. We believe that the omission of these
companies caused no substantial change in our codebook, catalog, or set of sociotechnical and legal concerns —
particularly since the associated concerns have already been widely discussed in the popular press. If there are
other companies that were not present at the ACA, and which would have substantially changed our findings,
they are unknown to us.

Moreover, we emphasize that our research is qualitative: our dataset is not intended to be a comprehensive
listing of all companies or technologies in this space, but rather a mechanism to surface the types of technologies
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Fig. 1. A radial diagram depicting the types of technologies in the carceral system and the companies involved. The height of
the bar denotes the relative number of products that the company markets in the category.

being marketed, and their potential impacts. We believe that the 122 products from the 53 ACA vendors — and
the resultant concerns — bring important attention to a wide range of potential harms with carceral technologies
(many previously not substantially discussed in research) in the U.S.

4 Carceral Technology Ecosystem Overview

We begin by providing an overview of the technologies advertised at the 2025 ACA Congress. Our classification
of products resulted in 11 categories, summarized in Table 1. We also highlight whether each technology category
also targets non-incarcerated people (e.g., the general public or communication partners of incarcerated people);
this fact may be important in the legal context because non-incarcerated people retain certain privacy and legal
rights that may be limited for incarcarated people.

The radial diagram in Figure 1 maps these product categories to the companies that provide them. A large
number of companies are involved in this ecosystem; though a few are large and prominent (like Axon), many
others are not widely known or discussed. Some are prominent outside of the carceral ecosystem (e.g., Motorola)
but have a few individual product offerings in this space. Our investigation revealed that these companies are
mostly independent from each other, without formal ownership/subsidiary relationships.

Next, we dive into case studies of several product categories: before (Section 5), during (Section 6), and after
(Section 7) incarceration. Table 1 provides section references for each product category. We chose these case
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studies for several reasons: to provide coverage of phases of the carceral cycle and types of concerns, our collective
assessment of novelty (including the growing use of Al), and/or the gravity of potential harms.

5 Before Incarceration: Policing and Sentencing Technologies

We now turn to our case studies. In each subsection, we summarize the technologies currently advertised by
companies in this space and then discuss potential harms and technical, legal, and ethical concerns.

5.1 Policing Technology

The carceral cycle begins with technologies used by law enforcement to surveil, monitor, investigate, aggregate,
and report data about people. These technologies and use cases are broad, including automated license plate
readers, police body cameras, dispatch software, digital evidence aggregation, and analysis software. The dominant
player in this ecosystem is Axon (see Figure 1), formerly known as TASER International.

Al is becoming a key feature (or at least a key point for advertising) in many of these products. For example,
Axon recently announced its “Al Era Plan” [37]. This includes detection and recognition tools, transcription and
translation services, and tools like Axon’s Draft One, a tool that uses Open AI's GPT-4 Turbo to transcribe police
body camera footage and assist officers in writing police reports [114], or Fusus, their “real-time operations”
software that allows police agencies to unify data across the Axon product suite (e.g., surveillance cameras, body
cameras, ALPRs, 911 dispatch data, etc) and to analyze this data (increasingly with the support of Al) [37, 124].

5.1.1  Sociotechnical Concerns. There is an extensive body of research into the racialized, unequal, and problematic
uses of technology in U.S. policing [39, 40, 43, 44, 64, 66, 105]. The expansion of technology in this space amplifies
these harms and creates new sources of concern, such as bias and hallucination from generative Al The results
can be severe: someone can become the victim of false arrest, confinement, prosecution, and resultant trauma.

Prior work has already documented cases of policing technologies — such as facial recognition — introducing
or amplifying existing bias. There have been cases of false arrest and imprisonment due to facial recognition
misidentification, and the rates of misidentification are 10 to 100 times higher for people of color than for white
people [39, 47, 49, 66, 133, 150, 180, 182, 194]. Inioluwa Deborah Raji, Timnit Gebru, and co-authors detail why
eradicating bias in these systems is challenging [154]: (1) expanding training datasets to reduce bias creates
privacy risks (which increase when adding more data on underrepresented groups), (2) increasing representation
is often dependent on a reductive annotation of intersectional and nuanced identities, and (3) problems revealed
in audits can result in companies making their models harder to audit in the future. Superficial audits can also
help police and prison agencies “ethics wash” their technology to avoid public concerns [106].

With the introduction of generative Al into policing, such as Axon’s Draft One, there are bias concerns as well
as new concerns about hallucinations or other inaccuracies introduced by the model. While Axon states that
the model they use in Draft One has the “creativity turned off,” and that it uses “a model that is calibrated to
prevent embellishment or speculation” [145, 175], model accuracy is an ongoing research challenge. Moreover,
many concerns about bias remain in how the narrative about an incident is crafted, what information is omitted,
and whose perspective is favored.

There are also serious security and privacy concerns when a private company is increasingly providing the
tools to collect and store citizen data. Can these cameras see into private homes? How do they deal with this
private information? How does a private company handle data requests from other government entities (such
as I.C.E.) that may be otherwise blocked by government siloing and the need for warrants? These are also not
hypothetical worries — Flock has recently attracted public scrutiny for data security failures, ranging from data
leaks to password-less cameras exposed to the entire internet, and warrentless data sharing with other companies
and government entities [72, 112, 177, 178, 200].
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Lastly, there is a censorship and chilling effect as a result of surveillance. The feeling of being watched
impacts the freedom of individuals to act as themselves in the outside world. Surveillance scholar Shoshana Zuboff
describes this as a world with increasingly “no exit” or reprieve from being watched [103, 206]. Furthermore, as
what is deemed a crime changes over time and across jurisdictions (e.g., abortion), this data collection can prove
harmful in the future, even if it feels safe in the present.

5.1.2 Legal Discussion. Axon’s “Al Era” policing ecosystem and the proliferation of Flock surveillance tech-
nologies are prominent examples of technologies that intensify long-running constitutional concerns about
privatized, automated state surveillance and evidence production. The most immediate issues implicate the Fourth
Amendment [171] search and seizure law. The Supreme Court has increasingly recognized that technologically
augmented surveillance can create new kinds of searches even when individual data points are collected in
public. United States v. Jones and Carpenter v. United States suggest that the prolonged aggregation and analysis of
location data can trigger warrant requirements and heightened constitutional scrutiny [19, 21]. Axon’s integrated
platform approach unifying body-camera footage, ALPR outputs, real-time analytics, and Al-driven search pushes
toward precisely this kind of “mosaic” surveillance.

Al-driven report writing tools (e.g., Draft One) promise to make the tedious and time-consuming task of
writing incident reports more efficient, but they raise distinct evidentiary and procedural concerns. These
expand on preexisting issues regarding the impact of officers referring to police body-camera footage when
writing reports [46]. When Al is writing initial drafts based on automated interpretation of police body-camera
video, defense attorneys and judges will be forced to ask whether the “underlying facts are reliable” enough for
decisions that may impact a person’s liberty [69]. Even if officers “review and edit,” an Al-first narrative risks
anchoring bias in official records and may embed unexplainable model errors into documents that later shape
probable cause determinations, charging decisions, plea bargaining, and trial credibility assessments [51, 99]. The
fact that Al drafted much of a report distorts the legal determination about the reliability of the report [69]. Two
US states have already regulated the use of Al report writing tools by requiring some form of disclosure and, in
California, to produce an audit trail [68].

Misidentification and over-targeting risks may become actionable when agencies adopt tools known to produce
racially disparate outcomes without adequate validation, training, or oversight [47, 155], implicating due process
and equal protection concerns. While doctrinal hurdles remain for proving discriminatory intent, civil rights
frameworks increasingly treat predictable disparate harms from automated enforcement as a governance failure
that merits judicial and legislative intervention [155].

Finally, the spread of public-private surveillance arrangements puts pressure on accountability norms. When
a single vendor supplies the capture, storage, analysis, and redaction stack, the risk is not just constitutional
overreach but institutional dependency — where democratic oversight becomes contingent on a contractor’s
architecture choices, pricing, and disclosure posture [99]. The legal system’s challenge to these forms of "platform
policing" [74, 202] is to reassert constitutional and public law constraints on an end-to-end corporate policing
infrastructure. The above risks are magnified by trade secrecy and contracting practices that can limit defense
access to system design, error rates, or audit materials, complicating discovery and undermining meaningful
adversarial testing [99].

Policing Technology Takeaways:
o These systems can amplify existing bias, and cause legal evidentiary concerns. But these problems also
create a potential path for challenging its usage.
e Privatization and “platform policing” hinder accountability and democratic oversight.
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5.2 Sentencing Algorithms

Technology is also used in sentencing and “risk assessment”, to determine the punishment of a person who has been
convicted of a crime. The use and potential harms of algorithms in sentencing have received attention in popular
media and in academic research, particularly through coverage of the COMPAS algorithm [34, 71, 78, 151, 204].
Our taxonomy surfaced two other sentencing algorithms, both made by the company Vant4ge: M-PACT and
STRONG-R. STRONG-R is for adult assessment, while M-PACT is specifically for youth. M-PACT aims to assess
a youth’s risk factors across 12 domains: “aggression, alcohol and drugs, attitudes/behavior, criminal history,
employment, family, living arrangements, mental health, relationships, school, skills, and use of free time.” Vant4ge
evens sells a “Prevention M-PACT” to identify youth at risk of future criminality.

5.2.1 Sociotechnical Concerns. These sentencing algorithms provoke major bias, transparency, and securi-
ty/privacy concerns. Many previous discussions of bias revolve around the COMPAS sentencing algorithm,
particularly its bias in falsely predicting that Black people are more likely to reoffend than white people
[34, 71, 78, 151, 204]. Okidegbe [143] highlights that the risks of racialized bias are two-fold. Most directly,
racialized bias results in “inaccurate and inflated predictions of riskiness” for racially marginalized individuals.
But even if sentencing algorithms accurately reflect differences in risk, they reproduce racial stratification; e.g.
“the factors that elevate a person’s risk of engaging in violent conduct — such as poverty, pollution, unclean
water, housing, and employment instability — are the very conditions that Black and other politically oppressed
communities are disproportionately forced to live in” [143]. Moreover, sentencing algorithms fail to consider
the possibility of rectifying these “risks” of recidivism and non-compliance if a detainee is given access to a
social assistance program, community support, or a lawyer. They also do not take into account the harm of
incarceration on the family and community of the person, which further contributes to the carceral cycle [142].

Okidegbe also criticizes the argument sometimes made that algorithms provide more transparency than (biased)
human decisions, which would be made by judges without the use of sentencing algorithms. Unfortunately,
the privatization of the technology, and the reluctance of the private companies to disclose the workings of
the algorithm lead in practice to a lack of transparency. Some have investigated the data being ingested by
sentencing algorithms and explored how it is largely or solely made up of criminal data that is itself biased and
skewed. Richardson, Schultz, and Crawford refer to this as “dirty data” created by “dirty policing” [142, 155].

Finally, these sentencing algorithms pose potential security and privacy risks: they demand that detainees
supply identifying, personal, and sensitive information to a court, mediated through a private company. How is
this data protected? Who has access to a person’s records? And what accountability measures are in place to
ensure the company is adequately protecting people’s data?

5.2.2 Legal Discussion. Courts have fielded challenges to the accuracy and reliability of algorithmic tools used
in criminal sentencing and parole decisions [23-25, 143]. Risk assessment tools like COMPAS, STRONG-R, and
M-PACT raise a stable cluster of constitutional and administrative law problems. The leading doctrinal
flashpoint remains procedural due process. In State v. Loomis, the Wisconsin Supreme Court permitted COMPAS
use but acknowledged the dangers of opacity and required cautionary limits [25]. Loomis underscores a structural
tension: courts increasingly rely on proprietary scores that defendants cannot meaningfully challenge, despite
the score’s real influence on liberty [25, 51]. A second issue is equal protection and the amplification of
structural racial inequality. Evidence-based sentencing is often sold as a check on human bias, yet the scholarly
consensus is that these systems can import biased policing and socio-economic stratification into mathematical
form [47, 82, 179]. Even “accurate” models may reproduce racial disparities because they treat race-correlated
conditions (like neighborhood disadvantage) as predictors of future harm [82, 179]. This reframes the debate from
a narrow technical question (error rates) to a legal-ethical one: whether the state may constitutionally rationalize
unequal punishment through statistical proxies.
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Third, these tools implicate reliability and transparency of evidence. Courts and legislatures have struggled
to decide how much explainability is required when algorithmic outputs shape sentencing or parole decisions.
Scholars argue that trade secrets claims undermine the legitimacy of criminal adjudication and weaken checks
on arbitrary decision-making [51, 99]. Finally, youth-specific and pre-justice tools (like M-PACT variants)
intensify these concerns. A risk-logic that reaches “upstream” can create a pipeline where social vulnerability
is recoded as criminogenic risk, inviting early intervention that functions as surveillance and pre-punishment
[82]. Given the high stakes, legislatures should require robust transparency, bias testing, and demonstrable
non-carceral alternatives before permitting algorithmic risk scores to structure decisions about youth liberty and
opportunity [82, 179].

Sentencing Algorithm Takeaways:
e Sentences based on “dirty data” and mathematical proxies for “risk” may amplify biased outcomes and
limit someone’s freedom to overcome already disproportionate social vulnerability.
e Privatization further hinders transparency and accountability.

6 During Incarceration: Assessment and Surveillance Technologies
6.1 Chatbot Assessments

Just as generative Al powered chatbots have become increasingly common across many industries since the
launch of ChatGPT, so too have they appeared among carceral technologies. One example is Aida, created by
Vant4ge. Aida is marketed as an “Al interviewing platform purpose built for corrections.” Aida aims to replace
human staff members conducting interviews of people who are being placed in a new (to them) prison or jail.
Aida emits a feminine voice to ask questions of the person in order to inform their placement in educational
or jobs programs, assign their housing, supervision requirements, sentencing, and/or parole decisions. Aida is
marketed as an improvement over a real staff member to conduct these interviews because Aida “never gets
tired” and “works tirelessly and independently to gather information in an unbiased listening environment” [193].
It was not clear to us whether Aida makes (or can make) these decisions automatically or what the role of a
human-in-the-loop may be.

6.1.1 Sociotechnical Concerns. As in non-carceral contexts, the use of
Al-powered chatbots raises concerns about privacy, bias, and halluci-
nation. Here, the immediate user is an incarcerated person and, given
the power dynamics, is particularly vulnerable. Aida creates privacy
risks not only similar to consumer chatbots (of the data being collected
by a company and perhaps used in further training), but also privacy
risks exacerbated by the power dynamics in which the incarcerated per-
son finds themselves. Aida collects and processes significant amounts
of information from each conversation. It “records every word, detects
inconsistencies, and provides complete transcripts with actionable sum-
maries” [191]. It is unclear how — if at all — this collection and use of
data through Aida is communicated with or consented to by the people
it is used to question.

Moreover, Aida claims to be more effective than a human at extracting
information. A Vant4ge whitepaper submitted for publication in the Jour-
nal of Offender Rehabilitation [192] states that incarcerated people “open
up” to a greater degree when speaking to Aida, because “in correctional

Fig. 2. Aida’s “privacy” booth at the ACA
conference.
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environments — where distrust of authority figures is common, and where

many have experienced trauma or abuse while housed in institutions —

AT’s neutrality becomes a critical strength.” While these properties can be

benefits when they really lead to better outcomes (e.g., mental health support or placement) for incarcerated
people, they also allow for the collection of more, potentially sensitive, information that may not always be used
in anticipated or desired ways.

Bias concerns also arise. For example, Aida runs “veracity checks” to “assess the consistency of an individual’s
responses with known data” [190]. Where does the known data come from? How does Aida make assessments
about veracity? And when Aida makes or recommends decisions impacting an incarcerated person, what
information is taken into account and what kinds of (e.g., racial) bias may be incorporated? No information is
provided about which models Aida uses or its overall design to allow for the transparent auditing of bias or other
risks.

Another type of prediction that Aida makes, and could make in a biased way, is to flag potential risk of suicide,
self-harm, or violence [192]. While addressing such risks is desirable, in practice, the way they are addressed may
be harmful. Mental health support for incarcerated people is severely lacking in the U.S. [89, 139, 195]. Moreover,
the divulsion or display of mental illness, including suicidal ideation and self harm risk, often leads to an extended
period in solitary confinement, extreme isolation measures, a series of infractions, and other punitive outcomes
for incarcerated people [45, 52, 89, 96, 152, 163, 170, 198]. This cycle is further perpetuated by the risks of suicide
and self-harm that come from solitary confinement and being in prison generally [102, 146, 181, 205].

Finally, chatbot raise a concern — particularly potent in the carceral context — of dehumanization. At the
ACA conference, the Aida demos were inside of “correctional grade privacy booths” created by the companies
Duramate, iT1, and SPACEWORK, which consisted of a single chair inside of a see-through container that barely
allowed an adult to stand up straight (see Figure 2) —— a far cry from the experience of talking to another person.
Ultimately, the offloading of important, vulnerable, and potentially humanizing conversations to a machine risks
further dehumanizing both the people who are being assessed and the prison staff, which has been found to
correlate with suicidal ideation in incarcerated people [160].

6.1.2 Legal Discussion. Al-driven intake and assessment chatbots introduce a new form of custodial data
extraction that sits uneasily with constitutional and statutory safeguards. The central concern is coercion by
design. Incarcerated people face extreme power asymmetries and limited choice; “consent” to data collection
is structurally compromised, making the legal framing closer to compelled institutional interrogation than to
ordinary consumer chat use [8]. These systems also raise Fifth Amendment and due process issues when
chatbot-collected statements are used to inform classification, housing, program eligibility, discipline, parole, or
sentencing-related decisions. Even if the chatbot is marketed as “neutral,” an Al interface that records, transcribes,
and “detects inconsistencies” can function as an automated credibility assessor — a role with direct liberty
consequences and little procedural transparency [8]. We note that Aida’s collection practices and model choices
are opaque and that the same disclosures and confidentiality protections present in therapeutic contexts (e.g.,
patient-client confidentiality) are absent here.

A further legal risk concerns disability and mental health law. If Al triage systems flag self-harm risk and
trigger punitive rather than therapeutic responses (e.g., solitary confinement), this could intersect with Eighth
Amendment standards around deliberate indifference and statutory disability protections requiring reasonable
accommodations in carceral settings [10]. When a “safety” signal becomes a pathway to punishment, the legal
legitimacy of automated mental health sorting becomes suspect.

Finally, chatbot systems extend privatization into intimate custodial decision-making. If vendors retain tran-
scripts, repurpose them for product development, or share outputs across agencies, prisons may be underwriting
a secondary market in vulnerable people’s narratives and data. Consumer privacy statutes may offer partial
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constraints, but most lack clear application to coerced custodial data flows [174]. The better doctrinal anchor may
be constitutional: requiring heightened procedural safeguards and use limitations when chatbot-elicited data is
used to support state action affecting liberty, safety, or family contact [8, 51]. Though many recently adopted
state-level consumer data privacy laws, like the California Consumer Privacy Act (CCPA), do not explicitly
address inmate data, businesses covered by those regulations regularly process “correctional consumer data”
[153] when they provide private technologies to correctional facilities.

Chatbot Assessment Takeaways:
e Compelled institutional data collection compromises consent mechanisms.
e Confidentiality assurances in a “therapeutic” setting may be bypassed, despite the marketing.
e Mental health risks may be amplified by divulgence/disclosure and resultant punishment.

6.2 Communication Surveillance

Another important set of technologies in the carceral system are those that allow incarcerated people to commu-
nicate with the outside world, including messaging or speaking with their loved ones and lawyers, or accessing
media or educational content. Most companies that develop communication tools for incarcerated people (e.g.,
Securus, Viapath) simultaneously advertise products to analyze the messages and calls taking place on them.
Increasingly, this analysis is advertised as conducted by Al as opposed to previous keyword or pattern-matching
techniques. For example, Securus’s InvestigatorPro [166] analyzes phone calls and uses voice analysis to identify
incarcerated people on calls by compiling and analyzing “a database of biometric ‘voice print’ data” [153] and
creates a searchable database of an incarcerated person’s calls. Similarly, Securus’s Word Alert [167] automatically
transcribes phone calls and video calls into text so that investigators can keyword search the transcript.

The company LeoTech advertises a communication surveillance tool, Verus [30, 35, 120, 121], that markets
four main features: Search, Continuous Monitoring, Link Analysis, and Lexicon. Lexicon identifies slang used in
the surveilled communications, because “occasionally, threats are associated with slang or code words, such as
‘mosquito’ for drones.” Verus claims to use “the power of artificial intelligence” and (emphasis ours) “non-biased
Natural Language Processing.” How the claimed lack of bias is achieved or evaluated is not clear.

6.2.1 Sociotechnical Concerns. One concern with technology-enhanced surveillance of the communications of
incarcerated people is that it is overly broad, e.g., capturing communications with free-world contacts. And,
although incarcerated people generally lose the right to not be surveilled, the exception is in speaking with their
attorneys. However, in 2015, Securus was hacked and more than 14,000 recordings of calls to lawyers protected
by attorney-client privilege were leaked, revealing that these calls are still recorded by Securus [172, 173] — as
well as raising security and privacy concerns about how data is stored and managed. Furthermore, these
surveillance tools are being deployed in pre-trial jail detainment in county jails, where people are frequently held
before being convicted of any crime, often because they cannot afford to pay bail [144, 196].

Similarly, there is concern around mission/surveillance creep or the over-collection or use of data for
purposes other than those originally or publicly claimed. These concerns are not hypothetical: after Verus’
initial pilot program, Reuters reported that the tool was used far beyond its purported scope. For example,
conversations were flagged for containing “the Spanish word for lawyer” and for trying to expose how “detention
facilities were covering up COVID-19 outbreaks” [38]. (Indeed, Verus’s use to surveil communication between
incarcerated people and their loved ones more generally is itself a creep of scope beyond its original stated
mission to identifiable ill or sick patients during COVID-19 [38].)

Verus’s identification of “slang” terms also provokes concerns around bias and the criminalization of diverse
speech. There is a robustly documented history of the criminalization of Black expression and language, including
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prejudice in a court or trial setting due to racist linguistic profiling [29, 42, 59, 109, 115, 122, 157, 161, 185, 186, 203].
This type of racism and linguistic prejudice has already been shown to exist in LLMs [28, 87, 130]. After Verus’s
deployment into New York prisons, more than 50 advocacy groups wrote a letter demanding its termination due
in part to the higher error rate for Black voices. Not only will this inaccuracy produce bias, but even an accurate
textual transcription of “slang” words can criminalize language out of context [38] — for instance, the Spanish
word “mara” can translate as a “gang” when it also translates as “a group of friends”.

6.2.2 Legal Discussion. Although it appears settled that incarcerated people can be subjected to intrusive forms
of surveillance while incarcerated — and that their Fourth Amendment rights are limited in favor of granting
deference to prison administrators within the boundaries of the physical prison [14] — it remains “an open question
as to whether prisoners retain a privacy interest in their digital lives” [126]. As of early 2026, approximately
twenty U.S. states have enacted broad consumer data privacy laws that could possibly be leveraged to grant
incarcerated people privacy rights and impose obligations on commercial providers contracting with prisons,
although their scope is limited to the consumer-business relationship, and not all businesses are subject to
obligations under these laws (see, e.g., [90, 132]). Additionally, legal scholars have argued that federal regulations
that allow prisons to monitor and record attorney-client communications violate incarcerated people’s rights
to communicate privately with their attorneys, as well as their Fourth Amendment right to privacy
[60]. Widespread recording or automated analysis of privileged calls risks interference with the right to counsel
and can chill defense strategy [11]. Legal scholars have argued that communication surveillance violates the
privacy rights of those held in pretrial detention who retain a stronger presumption of innocence [97].
These individuals have a more credible argument that blanket Al-enhanced communications monitoring is
disproportionate to legitimate security needs [12, 16].

The First Amendment also applies. Historically, the Court has required heightened scrutiny for censorship
of mail and speech of incarcerated people, even while allowing security-based regulation [9, 15]. Al-driven
flagging and “slang” interpretation systems risk expanding censorship through biased linguistic profiling. When
“risk signals” are generated from decontextualized text, the effect is not merely surveillance but the shaping of
permissible expression.

The core legal takeaway is that modern carceral communication surveillance is no longer best understood as a
narrow security practice. It is a commercial intelligence pipeline whose expansion raises constitutional concerns
about counsel, pretrial rights, and speech — requiring legislatures to impose explicit limits on Al transcriptions,
secondary data use, and interagency sharing that go far beyond traditional prison monitoring rules [11, 51, 174].

Communication Surveillance Takeaways:
e First amendment, due process, and new data privacy laws may provide viable challenges to this surveil-
lance, even in carceral contexts.
e This surveillance, including its overly broad scoping, risks linguistic criminalization and punishment.

6.3 Drone Detection and Disruption

Our catalog includes six companies advertising drone detection and jamming technology. There were also several
workshops at the ACA Congress addressing the (claimed) growing threat of drones dropping contraband over
prison walls [162]. The actual scope of the threat in practice is unclear. While there are individual anecdotal
reports of such occurrences [27, 36], the Federal Bureau of Prisons reported only 479 total drone sightings in
2024 [83] — though it is unclear how many of these were indeed part of a delivery or other attack, as well as how
many may have gone undetected.
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The advertised technologies span drone detection, flight analysis, and drone jamming. Airsight [165], one
drone-defense company, notes that jammers are illegal in the U.S. and thus focuses solely on detection. Still,
other companies market jamming technology. For example, Axon markets DeDrone, a suite of “Al-powered”
drone detecting and jamming technology [1]. Interestingly, another company in our taxonomy, Hexagon, makes
anti-jamming technology to protect drones.

6.3.1 Sociotechnical Concerns. This drone detection and interception technology generates a range of concerns,
including privacy concerns. With the deployment of radar and radio-frequency scanning, the question is: what
(and who) is scooped up in this surveillance? One product, MESA echodyne [4], claims to have “no privacy
impacts” while collecting information of “high evidentiary value” on drone pilots and their flying behavior
— but it is unclear what privacy impacts are avoided, and how. Moreoever, we must consider accuracy and
accountability: What are the false positive rates of contraband detection? And who is punished as a result?

6.3.2 Legal Discussion. Counter-drone systems marketed for prisons raise an underappreciated cluster of federal
preemption, communications law, and privacy issues. The basis for most “disruption” tools — the intentional
interference with drone command-and-control signals or GPS — implicates federal prohibitions on radiofre-
quency interference. Under the Communications Act, willful interference with licensed or authorized radio
communications is generally unlawful absent specific federal authorization [7]. Federal law also prohibits the
manufacture, importation, marketing, sale, or operation of unlicensed jamming technologies [3]. Thus, vendors
advertising jamming technologies must obtain a federal license to even market these tools within the US. State
or local prison agencies therefore face significant legal constraints if they or their vendors deploy jammer-like
capabilities without clear federal approval.

Even detection-only platforms can raise privacy issues. RF and Remote ID monitoring may capture information
about lawful hobbyists, journalists, or nearby residents. The question becomes whether persistent, automated
tracking of individuals outside prison constitutes a Fourth Amendment search under the logic of technologically
enhanced aggregation [19, 21]. Another issue is evidence and accountability. If counter-drone analytics trigger
arrests or disciplinary action based on Al, defendants may need access to system error rates, detection thresholds,
and audit outputs. Trade secret barriers would again collide with due process and fair trial principles [51, 99].

Finally, the proportionality of these systems should be legally interrogated where the alleged threat is
not clearly substantiated. Where the factual predicate is weak, the legal justification for expansive airspace
surveillance becomes correspondingly tenuous. The most defensible legal path likely prioritizes narrowly tailored
detection, rigorous public reporting of actual contraband-drone incidence, and explicit federal authorization for
any interference technology, with robust due process protections for individuals accused based on algorithmic
detection systems [7, 51].

Drone Detection and Jamming Takeaways:

e Drone jamming may violate the Communications Act and other federal guidelines.
e Even detection-only systems may violate the privacy rights of unassuming citizens.

7 After Incarceration: Surveillance and Monitoring Technologies

7.1 Electronic Monitoring (EM)

After people are released from prison, often they are not free from surveillance and monitoring. A substantial set
of technology in our taxonomy included electronic monitoring tools to surveil people recently released from

prison and into "community custody." These tools are also used to surveil people awaiting trial, and, increasingly,
migrants and immigrants in the U.S.. These tools include hardware like ankle monitors, smart watches, biometric
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and alcohol monitoring devices, and software like court-mandated mobile apps. For example, Buddi makes a
suite of monitoring products including the “Buddi clip & mini+”, a compact and “discreet” personal tracking
device with two-way voice communication”; a “smart beacon + SURETAG”, a radiofrequency “curfew solution”;
“ALCO TAG®”, a combined GPS and transdermal alcohol monitor; and their “SMART TAG”, a live tracking
device aiming to provide reliable location tracking. Buddi’s advertising materials state that its products include
“integrated Al features to enhance monitoring” but provide no further information about the nature of the Al
integration. As another example, Securus markets “Best-in-Class Monitoring” tools, as well as a “Solutions
Center” to be “the de facto monitoring arm of [any] agency’s electronic monitoring program.” This center, located
physically in Houston, TX, provides around-the-clock “electronic monitoring professionals” to law enforcement
and community corrections organizations. This means that EM data is accessible not only to local government
agencies but also to Securus employees in a private, third-party call center.

7.1.1 Sociotechnical Concerns. A growing body of academic literature and investigative reporting criticizes
electronic monitoring [80, 111, 147, 149, 197] for reasons including privacy, lack of efficacy, and various harmful
impacts to people who are monitored and their communities. On the privacy side, EM apps may collect more
data, and share it with more entities, than expected or properly disclosed [147]. Moreover, prior work details the
damage and toll that these monitoring programs create for subjects’ mental and physical well-being, employment
and housing opportunities, and more [41, 149]. At the same time, the efficacy of EM towards its stated goals is
unclear: while the tools are ostensibly deployed to increase “compliance” and attendance of court hearings, there is
little proof, transparency, or reporting to support these claims. For example, a government investigation of LC.E.s
claims about their usage of electronic monitoring found that I.C.E. presents inaccurate, misleadingly-positive
numbers about the benefits of EM [141]. Indeed, research shows that providing a lawyer or social assistance
programs could actually be more useful for achieving the stated goals [63]. Thus, instead, EM tools effectively
become a continued form of punishment for people mandated to use them [149, 197].

7.1.2  Legal Discussion. EM increasingly functions as a digital extension of incarceration. The key constitutional
anchor is the Fourth Amendment. The Court has held that individuals on probation or parole have diminished
privacy expectations, allowing suspicion-based or even suspicionless searches in some contexts [17, 18]. Yet
the Court has also clarified that GPS monitoring is a search; its reasonableness depends on scope, justification,
and the legal status of the person monitored [12, 20]. This matters for pretrial EM, where the presumption of
innocence should constrain intrusive, continuous location tracking absent individualized necessity.

Due process concerns arise when EM data becomes the basis for revocation or reincarceration. GPS inaccura-
cies, geofence errors, or technology malfunctions can become alleged “violations” that trigger serious sanctions.
Without robust contestation processes and technical disclosure, EM risks functioning as automated strict liability
[51]. There is also the economic and equal protection problem of fees. Many EM programs impose costs on
monitored individuals, effectively conditioning liberty on the ability to pay. This can recreate the unconstitutional
dynamics of wealth-based punishment condemned in cases restricting incarceration for nonpayment [13].

Finally, the privatization layer is pivotal. The extension of monitoring to private call centers and cross-
jurisdictional data sharing raises governance concerns about accountability, security, and secondary use.
The legal reform agenda should therefore distinguish between EM used as a true alternative to detention and
open-ended, Al-enhanced surveillance regimes that expand the carceral net.

Electronic Monitoring Takeaways:
e Electronic monitoring extends punishment beyond prison walls, and conditions liberty on payment.

e GPS monitoring has been legally classified as a “search” and therefore could be challenged by Fourth
Amendment & due process laws.
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8 Discussion and Conclusion

We have explored the ecosystem of vendors and products marketed to prisons and police agencies in the U.S.,
including case studies that highlight concerns about these products from sociotechnical and legal perspectives.
Many of these technologies are only available and sold to law enforcement agencies and prisons, and are
unavailable to researchers, auditors, activists, or accountability offices despite being paid for with public taxpayer
dollars. The contracts are sometimes subject to records requests, which can take months or even years to comply
with. Even if the contracts are available, we need more transparency into the technologies themselves. We cannot
rely on profit-driven companies to hold themselves accountable.

Researchers and others have also noted the “ethics washing” spreading throughout the private sector [106].
We saw this in our exploration as well: for example, Axon mentions “racial bias audits” and LeoTech claims their
natural language processing is “non-biased”, while neither company provides enough transparency to validate
these claims and the biased impacts are still seen in practice. We need independent entities, regulators, and
directly impacted community collectives to run these evaluations, and that starts with having access to the actual
technology: not cherry picked demos, white papers, nondisclosure agreements, and redacted contracts.

Although attempting to prevent or rectify individual harms is good (e.g., running independent audits), the
most effective way to prevent harms from some technologies is to prevent their use altogether, e.g., by reducing
the number of people subject to them in the first place, via restorative justice, decriminalization, and abolition.
Because this paper has largely focused on the problematic nature of current and even past implementations of
this technology, it is natural to feel some level of apathy, nihilism, and cynicism about the potential for change,
especially when the root causes are so daunting; technosolutionism in policing is sometimes proposed in response
to very real staffing shortages [118, 129], officer bias or prejudice [77, 138], police violence [100, 107], or a genuine
desire for transparency and accountability [105, 131]. Technology is not the only option for mitigating these
concerns, however, and alternatives are being proposed around the country. Many cities have fully unplugged
and canceled their surveillance technology contracts after concerns were raised and seen [50, 65, 98, 128, 201].
Grassroots organizations all over the country have emerged to propose alternatives, and even to “watch the
watchers” or conduct sousvelliance [6, 81, 86] with monitoring technology [2, 5, 91]. Beyond ceasing technological
deployments, some jurisdictions have begun successful “Evidence-Based Alternatives to Policing” [156, 169, 189]
for addressing gun violence [134], the school-to-prison pipeline [135], traffic safety [136], behavioral health crises
[137], and have started programs to create guardrails for surveillance technology usage [48, 140]. Some progressive
prisons are even attempting to prevent future crime by expanding available programming to include programs
proven to (more cost-effectively) reduce recidivism (e.g., education, arts, community groups) [104, 187, 199],
instead of relying on an increase in surveillance or monitoring.

At the same time, the deployment of carceral technology is encouraged by a robust, wealthy industry of private
companies, lobbying organizations, and pro-surveillance policing interests. As such, the aforementioned steps
in the right direction would not be possible without immense public pressure, bravery, and resistance against
the status quo. Ultimately, despite the power and financial means of the companies and carceral institutions,
we follow the adage of Worth Rises founder Bianca Tylek: “Powerful prison profiteers are upholding mass
incarceration so they can take home billions every year, but they are not unstoppable” [70].
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