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Abstract—Immersive augmented reality (AR) technologies are
becoming a reality. Prior works have identified security and
privacy risks raised by these technologies, primarily considering
individual users or AR devices. However, we make two key
observations: (1) users will not always use AR in isolation, but
also in ecosystems of other users, and (2) since immersive AR
devices have only recently become available, the risks of AR have
been largely hypothetical to date. To provide a foundation for
understanding and addressing the security and privacy challenges
of emerging AR technologies, grounded in the experiences of
real users, we conduct a qualitative lab study with an immersive
AR headset, the Microsoft HoloLens. We conduct our study in
pairs — 22 participants across 11 pairs — wherein participants
engage in paired and individual (but physically co-located)
HoloLens activities. Through semi-structured interviews, we explore participants’ security, privacy, and other concerns, raising
key findings. For example, we find that despite the HoloLens’s
limitations, participants were easily immersed, treating virtual
objects as real (e.g., stepping around them for fear of tripping).
We also uncover numerous security, privacy, and safety concerns
unique to AR (e.g., deceptive virtual objects misleading users
about the real world), and a need for access control among users
to manage shared physical spaces and virtual content embedded
in those spaces. Our findings give us the opportunity to identify
broader lessons and key challenges to inform the design of
emerging single- and multi-user AR technologies.

While valuable for the problems that they do tackle, we
observe two critical gaps in prior works. First, they consider
primarily individual AR users and their devices. However,
emerging AR technologies will not be used only by individual
users in isolation, but also by multiple users, each with
their own AR device — including users who share the same
physical space and may interact with shared virtual content
embedded in this space. Indeed, existing AR research efforts
(e.g., [24, 43, 49]), as well as already deployed AR apps such
as Pokémon Go, rely on interactions between multiple, often
physically co-located, users. We refer to AR systems that support these interactions as multi-user AR systems, and we argue
that considering the risks that might arise for users of such
systems is critical to the success of future AR technologies.
Precursors of such risks have already begun to appear in the
wild today, e.g., recent “vandalism” of augmented reality art
in Snapchat [27].

I. I NTRODUCTION
Augmented reality (AR) technologies, which overlay virtual
content on users’ perceptions of the physical world, are now
a commercial reality. Recent years saw the success of the
smartphone AR app Pokémon Go [44], and more immersive
AR technologies such as head-mounted displays [22, 30] and
automotive AR windshields [5] are shipping or on the horizon.
Within the computer security and privacy community, prior
efforts have made significant progress toward anticipating and
addressing security, privacy, and safety challenges raised by
AR technologies [12, 37]. For example, these works have
sought to defend against buggy or malicious apps on a user’s
device that may record privacy-sensitive information from the
user’s surroundings [16, 23, 36, 45, 48] or disrupt the user’s
view of the world (e.g., by occluding oncoming vehicles or
pedestrians in the road) [25, 26], as well as the risks that a
user’s AR device might pose to bystanders [15, 38].

Our Goals and Approach. We aim to bridge the above gaps
by investigating the concerns of end users grounded in their experiences with real AR technologies, in both single- and multiuser contexts. That is, we strive to uncover a broad spectrum of
risks that AR users may face — which may stem from buggy
or malicious apps or other misbehaving users — and to identify
challenges that must be addressed to support rich single- and
multi-user experiences. Since immersive AR systems are only
just emerging, we cannot fully predict users’ expectations of
or interactions with these technologies, nor their interpersonal
interactions while using them. Thus, we directly study end
users engaging with real AR technology, and with each other,
through an in-lab partner study using the Microsoft HoloLens,
an immersive AR headset (see Figure 1). Ultimately, we strive
to provide a broad foundation for understanding and addressing
the computer security and privacy challenges that emerging AR
technologies will present.

Second, we observe that immersive AR technologies such
as Microsoft’s HoloLens [22] have only recently become
available. Thus, even in the context of individual users or
AR devices, prior works have focused on conjectured security,
privacy, and safety concerns that arise in anticipation of emerging AR technologies, but that are not necessarily grounded in
users’ experiences with the technologies themselves.

