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Assembly programming has evolved..
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Assembly programming has evolved..
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push edi
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push edi FE]
=11 _strien
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Assembly programming has evolved..

But who cares when you can choose between a plethora of
powerful software engineering tools?
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Program analysis and development

Assembly code is still written and/or analyzed by
* embedded systems developers

* device driver developers

e compiler writers

e computer science students

However, the available tools suffer from at least one o
following shortcomings:

* show only one level of abstraction
* [inear list of instructions, control flow is unclea
* NO program overview, calling context is un nc

* no feedback on changes made to the code

Lancet: A Nifty Code Editing Tool



Overview

e the design of Lancet
e functionality
* User scenarios

e future work
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Graphical user interface on top of Diablo

* Lancet is built on top of Diablo
(http://www.elis.ugent.be/diablo)

 Diablo is an open source, retargetable link-time
binary rewriting framework

* Spawned a program compaction tool (.ctes'04), a OS ke
compactor (Lctesos), an instrumentation toolkit (pasTE!0

a steganography tool (cisc'04) /

e Offers a rich collection of program analyses &
transformations to be reused in Lancet
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The design of Lancet

% Flowgraph memcpy

graphical interface

File Optimize QObfuscate Wiew

Q8 dFE 20

Flowgraph memcpy

Info

instructions:

New 0x3040554
New 0x3040565
New 0x3040567
New 0x304056a
New 0x3040560
New 0x304056d
New 0x304056e
New 0x3040571
New 0x3040574
New 0x3040577
New 0x3040579
New 0x304057b

A

/

old
Old
old
Old
old
Old
old
Old
old
Old
old
Old

\*

ns:
104957d Old 0x30402cd : movsdw Phesi), Fredi)
T
\‘.
P
X =

instructions:

0x30402h04 :
0x8040245 :
0x3040267 ;
0x80402ba :
0x30492bk
0x30402bd :
0x30402be :
0x30402:1 :
0x30402:4
0x30402:7 :
0x80492c9 ;
0x30402ch

bhblat new: 0x3040564 old: 0x30492b4 (in memcpy at 0x3040564)

push
e
e
push
e

Thebp

Teesp, Teebp
0x10%ebp)Taeay
Thedi

Theax, Thecx
push Tesi

shr $0%2 Thecx

mov  Oxc(hebp) Tesi
mov  OxE(Taebp)Teedi
epz mavad| Phesil, (Thedi)
test $0x2 Thal

e BO4957f

w: 0x804957d old: 0x80492cd (in memcpy at 0x8049564 )

bbl at new: 0x304957F old: 0x80492cf (in memcpy at 0x80489564)

New OxB04957f Old 0xB30482cf: test $0x1%hal

L«] |

o |
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File Help

Program Visualization

Callgraph

Functionlist

Sectiontree

| Ox

Program Transformation

Optimize

Remove useless code

Constant optimizations

Program Analysis

‘ Liveness ‘

Program Caonfiguration

‘ Options ‘

Instrumentation

‘ Finalize instrumentation ‘

e
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Functionality of Lancet

view different levels clear presentation

of abstraction of control flow
[+ caligraph hello W Flowgraph strnlen e Edit bbl of new: 0x80495bc old: 0x804930c (=1t 4

Live In Registers

Q Q @r d‘__g _-‘f @ File Optimize Obfuscate Wiew |Info EBP,ESP
Callgraph hello a E‘l b‘ § {g 1? @ ‘ Remove |nstruction
> Flowgraph strnlen - push %ebp [[] with Sideffects _
@ : mov  Oxc(hebp), %hedx | Remove ‘

New Ox80495bd Old Ox804930d : mov %hesp, %hebp
o repp— - [TV

Add Instruction

Comov Feeck, heax | ‘

: jmp  80495cf | Before ” After ‘

Modify Instruction

| Unconditionalize ‘

§ Split BBL
|/.
[ Before After
Mus 00 OG0 Oi 0sBHALILD: crrph 306 0" |
| AsSEER R S s S
Ih / e
X Lo .
o : I e
T b e R e - Instrument
n;:mmtf.a_ﬂal?-mui..miu |(| | A |)|
l Live Out Registers:
R empty

ﬁ 0

WARNING: register dependence with ins New
Ox80405bf Old Ox804930f: mov  OxB(%hebp) ¥hecx

@ Help || « oK

E_g Liveness

whole program
overview
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Functionality of Lancet

v Flowgraph decide_maybe mmap -
File Optimize ©Obfuscate Wjew Info

Qv F P 20

Flowgraph decide_maybe_mmap

instructions: Mew 0Oxb590 Old Oxb240 : |*]
Mew 0xb568 Old 0xb218: MOV rd,rS Mew Oxb554 Old Oxb244
Mew O0xbS6c Old Oxb21lc: MOV rl,r2 Mew 0xb598 Old Oxb248 :
Mew 0xb570 Old 0xb220: BL 0x8528 abs: 13750 Mew Oxb59c Old Oxb24c:

Mew Oxb5al Old Oxb250:

—_munmap ibhbl at _ _I0 _se
i Edit Basic Elock
: A Remove ¥ A
!::bl at new: FbeS?-’-i old: Oxb224 (in de Eanise s Oxbdad) i —
instructions: s
MNew 0xb574 Old Dxb2245 CoMST | Fall Through New OxbSad Old Oxb254
Mew 0xb578 Old Oxb2238: COMNST
; Jurnp MNew 0xb5ad Old Oxb258 : —
Mew 0xb57c Old Oxb22c: STMIA N OxbSac Old Oxb25c: |-
New 0xb580 Old 0xb230: B 0xf Call [ e |
f/“'
’f/‘" _ ;

Pl bbl at new: OxbSec old: 0xb29¢ (in decide_maybe_mmap at Oxk
gt 3 ' “ instructions: Em
mavbe mmap at Oxb464) A = i e e P

el | i | [*]
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Functionality of Lancet

lud Flowgraph adpem_coder = |2 | 2% Functionlist for rawcaudio orig armads -5 %]
File Optimize Obfuscate Wiew |nfo Function name Memory address | Heat Ead
a Q b g E 3 @ adpcm_codear Ox8194 74380904
_ __flsbuf 0xa3l4 3724022 |-
R i e - fuvrite OxaccO 813580 |
T fseak Ox08d8 488807
__filbuf Ox9fes 332030 | |
fflush Ox9780 318120
|| _fflush Ox8568 214537
__M_memcpy Oxadcg 158849
“ fread Oxac04 147601
_flushlinebuffered 0x8534 119886
B _deferredlazyseek 08604 65002
¥ _sys_istty O 9f2c 55362
_codarat 0x3194) exec 148 _writebuf OxE3468 42560
_sys_read O 9f0c 36888
5 £0] execl _Sys_write Ox%eec 12160
#0] main Ox80a8 3426
£0x2] ;
r4,15,16,17,r8,19,r10,r11,pc) —main Ox8000 2166
z _ vfprintf OxEf70 444
| _printf_display Ox8a20 192
E_ frecpen Ox871c 159
l—lﬂ—a fclose 0x8668 156
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Functionality of Lancet

'_!I‘:Ellit bbl ot 0x81be (in adpem_coder at 0x8194) exec 147520 P - 4
' Live In Registers
RO,R4 RERI11
|n5tructi0n Z ‘Remove Instruction
Ox8lbc : LDRSH  r12,[18] #0x2 [ Wi Seeiieets
OxBlcO . MOV r1orll ASR #3 Remowe
e
Ox8lcd . SUB r1z,rl2,r | e Instriction
OxBlcs: CMP riz #0
Ox8lcc . MOVGE r4,#0 exec 77083
0x81d0: MOVLT  r4,#0x8 exec 70437 — | Before After
e E1d uLdn::f = Instrumentation Modify Instruction
Ox81d4 Instrumenting before: e e
ox8ldc Ox8lbc . LDRSH  r12,[r8] #0x2 —
Ot . . . . Split BEL
Select an instrumentation function and its arguments Before Aftar
Ox3led
Ox8led| PrintReg v
OxEled ) Instrument
- argument 0 jargument 1 =
Live O Done
» -
empty programecounter | REG_R& |
Info
g @' Liveness
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Functionality of Lancet

.vFlnwg'rthme¢_dummr P A b Edit bbl o 03B0483F0 old: Dx5048140 - |

Live |n Registers
EAX,EDX ES| EDI EBP,5TO

5‘1 Q b @ E j G} Remove |nstruction

With Sideffects

Eile Optimize Obfuscate Miew |[nfo

Fl raph frame_dumm
owgrap B e me ] New OxBO483fS Old OxBO4E145 - test eax,%eeax

EEL |nfDrmaﬂDn T TITOW UXSUAEE /T AAEdX | Remove
Name:  bbl at new: Ox80483c0 old: Ox8048110 (in frame_dummy at Ox80483c0) "L je  B04B414
Live-in registers : ESI,EDI,EBP,ESP,5T0 Add Instruction
Live-out registers : EDX ES| EDI EEBF,ESF,5TO |
l Before After

|bblat new: 0x30483cd old: 0x804211d (in fame_dummy at 0x30483c0

linstructions:

Mew 0x0 Old 0x304811d : nop Modify |nstruction

Mew 0x0 Old 0xE04811e : nop

Mew 0x30433d4 Old 0x3048124 @ sub  $0x3 Thesp g Unconditionalize

\Mew 0xB0483d7 Old Ox8048127 : test Theax,Theax

Mew 0x30433dS Old 0x3045120: jmp S0483de

Split BBL
Before After

bl at new: 08048310 old: 0x8048 140 (in feme_dumimy at 0x20483c0

linstructions:

Mew 0xE0483f0 Old 0x8048140 : mov Ox804e87c Theax

MNew OxB048315 Old 0x8048145 : test Theax,Theax L

Mew 0xE048317 Old 0x8048147 ;. je 8048414 lRstrurment

= L
; L« | Is]
r'/f
K'f Live Out Registers

bbl at new: 0x3043310 old: 0x3042140 (in fmame_dummy at 0x30483c0) EDX, E5| i EDI i EBP' ST0

instructions:

MNew 0x2048310 Old 0x3048140 : mov
New 0x20483fe Old 0xB04814e : test
Mew 0x23043400 Old 0x8048150 @ jmp

b d inﬁrmuiinn

MING: register dependence with ins New
183f5 Old OxB048145: test S%heax, Yheax

mﬂelp

: No edge of type CALL possible between the two
selected basic blocks

[¢] ﬂ! Liveness

I_ — .............
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User scenarios

What could you use this functionality for?

!

easy nhavigation through callgraph, control flow graphs,
linker map

supervised editing of assembly code of bbl's
perform graph operations

visual profile feedback

graphical instrumentation interface

— present program analysis information

— display cfg's before/after/during optimizatio!

LI
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User scenarios

Program visualization and analysis
(detect bottlenecks, teaching,...)

— easy navigation through callgraph, control flow graphs,
linker map

— supervised editing of assembly code of bbl's

— perform graph operations

— visual profile feedback

— graphical instrumentation interface

— present program analysis information

— display cfg's before/after/during optimization
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User scenarios

Program surgery
(manual program edits supported by feedback)

— easy navigation through callgraph, control flow graphs,
linker map

— supervised editing of assembly code of bbl's

— perform graph operations

— visual profile feedback

— graphical instrumentation interface

— present program analysis information

— display cfg's before/after/during optimization
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User scenarios

Assist in development of new transformations
(compiler research, ...)

— easy navigation through callgraph, control flow graphs,
linker map

— supervised editing of assembly code of bbl's

— perform graph operations

— Visual profile feedback

— graphical instrumentation interface

— present program analysis information

— display cfqg's before/after/during optimization
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User scenarios

Visualization and steering of transformations
(interactive program optimization,...)

l

easy navigation through callgraph, control flow graphs,
linker map

supervised editing of assembly code of bbl's
perform graph operations

visual profile feedback

graphical instrumentation interface

— present program analysis information

— display cfqg's before/after/during optimization
(future work: adapt transformations to enable interact

LI
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User scenarios

Fine-grained, point-wise instrumentation
(analysis, debugging, profiling, ...)

— easy navigation through callgraph, control flow graphs,
linker map

— supervised editing of assembly code of bbl's

— perform graph operations

— Visual profile feedback

— graphical instrumentation interface

— present program analysis information

— display cfg's before/after/during optimization
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Future work

* present additional program analysis information
* provide 'undo’' functionality
* integrate instrumentation & transformation

feedback
* provide an interface for optimization reordering
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Questions?
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