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Motivating question

| am a developer.

Why does my system
behave In a certain manner?




One answer is to...

Study the relevant artifacts

src: 2, dst: 0, timestamp : 16, type : prepare
src: 2, dst: 1, timestamp : 17, type : prepare
src: 0, dst: 2, timestamp : 18, type : commit
src: 1, dst: 2, timestamp : 19, type : commit
src: 2, dst: 0, timestamp : 20, type : tx_commit
src: 2, dst: 1, timestamp : 21, type : tx_commit
src: 0, dst: 2, timestamp : 22, type : ack

src: 1, dst: 2, timestamp : 23, type : ack

src: 2, dst: 0, timestamp : 0, type : prepare
src: 2, dst: 1, timestamp : 1, type : prepare
src: 0, dst: 2, timestamp : 2, type : commit

src: 2, dst: 0, timestamp : 16, type : prepare
src: 2, dst: 1, timestamp : 17, type : prepare
src: 0, dst: 2, timestamp : 18, type : commit
src: 1, dst: 2, timestamp : 19, type : commit
src: 2, dst: 0, timestamp : 20, type : tx_commit
src: 2, dst: 1, timestamp : 21, type : tx_commit
src: 0, dst: 2, timestamp : 22, type : ack
src: 1, dst: 2, timestamp : 23, type : ack
src: 2, dst: 0, timestamp : 0, type : prepare
src: 2, dst: 1, timestamp : 1, type : prepare
src: 0, dst: 2, timestamp : 2, type : commit " y
src: 1, dst: 2, timestamp : 3, type : commit

- src: 1, dst: 2, timestamp : 3, type : commit . .
I WF src: 2, dst: 0, timestamp : 4, type : tx_commit src: 2, dst: 0, timestamp : 4, type : tx_commit
n Ua J 7 DC src: 2, dst: 1, timestamp : 5, type : tx_commit src: 2, dst: 1, timestamp : 5, type : tx_commit

src: 0, dst : 2, timestamp : 6, type : ack src: 0, dst: 2, timestamp : 6, type : ack

src: 1, dst: 2, timestamp : 7, type : ack src: 1, dst: 2, timestamp : 7, type : ack

src: 2, dst: 0, timestamp : 8, type : prepare src:2, dst: 0, timestamp : 8, type : prepare

wF‘ src: 2, dst: 1, timestamp : 9, type : prepare src:2, dst: 1, timestamp : 9, type : prepare

lv src: 0, dst : 2, timestamp : 10, type : commit src: 0, dst: 2, timestamp : 10, type : commit
WDS src: 1, dst: 2, timestamp : 11, type : commit src: 1, dst: 2, timestamp : 11, type : commit
src: 2, dst: 0, timestamp : 12, type : tx_commit src:2, dst: 0, timestamp : 12, type : tx_commit
src: 2, dst: 1, timestamp : 13, type : tx_commit src:2, dst: 1, timestamp : 13, type : tx_commit

WD src: 0, dst : 2, timestamp : 14, type : ack src: 0, dst: 2, timestamp : 14, type : ack

CLIENT

src: 1, dst: 2, timestamp : 15, type : ack src: 1, dst: 2, timestamp : 15, type : ack
src: 2, dst: 0, timestamp : 16, type : prepare src: 2, dst: 0, timestamp : 16, type : prepare
src: 2, dst: 1, timestamp : 17, type : prepare src:2,dst: 1, timestamp : 17, type : prepare
V‘ ! e src: 0, dst : 2, timestamp : 18, type : commit sre 2 0, dst: 2, timestamp : 18, type : commit
—_~> src: 1, dst: 2, timestamp : 19, type : commit src: 1, dst: 2, timestamp : 19, type : commit
e n src: 2, dst : 0, timestamp : 20, type : tx_commit src: 2, dst: 0, timestamp : 20, type : tx_commit
src: 2, dst: 1, timestamp : 21, type : tx_commit src: 2, dst: 1, timestamp : 21, type : tx_commit
src: 0, dst: 2, timestamp : 22, type : ack src: 0, dst: 2, timestamp : 22, type : ack
' src: 1, dst: 2, timestamp : 23, type : ack src: 1, dst: 2, timestamp : 23, type : ack
src: 2, dst: 0, timestamp : 0, type : prepare src: 2, dst: 0, imestamp : 0, type : prepare
src: 2, dst: 1, timestamp : 1, type : prepare src:2,dst: 1, timestamp : 1, type : prepare
Wr’l-!e src: 0, dst : 2, timestamp : 2, type : commit src: 0, dst: 2, timestamp : 2, type : commit
21, dst: 2, timestamp : 3, type : commit src:1,dst:2, t!mestamp : 3, type : commit _
q -i- src: 2, dst: 0, timestamp : 4, type : tx_commit sre: 2, dst: 0, timestamp : 4, type : tx_commit
& W cnd src: 2, dst: 1, timestamp : 5, type : tx_commit src:2,dst: 1, timestamp : 5, type : tx_commit
) src: 0, dst: 2, timestamp : 6, type : ack
src: 1, dst: 2, timestamp : 7, type : ack

src: 2, dst: 0, timestamp : 8, type : prepare " BN
src: 2, dst: 1, timestamp : 9, type : prepare

Specification




Models

Logs

Manually defined

Trivial instrumentation

Hard to Create

Easy to Create

Wri-l-e)
Pcnd

et

Easy to Use

src: 2, dst: 0, timestamp : 16, type : prepare src: 2, dst: 0, timestamp : 16, type : prepare src: 2, dst : 0, timestamp : 16, type : prepare
src: 2, dst: 1, timestam , type : prepare src: 2, dst: 1, timestamp : 17, type : prepare src: 2, dst: 1, timestamp : 17, type : prepare
src: 0, dst: 2, timestamp : 18, type : commit src: 0, dst: 2, timestamp : 18, type : commit src: 0, dst : 2, timestamp : 18, type : commit
src: 1, dst: 2, timestamp : 19, type : commit src: 1, dst: 2, timestamp : 19, type : commit src: 1, dst : 2, timestamp : 19, type : commit
src: 2, dst: 0, timestamp : 20, type : tx_commit src: 2, dst: 0, timestamp : 20, type : tx_commit src: 2, dst : 0, timestamp : 20, type : tx_commit
src: 2, dst: 1, timestamp : 21, type : tx_commit src: 2, dst: 1, timestamp : 21, type : tx_commit src: 2, dst: 1, timestamp : 21, type : tx_commit
src: 0, dst: 2, timestamp : 22, type : ack src: 0, dst: 2, timestamp : 22, type : ack src: 0, dst : 2, timestamp : 22, type : ack

src: 1, dst: 2, timestamp : 23, type : ack src: 1, dst: 2, timestamp : 23, type : ack src: 1, dst : 2, timestamp : 23, type : ack

src: 2, dst: 0, timestamp : 0, type : prepare src: 2, dst: 0, timestamp : 0, type : prepare src: 2, dst : 0, timestamp : 0, type : prepare
src: 2, dst: 1, timestamp : 1, type : prepare src: 2, dst: 1, timestamp : 1, type : prepare src: 2, dst: 1, timestamp : 1, type : prepare
src: 0, dst: 2, timestamp : 2, type : commit src: 0, dst: 2, timestamp : 2, type : commit src: 0, dst : 2, timestamp : 2, type : commit
src: 1, dst: 2, timestamp : 3, type : commit src: 1, dst: 2, timestamp : 3, type : commit src: 1, dst : 2, timestamp : 3, type : commit
src: 2, dst: 0, timestamp : 4, type : tx_commit src: 2, dst: 0, timestamp : 4, type : tx_commit src: 2, dst : 0, timestamp : 4, type : tx_commit
src: 2, dst: 1, timestamp : 5, type : tx_commit src: 2, dst: 1, timestamp : 5, type : tx_commit src: 2, dst: 1, timestamp : 5, type : tx_commit
src: 0, dst: 2, timestamp : 6, type : ack src: 0, dst: 2, timestamp : 6, type : ack src: 0, dst : 2, timestamp : 6, type : ack

src: 1, dst: 2, timestamp : 7, type : ack src: 1, dst: 2, timestamp : 7, type : ack src: 1, dst : 2, timestamp : 7, type : ack

src: 2, dst: 0, timestamp : 8, type : prepare src: 2, dst: 0, timestamp : 8, type : prepare src: 2, dst : 0, timestamp : 8, type : prepare
src: 2, dst: 1, timestamp : : prepare src: 2, dst: 1, timestamp : 9, type : prepare src: 2, dst: 1, timestamp : 9, type : prepare
src: 0, dst: 2, timestamp : : commit src: 0, dst: 2, timestamp : 10, type : commit src: 0, dst : 2, timestamp : 10, type : commit
src: 1, dst: 2, timestamp : 11, type : commit src: 1, dst: 2, timestamp : 11, type : commit src: 1, dst : 2, timestamp : 11, type : commit
src: 2, dst: 0, timestam| : tx_commit src: 2, dst: 0, timestamp : 12, type : tx_commit src: 2, dst : 0, timestamp : 12, type : tx_commit
src: 2, dst: 1, timestamp : : tx_commit src: 2, dst: 1, timestamp : 13, type : tx_commit src: 2, dst: 1, timestamp : 13, type : tx_commit
src: 0, dst: 2, timestamp : s ack src: 0, dst: 2, timestamp : 14, type : ack src: 0, dst : 2, timestamp : 14, type : ack

src: 1, dst: 2, timestamp : s ack src: 1, dst: 2, timestamp : 15, type : ack src: 1, dst : 2, timestamp : 15, type : ack

src: 2, dst: 0, timestamp : : prepare src: 2, dst: 0, timestamp : 16, type : prepare src: 2, dst : 0, timestamp : 16, type : prepare
src: 2, dst: 1, timestamp : : prepare src: 2, dst: 1, timestamp : 17, type : prepare src: 2, dst: 1, timestamp : 17, type : prepare
src: 0, dst: 2, timestamp : : commit src: 0, dst: 2, timestamp : 18, type : commit src: 0, dst : 2, timestamp : 18, type : commit
src: 1, dst: 2, timestamp : : commit src: 1, dst: 2, timestamp : 19, type : commit src: 1, dst : 2, timestamp : 19, type : commit
src: 2, dst: 0, timestamp : : tx_commit src: 2, dst: 0, timestamp : 20, type : tx_commit src: 2, dst : 0, timestamp : 20, type : tx_commit
src: 2, dst: 1, timestamp : 21, type : tx_commit src: 2, dst: 1, timestamp : 21, type : tx_commit src: 2, dst: 1, timestamp : 21, type : tx_commit
src: 0, dst: 2, timestamp : s ack src: 0, dst: 2, timestamp : 22, type : ack src: 0, dst : 2, timestamp : 22, type : ack

src: 1, dst: 2, timestamp : s ack src: 1, dst: 2, timestamp : 23, type : ack src: 1, dst : 2, timestamp : 23, type : ack

src: 2, dst: 0, timestamp : : prepare src: 2, dst: 0, timestamp : 0, type : prepare src: 2, dst : 0, timestamp : 0, type : prepare
src: 2, dst: 1, timestamp : : prepare src: 2, dst: 1, timestamp : 1, type : prepare src: 2, dst: 1, timestamp : 1, type : prepare
src: 0, dst: 2, timestamp : : commit src: 0, dst: 2, timestamp : 2, type : commit src: 0, dst : 2, timestamp : 2, type : commit
src: 1, dst: 2, timestamp : : commit src: 1, dst: 2, timestamp : 3, type : commit src: 1, dst : 2, timestamp : 3, type : commit
src: 2, dst: 0, timestamp : : tx_commit src: 2, dst: 0, timestamp : 4, type : tx_commit src: 2, dst : 0, timestamp : 4, type : tx_commit
src: 2, dst: 1, timestamp : : tx_commit src: 2, dst: 1, timestamp : 5, type : tx_commit src: 2, dst: 1, timestamp : 5, type : tx_commit
src: 0, dst: 2, timestamp : rack src: 0, dst: 2, timestamp : 6, type : ack src: 0, dst : 2, timestamp : 6, type : ack

src: 1, dst: 2, timestam| rack src: 1, dst: 2, timestamp : 7, type : ack src: 1, dst : 2, timestamp : 7, type : ack

src: 2, dst: 0, timestamp : : prepare src: 2, dst: 0, timestamp : 8, type : prepare src: 2, dst : 0, timestamp : 8, type : prepare
src: 2, dst: 1, timestamp : : prepare src: 2, dst: 1, timestamp : 9, type : prepare src: 2, dst: 1, timestamp : 9, type : prepare
src: 0, dst: 2, timestamp : : commit src: 0, dst: 2, timestamp : 10, type : commit src: 0, dst : 2, timestamp : 10, type : commit
src: 1, dst: 2, timestamp : : commit src: 1, dst: 2, timestamp : 11, type : commit src: 1, dst : 2, timestamp : 11, type : commit
src: 2, dst: 0, timestamp : : tx_commit src: 2, dst: 0, timestamp : 12, type : tx_commit src: 2, dst : 0, timestamp : 12, type : tx_commit
src: 2, dst: 1, timestamp : : tx_commit src: 2, dst: 1, timestamp : 13, type : tx_commit s

src: 0, dst: 2, timestamp : s ack src: 0, dst: 2, timestamp : 14, type : ack

src: 1, dst: 2, timestamp : s ack src: 1, dst: 2, timestamp : 15, type : ack

src: 2, dst: 0, timestamp : : prepare src: 2, dst: 0, timestamp : 16, type : prepare

src: 2, dst: 1, timestamp : : prepare src: 2, dst: 1, timestamp : 17, type : prepare " BN

src: 0, dst: 2, timestamp : : commit src: 0, dst: 2, timestamp : 18, type : commit

src: 1, dst: 2, timestamp : : commit src: 1, dst: 2, timestamp : 19, type : commit

Concise and exact

Hard to Use

A low-level view
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Write
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Logs

Trivial instrumentation

Easy to Create

Easy to Use

Concise and exact

src: 2, dst:
src: 2, dst:
src: 0, dst:
src: 1, dst:
src: 2, dst:
src: 2, dst:
src: 0, dst:
src: 1, dst:
src: 2, dst:
src: 2, dst:
src: 0, dst:
src: 1, dst:
src: 2, dst:
src: 2, dst:
src: 0, dst:
src: 1, dst:
src: 2, dst:
src: 2, dst:
src: 0, dst:
src: 1, dst:
src: 2, dst:
src: 2, dst:
src: 0, dst:
src: 1, dst:
src: 2, dst:
src: 2, dst:
src: 0, dst:
src: 1, dst:
src: 2, dst:
src: 2, dst:
:0,

SrC: 2, dst:
src: 0, dst:
src: 1, dst:
src: 2, dst:
src: 2, dst:
src: 0, dst:
src: 1, dst:
src: 2, dst:
src: 2, dst:
src: 0, dst:
src: 1, dst:
src: 2, dst:
src: 2, dst:
src: 0, dst:
src: 1, dst:
src: 2, dst:
src: 2, dst:
src: 0, dst:
src: 1, dst:

dst:

NE,ONNSONNSONNASONNSONNS,ONNSONN 2O

NDNSONN2ONNASONNSONNG

timestamp : 16, type : prepare
timestam, , type : prepare
timestamp : 18, type : commit
timestamp : 19, type : commit
timestamp : 20, type : tx_commit
timestamp : 21, type : tx_commit
timestamp : 22, type : ack
timestamp : 23, type : ack
timestamp : 0, type : prepare
timestamp : 1, type : prepare
timestamp : 2, type : commit
timestamp : 3, type : commit
timestamp : 4, type : tx_commit
timestamp :

=9

, type : tx_commit
timestamp : 6, type : ack
timestamp : 7, type : ack
timestamp : 8, type : prepare

timestamp : : prepare

timestamp : : commit
timestamp : : commit
timestam, : tx_commit
timestamp : : tx_commit
timestamp : s ack
timestamp : :ack
timestamp : : prepare
timestamp : : prepare
timestamp : : commit
timestamp : : commit
timestamp : : tx_commit
timestamp : : tx_commit
timestamp : s ack

imestamp : 1, - prepare
timestamp : : commit
timestamp : : commit
timestamp : : tx_commit
timestamp : : tx_commit
timestamp : rack
timestam s ack
timestamp : : prepare

timestamp : : prepare
timestamp : - commit
timestamp : : commit
timestamp : : tx_commit
timestamp : : tx_commit
timestamp : s ack
timestamp : :ack
timestamp : : prepare
timestamp : : prepare
timestamp : - commit
timestamp : - commit

Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:

Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
Src:
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dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst

dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
dst:
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imestamp

timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :

i mp :
i mp :
i mp :
i mp :
i mp :
i mp :
i mp :
i mp :
i mp :
i mp :
i mp :
i mp :
i mp :
i mp :
i mp :
i mp

i mp

16, type :
17, type :
18, type :
19, type :
20, type :
21, type :
22, type :
23, type :

0, type :
1, type :
2, type :
3, type :
4, type :
5, type :
6, type :

17, type :
: 8, type :
19, type :
110, type :
: 11, type :
112, type :
113, type :
1 14, type :
115, type :
1 16, type :
117, type :
8, type :
9, type :
. 20, type :
121, type :
122, type :
: 23, type :
amp :

0, type :
1, type :
2, type :
3, type :
4, type :
5, type :
6, type :
7, type :
8, type :
9, type :

10, type :
11, type :
12, type :
13, type :
14, type :
15, type :
16, type :
17, type :
18, type :
19, type :

prepare
prepare
commit
commit
tx_commit
tx_commit
ack

ack
prepare
prepare
commit
commit
tx_commit
tx_commit
ack

ack
prepare
prepare
commit
commit
tx_commit
tx_commit
ack

ack
prepare
prepare
commit
commit
tx_commit
tx_commit
ack

ack
prepare
prepare
commit
commit
tx_commit
tx_commit
ack

ack
prepare
prepare
commit
commit
tx_commit
tx_commit
ack

ack
prepare
prepare
commit
commit

12, dst:
12, dst:
10, dst:
:1,dst:
12, dst:
12, dst:
10, dst:
:1,dst:
12, dst:
12, dst:
10, dst:
:1,dst:
12, dst:
12, dst:
10, dst:
:1,dst:
12, dst:
12, dst:
10, dst:
:1,dst:
12, dst:
12, dst:
10, dst:
:1,dst:
12, dst:
12, dst:
10, dst:
:1,dst:
12, dst:
12, dst:
10, dst:
:1,dst:
12, dst:
12, dst:
10, dst:
:1,dst:
12, dst:
12, dst:
10, dst:
:1,dst:
12, dst:
12, dst:
10, dst:
:1,dst:
12, dst:

0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :

16, type : prepare
17, type : prepare
18, type : commit
19, type : commit
20, type : tx_commit
21, type : tx_commit
22, type : ack

23, type : ack

0, type : prepare

1, type : prepare

2, type : commit

3, type : commit

4, type : tx_commit
5, type : tx_commit
6, type : ack

7, type : ack

8, type : prepare

9, type : prepare

10, type : commit
11, type : commit
12, type : tx_commit
13, type : tx_commit
14, type : ack

15, type : ack

16, type : prepare
17, type : prepare
18, type : commit
19, type : commit
20, type : tx_commit
21, type : tx_commit
22, type : ack

23, type : ack

0, type : prepare

1, type : prepare

2, type : commit

3, type : commit

4, type : tx_commit
5, type : tx_commit
6, type : ack

7, type : ack

8, type : prepare

9, type : prepare

10, type : commit
11, type : commit
12, type : tx_commit




Bridging logging and modeling

: commit

: commit
: tx_commit
: tx_commit

ack
ack
: prepare

src: 2, dst : 0, timestamp : 8, type : prepare src: 0, dst: 2, timestamp :

12, dst: 1, timestamp : 9, type : prepare src: 1, dst: 2, timestamp :
, dst : 2, timestamp : 10, type : commit src: 2, dst: 0, timestamp :
src: 1, dst: 2, timestamp : 11, type : commit src: 2, dst: 1, timestamp :
src: 2, dst: 0, timestamp : 12, type : tx_commit src: 0, dst: 2, timestamp :
, dst : 1, timestamp : 13, type : tx_commit src: 1, dst: 2, timestamp :
, dst : 2, timestamp : 14, type : ack src: 2, dst: 0, timestamp :

src: 1, dst: 2, timestamp : 15, type : ack src: 2, dst: 1, timestamp : : prepare
, dst : 0, timestamp : 16, type : prepare src: 0, dst : 2, timestam : commit
, dst : 1, timestamp : 17, type : prepare src: 1, dst: 2, timestamp : : commit
src: 0, dst : 2, timestamp : 18, type : commit src: 2, dst: 0, timestamp : : tx_commit u u u u u
11, dst: 2, timestamp : 19, type : commit src: 2, dst: 1, timestamp : : tx_commit . e C I I Ca I O n m I n I n
src: 2, dst : 0, timestamp : 20, type : tx_commit src: 0, dst: 2, timestamp : sack
src: 2, dst: 1, timestamp : 21, type : tx_commit src: 1, dst: 2, timestamp : sack
src: 0, dst : 2, timestamp : 22, type : ack src: 2, dst: 0, timestamp : : prepare
11, dst: 2, timestamp : 23, type : ack src: 2, dst: 1, timestamp : : prepare ]
12, dst: 0, timestamp : 0, type : prepare src: 0, dst : 2, timestamp : : commit
src: 2, dst: 1, timestamp : 1, type : prepare src: 1, dst: 2, timestamp : : commit . rO ‘ e S S I S ‘ O V e
: 0, dst: 2, timestamp : 2, type : commit src: 2, dst: 0, timestamp : : tx_commit
: 1, dst: 2, timestamp : 3, type : commit src: 2, dst: 1, timestamp : : tx_commit
src: 2, dst : 0, timestamp : 4, type : tx_commit src: 0, dst: 2, timestamp : sack
, dst : 1, timestamp : 5, type : tx_commit src: 1, dst: 2, timestamp : sack u
: 0, dst: 2, timestamp : 6, type : ack src: 2, dst: 0, timestamp : : prepare . O e I n e re n Ce
src: 1, dst: 2, timestamp : 7, type : ack src: 2, dst: 1, timestamp : : prepare
, dst : 0, timestamp : 8, type : prepare src: 0, dst: 2, timestamp : : commit
12, dst: 1, timestamp : 9, type : prepare src: 1, dst: 2, timestamp : : commit
src: 0, dst : 2, timestamp : 10, type : commit src: 2, dst: 0, timestamp : : tx_commit
, dst: 2, timestamp : 11, type : commit src: 2, dst: 1, timestam : tx_commit
12, dst: 0, timestamp : 12, type : tx_commit src: 0, dst: 2, timestamp : :ack
src: 2, dst: 1, timestamp : 13, type : tx_commit src: 1, dst: 2, timestamp : :ack
: : 2, timestamp : 14, type : ack src: 2, dst: 0, timestamp : : prepare
src: 1, dst: 2, timestamp : 15, type : ack src: 2, dst: 1, timestamp : : prepare
src: 2, dst : 0, timestamp : 16, type : prepare src: 0, dst: 2, timestamp : : commit
src: 2, dst: 1, timestamp : 17, type : prepare src: 1, dst: 2, timestamp : : commit
: 0, dst: 2, timestamp : 18, type : commit src: 2, dst: 0, timestamp : : tx_commit
11, dst: 2, timestamp : 19, type : commit src: 2, dst: 1, timestamp : : tx_commit
src: 2, dst : 0, timestamp : 20, type : tx_commit src: 0, dst: 2, timestamp : sack
12, dst: 1, timestamp : 21, type : tx_commit src: 1, dst: 2, timestamp : sack
, dst : 2, timestamp : 22, type : ack src: 2, dst: 0, timestamp : : prepare
, dst: 2, timestamp : 23, type : ack src: 2, dst: 1, timestamp : : prepare
, dst : 0, timestamp : 0, type : prepare src: 0, dst: 2, timestamp : : commit
12, dst: 1, timestamp : 1, type : prepare src: 1, dst: 2, timestamp : : commit
src: 0, dst : 2, timestamp : 2, type : commit src: 2, dst: 0, timestamp : : tx_commit
: 1, dst: 2, timestamp : 3, type : commit src: 2, dst: 1, timestamp : : tx_commit
12, dst: 0, timestamp : 4, type : tx_commit src: 0, dst: 2, timestamp : sack
src: 2, dst: 1, timestamp : 5, type : tx_commit src: 1, dst: 2, timestamp : sack
, dst : 2, timestamp : 6, typt ck src: 2, dst : 0, timestam : prepare : P .
src: 1, dst: 2, timestamp : 7, type : ack src: 2, dst: 1, timestamp : : prepare : '
src: 2, dst : 0, timestamp : 8, type : prepare src: 0, dst: 2, timestamp : : commit - B l N
12, dst: 1, timestamp : 9, type : prepare src: 1, dst: 2, timestamp : : commit
, dst : 2, timestamp : 10, type : commit src: 2, dst: 0, timestamp : : tx_commit v
src: 1, dst: 2, timestamp : 11, type : commit src: 2, dst: 1, timestamp : : tx_commit
src: 2, dst: 0, timestamp : 12, type : tx_commit src: 0, dst: 2, timestamp : :ack
, dst : 1, timestamp : 13, type : tx_commit src: 1, dst: 2, timestamp : :ack

: 0, dst: 2, timestamp : 14, type : ack src: 2, dst: 0, timestamp :
src: 1, dst: 2, timestamp : 15, type : ack src: 2, dst: 1, timestamp :
, dst : 0, timestamp : 16, type : prepare src: 0, dst: 2, timestamp :
, dst : 1, timestamp : 17, type : prepare src: 1, dst: 2, timestamp :
, dst : 2, timestamp : 18, type : commit src: 2, dst: 0, timestamp :
, dst: 2, timestamp : 19, type : commit src: 2, dst: 1, timestamp :
, dst : 0, timestamp : 20, type : tx_commit src: 0, dst: 2, timestamp :
src: 2, dst: 1, timestamp : 21, type : tx_commit src: 1, dst: 2, timestamp :
, dst : 2, timestamp : 22, type : ack src: 2, dst: 0, timestamp :
src: 1, dst: 2, timestamp : 23, type : ack src: 2, dst: 1, timestamp :
src: 2, dst : 0, timestamp : 0, type : prepare src: 0, dst: 2, timestamp :
, dst : 1, timestamp : 1, typt src: 1, dst : 2, timestam
, dst : 2, timestamp : 2, type : commit src: 2, dst: 0, timestamp :
src: 1, dst: 2, timestamp : 3, type : commit src: 2, dst: 1, timestamp :

12, dst: 0, timestamp : 4, type : src: 0, dst : 2, timestamp :
, dst : 1, timestamp : 5, type : src: 1, dst: 2, timestamp :

el T wroc
W NF \/

o] . . WS

Prior work: K / 0

| W

:ack

src: 0, dst : 2, timestamp : 6, type : ack src: 2, dst: 0, timestamp : : prepare
src: 1, dst: 2, timestamp : 7, type : ack src: 2, dst: 1, timestamp : : prepare
12, dst: 0, timestamp : 8, type : prepare src: 0, dst: 2, timestamp : : commit V‘ l e
12, dst: 1, timestamp : 9, type : prepare src: 1, dst: 2, timestamp : : commit
src: 0, dst: 2, timestamp : 10, type : commit src: 2, dst: 0, timestamp : - tx_commit COO k et aI n I S E 1 9 9 8
: 1, dst: 2, timestamp : 11, type : commit src: 2, dst: 1, timestamp : : tx_commit : e n
, dst : 0, timestamp : 12, type : tx_commit src: 0, dst : 2, timestam ack

, dst : 1, timestamp : 13, type : tx_commit src: 1, dst: 2, timestamp :

ack
: 0, dst: 2, timestamp : 14, type : ack src: 1, dst: 2, timestamp : 19, type : commit a
src: 1, dst: 2, timestamp : 15, type : ack
src: 2, dst : 0, timestamp : 16, type : prepare I I l e I e r e =

, dst : 1, timestamp : 17, type : prepare -
, dst : 2, timestamp : 18, type : commit . r‘l _l€
Lot X X p ,

src 1, dst : 2, timestamp : 19, type : commit
, dst : 0, timestamp : 20, type : tx_commit .i.
:2,dst: 1, timestamp : 21, type : tx_commit H B BN C' cn
src: 0, dst : 2, timestamp : 22, type : ack O e a .
X Lot X X ]

src: 1, dst: 2, timestamp : 23, type : ack

Input utput




How Synoptic works

src:2,dst:
, dst
, dst :
src:1,dst:
src:2,dst:
, dst
, dst :
src:1,dst:

Src :
Src :

Src :
Src :

src: 2, dst
src: 0, dst

oes not

, dst
, dst
src: 0, dst:

:1,dst:
src:2,dst:

0, timestamp : 8, type : prepare src: 0, dst: 2, timestamp : : commit
1, timestamp : 9, type : prepare src: 1, dst: 2, timestamp : : commit
2, timestamp : 10, type : commit src: 2, dst: 0, timestamp : : tx_commit
2, timestamp : 11, type : commit src: 2, dst: 1, timestamp : : tx_commit
0, timestamp : 12, type : tx_commit src: 0, dst: 2, timestamp : rack
1, timestamp : 13, type : tx_commit src: 1, dst: 2, timestamp : rack
2, timestamp : 14, type : ack src: 2, dst: 0, timestamp : : prepare
2, timestamp : 15, type : ack src: 2, dst: 1, timestamp : : prepare
0, timestamp : 16, type : prepare src: 0, dst : 2, timestam| : commit
1, timestamp : 17, type : prepare src: 1, dst: 2, timestamp : : commit
2, timestamp : 18, type : commit src: 2, dst: 0, timestamp : : tx_commit
2, timestamp : 19, type : commit src: 2, dst: 1, timestamp : : tx_commit
0, timestamp : 20, type : tx_commit src: 0, dst: 2, timestamp : rack

1, timestamp : 21, type : tx_commit src: 1, dst: 2, timestamp : rack

: 2, timestamp : 22, type : ack src : 2, dst : 0, timestamp : 16, type : prepare

require

access to code

Invariants

src: 2, dst
00, dst:
src:1,dst:
src:2,dst:
src:2,dst:
00, dst:
:1,dst:
src:2,dst:
©2,dst:

, dst :
,dst:

, dst
©2,dst:
src: 0, dst:
:1,dst:
©2,dst:
src:2,dst:
, dst :
src:1,dst:
src:2,dst:
©2,dst:

, dst :
src:1,dst:
src:2,dst:
, dst

00, dst:
src:1,dst:
, dst

, dst

, dst :
,dst:

, dst
src:2,dst:
src: 0, dst:
src:1,dst:
src:2,dst:
, dst

, dst :
src:1,dst:
©2,dst:

, dst
src: 0, dst:
src:1,dst:
©2,dst:
©2,dst:
src: 0, dst:
:1,dst:

, dst

, dst

, dst :
src:1,dst:
src:2,dst:
src:2,dst:
src: 0, dst:
src:1,dst:
, dst
©2,dst:
src: 0, dst:
src:1,dst:

11, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :
0, timestamp :
1, timestamp :
2, timestamp :
2, timestamp :

13, type : tx_commit src: 1, dst: 2, timestamp : 7, type : ack

14, type : ack src: 2, dst: 0, timestamp : 8, type : prepare

15, type : ack src: 2, dst: 1, timestamp : 9, type : prepare

16, type : prepare src: 0, dst: 2, timestamp : : commit

17, type : prepare src: 1, dst: 2, timestamp : : commit

18, type : commit src: 2, dst: 0, timestamp : : tx_commit

19, type : commit src: 2, dst: 1, timestamp : : tx_commit

20, type : tx_commit src: 0, dst: 2, timestamp : rack

21, type : tx_commit src: 1, dst: 2, timestamp : rack

22, type : ack src: 2, dst: 0, timestamp : : prepare

23, type : ack src: 2, dst: 1, timestamp : : prepare

0, type : prepare src: 0, dst: 2, timestamp : : commit

1, type : prepare src: 1, dst: 2, timestamp : : commit

2, type : commit src: 2, dst: 0, timestamp : : tx_commit

3, type : commit src: 2, dst: 1, timestamp : : tx_commit

4, type : tx_commit src: 0, dst: 2, timestamp : rack

5, type : tx_commit src: 1, dst: 2, timestamp : rack

6, typ ck src: 2, dst: 0, timestam| : prepare

7, type : ack src: 2, dst: 1, timestamp : : prepare

8, type : prepare src: 0, dst: 2, timestamp : : commit

9, type : prepare src: 1, dst: 2, timestamp : : commit

10, type : commit src: 2, dst: 0, timestamp : : tx_commit

11, type : commit src: 2, dst: 1, timestamp : : tx_commit

12, type : tx_commit src: 0, dst: 2, timestamp : rack

13, type : tx_commit src: 1, dst: 2, timestamp : rack

14, type : ack src: 2, dst: 0, timestamp : : prepare

15, type : ack src: 2, dst: 1, timestamp : : prepare

16, type : prepare src: 0, dst: 2, timestamp : : commit

17, type : prepare src: 1, dst: 2, timestamp : : commit

18, type : commit src: 2, dst: 0, timestamp : : tx_commit

19, type : commit src: 2, dst: 1, timestamp : : tx_commit

20, type : tx_commit src: 0, dst: 2, timestamp : rack

21, type : tx_commit src: 1, dst: 2, timestamp : rack

22, type : ack src: 2, dst: 0, timestamp : : prepare

23, type : ack src: 2, dst: 1, timestamp : : prepare

0, type : prepare src: 0, dst: 2, timestamp : : commit
src: 1, dst : 2, timestam : commit
src: 2, dst: 0, timestamp : : tx_commit
src: 2, dst: 1, timestamp : : tx_commit
src: 0, dst : 2, timestamp : sack
src: 1, dst: 2, timestamp : sack
src: 2, dst: 0, timestamp : : prepare
src: 2, dst: 1, timestamp : : prepare
src: 0, dst: 2, timestamp : : commit
src: 1, dst: 2, timestamp : : commit
src: 2, dst: 0, timestamp : : tx_commit
src: 2, dst: 1, timestamp : : tx_commit

12, type : tx_commit src: 0, dst : 2, timestamp : sack

13, type : tx_commit src: 1, dst: 2, timestamp : rack

14, type : ack src: 1, dst: 2, timestamp : 19, type : commit

15, type : ack

16, type : prepare

17, type : prepare
18, type : commit
19, type : commit
20, type : tx_commit
21, type : tx_commit
22, type : ack

23, type : ack

Mines and
preserves temporal
log invariants

Input

Uses refinement
instead of
coarsening

propose

P

Finds a compact
accurate model

i

<Bravoty) (=

tput

10



Use cases for Synoptic models

e | 0og summarization

e Mental model validation

® [est case generation

e Comparison to formal specifications

e Evaluate test suite against actual usage

e Verifying a code fix

11



Talk outline

e Synoptic’s design
e Evaluation results
e Future work

e Conclusion

12



Synoptic inputs

1. Log file

2. Reqular expressions to parse the log file

13



Iwo phase commit protocol log

, dst

, dst

, dst

, dst

, dst

, dst

, dst

,dst:

, dst:
, dst:
,dst:
, dst:
, dst:

,dst:
, dst:

, dst:
,dst:
, dst:

, dst:
,dst:

, dst:
, dst:

, dst:
, dst:

,dst:
, dst:

, dst:
,dst:

, dst:
, dst:

, dst:
, dst:
,dst:
, dst:
dst:

SONNSONNSONNSONNSONNSONNSONNSONN=SONN=ON)

timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :
timestamp :

OO NO NS W

IS

",

PO R0 [0 % 5 A 2 R B O O
SNISORNDORDN

LONOOPAON=O

type :

type :
:ack
:ack

commit
_commit
tx_commit

: prepare
: prepare

: commit

* commit

: tx_commit
: tx_commit
rack

ack

: prepare

: prepare

: commit

: commit

: tx_commit
: tx_commit
rack

ack

: prepare
: prepare
* commit
* commit
: tx_commit

_commit

:ack

ck

: prepare
: prepare

: commit

* commit

: tx_commit
: tx_commit
rack

ack

: prepare

! prepare

1. Log file
Two phase commit protocol log

. Manager proposes a transaction (TX),
each replica replies with an abort or a
commit.

. Manager sends

) TX commit if all replicas commit

i) TX abort otherwise

log.txt

anager maintains a totally ordered log of
events for all transactions in the system

14



Regular expressions

1. Log file (e.g., two phase commit log)

2. Regular expressions to parse the log file

e Split log into executions

e From each log line extract:
- Total event relation (e.g., time)
- Event type

, dst : 2, timestamp : 3, type : commit
,dst: 0, timestamp : 4, : tx_commit
,dst: 1, timestamp : 5, type : tx_commit
, dst : 2, timestamp : 6, type : ack
,dst: 2, timestamp : 7, type : ack
, dst : 0, timestamp : 8, type : prepare
,dst: 1, timestamp : 9, type : prepare
, dst : 2, timestamp : 10, type : commit
, dst: 2, timestamp : 11, type : commit
,dst : 0, timestamp : 12, type : tx_commit
,dst: 1, timestamp : 13, type : tx_commit
, dst : 2, timestamp : 14, type : ack
,dst: 2, timestamp : 15, type : ack
, dst : 0, timestamp : 16, type : prepare
,dst: 1, timestamp : 17, type : prepare
, dst : 2, timestamp : 18, type : commit
, dst: 2, timestamp : 19, type : commit
, dst : 0, timestamp : 20, type : tx_commit
,dst: 1, timestamp : 21, type : tx_commit
, dst : 2, timestamp : 22, type : ack
, dst: 2, timestamp : 23, type : ack
, dst : 0, timestamp : 0, type : prepare
,dst: 1, timestamp : 1, type : prepare

: 2, timestamp : 2, type : commit
, dst: 2, timestamp : 3, type : commit
, dst : 0, timestamp : 4, type : tx_commit

: 1, timestamp : 5, type : tx_commit
, dst : 2, timestamp : 6, type : ack
,dst: 2, timestamp : 7, ck

: 0, timestamp : 8, type : prepare
,dst: 1, timestamp : 9, type : prepare
, dst : 2, timestamp : 10, type : commit

: 2, timestamp : 11, type : commit
, dst : 0, timestamp : 12, type : tx_commit
,dst: 1, timestamp : 13, type : tx_commit
, dst : 2, timestamp : 14, type : ack
,dst: 2, timestamp : 15, type : ack
, dst : 0, timestamp : 16, type : prepare

dst : 1. timestamp : 17. tvoe : brepare

log.txt

15



Synoptic overview

1/5. Parse log into a
trace graph

2/5. Construct
the initial model

propose propose

propose

v v

propose propose

MR
L0000

v

propose

MM

3/5. Mine temporal
iInvariants

X . initial event

@: intermediate event
@ . terminal event
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Synoptic overview

2/5. Construct

1/5. Parse log into a
trace graph

the initial model

propose

propose

propose

¢
¢

propose propose propose

GHHD
QM
A

propose

A compact model with
one node per event type

3/5. Mine temporal
invariants
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Synoptic overview

1/5. Parse log into a
trace graph

2/5. Construct
the initial model

propose propose

propose

v v

propose propose

LA
QA

v

propose

MO

3/5. Mine temporal
invariants

propose

A compact model with
one node per event type




Synoptic overview

1/5. Parse log into a
trace graph

2/5. Construct
the initial model

propose propose

propose

v v

propose propose

MR
L0000

v

propose

MM

propose

A compact model with
one node per event type

3/5. Mine temporal
invariants

16



Synoptic overview

1/5. Parse log into a

trace graph

2/5. Construct
the initial model

R
Propose | e/

<Bcaboi ) <Beoommir)

A compact model with
one node per event type

3/5. Mine temporal
invariants




Synoptic overview

1/5. Parse log into a
trace graph

2/5. Construct
the initial model

propose

propose

propose

v

propose

R
AN

v

propose

v

propose

commit

\‘

¥

tIx-commit

i

3/5. Mine temporal
invariants

propose )

A compact model with
one node per event type




Synoptic overview

»| 2/5. Construct

1/5. Parse log into a i~
the initial model _
trace graph 3/5. Mine temporal

Invariants

propose propose propose

v v v

ropose ropose
PP PP propose <)

»/4_> abort -/ tx-commit
abort «— tx-abort

A compact model with
one node per event type

abort —> tx-abort

propose

MR
L0000
MM

16



Synoptic overview

4/5. Refine the initial model

>

o~~~ M2 D [

until all i

True for log, false for initial model

5/5. Coarsen model without

1nsatisfying any invariants

Choose an invariant
invalid in the model

abort —» tx-abort

17



Synoptic overview

4/5. Refine the initial model 5/5. Coarsen model without
until all invariants satisfied unsatisfying any invariants

Choose an invariant
invalid in the model

abort —» tx-abort \

Unsatisfied
invariants exist

v AN

Refine a model node

propose [« propose [« )

i

17



Synoptic overview

4/5. Refine the initial model 5/5. Coarsen model without
until all invariants satisfied unsatisfying any invariants

Choose an invariant
invalid in the model

abort —> tx-abort \ /

Unsatisfied All invariants
invariants exist satisfied

} A

Refine a model node

propose [« propose [« )

i

17



Synoptic overview

4/5. Refine the initial model

until all invariants satisfied

Choose an invariant
invalid in the model

abort —» tx-abort \

invariants exist

} A

satisfied

Refine a model node

propose [« propose [«

H\ ﬁ
e

5/5. Coarsen model without
unsatisfying any invariants

| <ty

propose <)

commit

Unsatisfied All invariants

Y
\4
propose <)

\ 4

Merge nodes that exhibit
the same behaviors

|7

17



Assumptions

Logs

® Multiple executions

® Events in an execution are totally ordered

System

® Process generating the log can be modeled as an FSM

® Temporal system properties are evident in the orderings
among events

18



Talk outline

e Synoptic’s design

e Temporal invariants

e Model space exploration
e Evaluation results
e Future work

e Conclusion

19



Temporal log invariants

e Synoptic mines three kinds of temporal log invariants
that are true for all the logged executions

Invariant Example Type
> Y XX |y liveness
always followed by y Y Y
X X X X
<« y || x ||z safety
always precedes y y
X —A> Y X y y
safet
never followed by & y z 4

Dwyer et al. ICSE 1999

Yang et al. PASTE 2004

20
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Temporal log invariants

e Synoptic mines three kinds of temporal log invariants
that are true for all the logged executions

Invariant Example Type
> Y || X || X |y liveness
always followed by y Y Y
% X X X
<« Y || X ||z safety
always precedes Y Y
X —A> Y X y y
safet
never followed by & y z 4

Dwyer et al. ICSE 1999

Yang et al. PASTE 2004

20
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Temporal log invariants

e Synoptic mines three kinds of temporal log invariants
that are true for all the logged executions

Invariant Example Type
> Y || X || X |y liveness
always followed by y Y Y
% X X X
<« Y || X ||z safety
always precedes Y Y
X —/> Y X y y
safet
never followed by ALy |z 4

Dwyer et al. ICSE 1999

Yang et al. PASTE 2004

20
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Iwo phase commit invariants

e Mined invariants:

- abort ——— tx-abort

- abort —/A— tx-commit

- abort «<—— tx-abort

- commit «<— tx-commit

{ abort, commit,
tx-abort, tx-commit

- propose <«—— {

}+> propose

abort, commit,
tx-abort, tx-commit

}

propose

v

propose

HH000
bOGE

propose

v

propose

28
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Satisfying invariants with refinement

e The initial graph violates 3
mined invariants:

- abort ——— tx-abort

- abort —/— tx-commit

- abort «<—— tx-abort

One node per event type

~\

propose [<_ )

e For each violation find
a corresponding path

e Use refinement to
eliminate such path
counter-examples

23
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Counter-example based refinement

Example invariant: abort —> tx-abort

1. 2.

propose [« propose <) : propose

Coron_Coommi

Initial model Invariant counter-example |dentify partition to refine

propose

g L=t
ey

Refined model Eliminate counter-example

23
23
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Smaller models:

Larger models:

Model space
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Model space

Larger models:
fewer behaviors

All invariants
satisfied

ooooooo

3\ 13
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= °
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ik BT |+ 3
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8 2 : :
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ooooooo

B k=]
S 3
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® @

-— eoas o

> e o= o

Smaller models:
more behaviors

‘ Some invariants
falsified
O
e
A
@R PR
R ¢ - lInitial model
RS
"
| N Synoptic’s goal:
| & Find the
ke smallest model
1 satisfying all
Invariants
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Model space

Larger models:
fewer behaviors

Smaller models:
more behaviors

|
: : ' , ,
All invariants! ‘ Some invariants
satisfied || falsified
L RT SN
NN

i Refinement

|

| /% f %

Coarsening
e e e == I
| == _
TR A ?C? Y| |9 2| [Intal model
22| P S
S& &b R Synoptic’s goal:
G o o _
D D G B Find the
N smallest model
Trace graph satisfying all
Invariants

24
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Some invariants
satisfied

Select a refinement

that satisfies an
unsatisfied invariant

T
=0
(<5
(dp]
c
8 o
s 5
> 5
S ©
—»
<

Synoptic finds

DRt
\\
o Q
(-
0O
E
> O
& O
£2
Oa

Select a coarsening
that maintains all the

Invariants
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All invariants ﬁk Some invariants
satisfied satisfied
[y <> 1+(®) (8)—s—@

e Coarsening from initial traces is inefficient

Lorenzoli et al.

- k-Tall|Biermann et al. 1972 | and GK-Tall ICSE 2008

Synoptic finds

e Refinement is well known |Paige et al. 1987

a local
optimum, not . . . . L .
P ’ - Using mined invariant constraints is a new |dea
a global one T T — — n
‘\ &&6 ¥o‘ < i H mode ‘
% 35 Refine
©B &S k
Select a coarsening (%)
that maintains all the b

@/”@ Select a refinement
that satisfies an
unsatisfied invariant

Invariants

F——-
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Talk outline

e Evaluation results

e Formal evaluation

e Reverse traceroute

e Future work

e Conclusion
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Formal evaluation

e Termination

See the paper
e Always finds a model for more

e Correctness

e Satisfies all the mined invariants, and no others
e Conciseness

e [ocal minimum
e Efficiency

e Never violate a mined invariant

e Make progress towards satisfying some mined invariant

27
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Reverse traceroute case-study

e Reverse traceroute |KATzZ-BASSETT etal. NSDI 2010

e Finds the likely reverse traceroute from an arbitrary
destination to a source host

e |n live deployment for over a year

e Deployed internally by a large Internet company

e Ran Synoptic on reverse traceroute server logs

e Developer added 16 lines of logging code

e Synoptic processed the 900,000 events in 12 minutes

28
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Reve

rse traceroute case-study

reverse_hops_assume_
symmetric

< 0.14 —{ do_measurements
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Synoptic limitations

e Quality and usefulness of the model depends on
granularity of logging statements and user input

e Only considers three kinds of temporal invariants

e For some applications, the small model size may
be irrelevant

e Online log analysis is not supported

e The input log must be totally ordered

30
30




Future work

e Handle logs generated by distributed systems

e (Generalize invariants

e Relax always and never constraints
e Explore composition of temporal invariants

e |ncorporating structural/data invariants

e Tool improvements

Lou et al. KDD 2010

Gabel et al. FSE 2008

Ernst et al. TSE 2001

e Explicating model paths in the GUI

e Eclipse plug-in for ease of use

e Automatically infer log format

Vaarandi et al.

IFIP ICICS 2004 |OSR 2010

Zhu et al.
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Contributions

Synoptic: a tool that extracts models from logs

e Specification mining algorithm
e Uses refinement for efficiency

* Mines and satisfies temporal log invariants for accuracy

* Proved important properties of refinement

e Showed that Synoptic helps developers to study large
and complex logs, and can help find bugs

Try It!

http://synoptic.googlecode.com
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http://code.google.com/p/synoptic/
http://code.google.com/p/synoptic/

