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ABSTRACT As an example, consider th¢TML input in Figure 1 on the fol-
Given some test case, a program fails. Which circumstances oflowing page. Loading thi$iTML page into Mozilla and printing
the test case are responsible for the particular failure? Déita it causes a segmentation fault. Somewhere inH#TiSIL input is

Debuggingalgorithm generalizes and simplifies some failing test something that makes Mozilla fail—but where? What we need is
case to aminimal test casehat still produces the failure; it also  the simplesHTML page that still produces the failure.
isolates thalifferencebetween a working and a failing test case.

Decomposing specific bug reports into simple test cases does not
In a case study, the Mozilla web browser crashed after 95 user ac-only trouble the Mozilla engineers. The problem arises from gen-
tions. Our prototype implementation automatically simplified the erally conflicting issues:
input to 3 relevant user actions. Likewise, it simplified 896 lines
of HTML to the single line that caused the failure. The case study

required 139 automated test runs, or 35 minutes on a 500 MHz PC.  ® A bug reportmust be as specific as possible, such that the en-
gineer can recreate the context in which the program failed.

1. INTRODUCTION e On the other hand, st casanust be as simple as possible,
Often people who encounter a bug spend a lot of time because a minimal test case implies a most general context.
investigating which changes to the input file will make the bug go
away and which changes will not affect it.

. . . Thus, a minimal test case not only allows for short problem descrip-
—Richard Stallman{Jsing and PortingsNU CC

tions and valuable problem insights, but it also subsumes several

If you browse the Web with Netscape 6, you actually use a variant current and future bug reports.

of Mozilla, Netscape’s open source web browser project [9]. As
a work in progress with big exposure, the Mozilla project receives
several dozens of bug reports a day. The first step in processing
any bug report isimplification,or to eliminate all details that are
irrelevant for producing the failure. Such a simplified bug report
not only facilitates debugging, but it also subsumes several other
bug reports that only differ in irrelevant details.

The striking thing about test case simplification is that no one so
far has thought tautomatethis task. Several textbooks and guides
about debugging are available that tell how to use binary search in
order to isolate the problem—based on the assumption that the test
is carried out manually, too. With an automated test, however, we
can automate thisimplification of test caseand we can automat-
ically isolate the difference that causes the failure:

In July 1999,Bugzilla, the Mozilla bug database, listed more than
370 open bug reports—bug reports that were not even simplified.
With this queue growing further, the Mozilla engineers “faced im-
minent doom” [10]. Overwhelmed with work, the Netscape prod-
uct manager sent out tihéozilla BugAThon call for volunteef4 0]

that would help process bug reports: For 5 bug reports simplified,
a volunteer would be invited to the launch party; 20 bugs would

Simplification of test cases.Our minimizing delta debugging al-
gorithm ddminis fed with a failing test case, which it simpli-
fies by successive testing. It stops wheniaimal test cases
reached, where removing any single input entity would cause
the failure to disappear.

earn him a T-shirt signed by the grateful engineers. “Simplifying” The basicddmin procedure is sketched in Figure 2 on the
meant: turning these bug reports imdnimal test casesvhere ev- next page: Starting with theTML input in Figure 1, the
ery part of the input would be significant in reproducing the failure. ddminalgorithm simplifies the input by testing subsets with

removed characters (shown in grey): The test fal} if
Mozilla crashes on the given test case and padsg¢oth-
erwise. After 36 tests, the originalTML input is reduced to
the minimal failing test caseSELECT>1

Isolating failure-inducing differences. In the case wherework-
ing test caseexists as well, it is generally more efficient to

This is an expanded and revised version of the ISSTA 2000 paper “Simplify- isolate thdailure-inducing differenceetween a working and
ing Failure-Inducing Input” [5]; it has been submitted to IEEE Transactions 7 - . .
on Software Engineering. Section 4.2 has more details on this example.



<td align=left valign=top>
<SELECT NAME="opsys" MULTIPLE SIZE=7>

<OPTION VALUE="AII">AlI<OPTION VALUE="Windows 3.1">Windows 3.1<OPTION VALUE="Windows 95">Windows 95<OPTION
VALUE="Windows 98">Windows 98<OPTION VALUE="Windows ME">Windows ME<OPTION VALUE="Windows 2000">Windows 2000<OPTION
VALUE="Windows NT">Windows NT<OPTION VALUE="Mac System 7">Mac System 7<OPTION VALUE="Mac System 7.5">Mac System 7.5<OP-
TION VALUE="Mac System 7.6.1">Mac System 7.6.1<OPTION VALUE="Mac System 8.0">Mac System 8.0<OPTION VALUE="Mac System
8.5">Mac System 8.5<OPTION VALUE="Mac System 8.6">Mac System 8.6<OPTION VALUE="Mac System 9.x">Mac System 9.x<OPTION
VALUE="MacOS X">MacOS X<OPTION VALUE="Linux">Linux<OPTION VALUE="BSDI">BSDI<OPTION VALUE="FreeBSD">FreeBSD<OPTION
VALUE="NetBSD">NetBSD<OPTION VALUE="OpenBSD">0OpenBSD<OPTION VALUE="AIX">AIX<OPTION VALUE="BeOS">BeOS<OPTION
VALUE="HP-UX">HP-UX<OPTION VALUE="IRIX">IRIX<OPTION VALUE="Neutrino">Neutrino<OPTION VALUE="OpenVMS">0penVMS<OPTION
VALUE="0S/2">0S/2<OPTION VALUE="OSF/1">OSF/1<OPTION VALUE="Solaris">SolarisOPTION VALUE="SunOS">SunOS<OPTION

VALUE="other">other</SELECT>

</td>

<td align=left valign=top>

<SELECT NAME="priority" MULTIPLE SIZE=7>

<OPTION VALUE="--">--<OPTION VALUE="P1">P1<OPTION VALUE="P2">P2<OPTION VALUE="P3">P3<OPTION VALUE="P4">P4<OPTION

VALUE="P5">P5</SELECT>

</td>

<td align=left valign=top>

<SELECT NAME="bugseverity" MULTIPLE SIZE=7>

<OPTION VALUE="blocker">blocker<OPTION VALUE="critical">critical<OPTION VALUE="major">major<OPTION
VALUE="normal">normal<OPTION VALUE="minor">minor<OPTION VALUE="trivial">trivialkOPTION VALUE="enhancement">enhancement</SELECT>

</tr>
</table>

Figure 1: Printing this HTML page makes Mozilla crash (excerpt)

1 <SELECT NAME="priority" _MULTIPLE_SIZE=7> O
2 <SELECT_NAME="priori ty" _MULTIPLE_SIZE=7> [
3 <SELECT_NAME="priori ty" _MULTIPLE_SIZE=7> [
4 <SELECT_NAME="priority" _MULTIPLE_SIZE=7> [
5 <SELECT_NAVIE="priori  ty" _MULTIPLE_SIZE=7> [
6 <SELECT_NAVIE="priority" _MULTIPLE_SIZE=7> O
7 <SELECT_NAVIE="priority" _MULTIPLE_SIZE=7> O
8 <SELECT_NAVIE="priority" _MULTIPLE_SIZE=7> [
9 <SELECT_NAME="priority" _MULTIPLE_SIZE=7> [0
10 <SELECT_NAVIE="priority" _MULTIPLE_SI ZE=7> O
11 <SELECT_NAVIE="priority" _MULTIPLE_SIZE=7> O
12 <SELECT_NAVIE="priority" _MULTIPLE_SI ZE=7> O
13 <SELECT_NAVIE="priority" MULTIPLE_SI ZE=7> [0
14 <SELECT_NAVIE="priority" MULTIPLE_SI ZE=7> [0
15 <SELECT_NAVIE="priority" _MULTIPLE_SI ZE=7> O
16 <SELECT_NAME="priority" _MULTIPLE_SI ZE=7> O
17 <SELECT_NAME="priority" _MULTIPLE_SIZE=7> O
18 <SELECT_NAME="priority" _MULTIPLE_SIZE=7> O
19 <SELECT NAME="priority" _MULTIPLE_SIZE=7> O
20 <SELECT_NAME="priority" _MULTIPLE_SIZE=7 > O
21 <SELECT_NAME="priority" _MULTIPLE_SIZE=7 > O
22 <SELECT_NAME="priority" _MULTIPLE_SIZE=7> O
23 <SELECT_NAME="priority" _MULTIPLE_SIZE=7> O
24 <SELECT_NAME="priority" _MULTIPLE_SIZE=7> O
25 <SELECT NAME="priority" _MULTIPLE_SIZE=7 > O
26 <SELECT NAME="priority" _MULTIPLE_SIZE=7 > O

Figure 2: Simplifying failure-inducing HTML input

a failing test case. This is what tlgeneral Delta Debug-
ging algorithm dddoes.dd is a generalization aldmin

Figure 3 shows hovdd works: Rather than only minimiz-
ing the failing HTML input, dd also maximizesthe work-
ing HTML input until a minimal failure-inducing difference
is obtained. In our case, this is the first charasteaf the

failure-inducing<SELECT>tag, pinpointed after only 7 tests.

Delta Debugging is not limited t8TML input, to character input,

2 <SELECT_NAME="priority" _MULTIPLE_SIZE=7> [
4 KISELECT_NAVIE="priori  ty" _MULTIPLE_SIZE=7> O
7 ISELECT_NAVIE="priori  ty" _MULTIPLE_SIZE=7> O
6 <SELECT_NAVIE="priori ty" _MULTIPLE_SIZE=7> [
5 <SELECT_NAVIE="priori ty" _MULTIPLE_SIZE=7> O
3 <SELECT_NAME="priori ty" _MULTIPLE_SIZE=7> 0O
1 <SELECT NAME="priority" _MULTIPLE_SIZE=7> O

Figure 3: Isolating a failure-inducing difference

includes application domains like failure-inducing thread schedules
or failure-inducing program statements. In this paper, however, we
will concentrate orprogram input

The remainder of this paper is organized as follows: We begin with
formal definitions of working and passing test cases (Section 2).
We first introduce the basiddmin algorithm in Section 3 which
simplifies failing test cases. The case studies (Section 4) include
GCC, Mozilla, anduNIX utilities subjected to random fuzz input.

In Section 5, we extenddminto dd to isolate the difference be-
tween a working and a failing test case. Section 6 evaludddyy
repeating thesCC and fuzz case studies. Sections 7 and 8 close
with discussions of related and future work.

2. TESTING FOR CHANGE

Software features that can’t be demonstrated by automated tests
simply don't exist.
— Kent Beck,Extreme Programming Explained
In general, we assume that the execution of a specific program is

determined by a number afrcumstances.These circumstances
include the program code, data from storage or input devices, the

nor to program input in general: Delta Debugging can be applied program’s environment, the specific hardware, and so on.

to all circumstances that in any way affect the program execution.

Delta Debugging is fully automatic: whenever some regression testIn our context, we are only interested in tbleangeable circum-
fails, an additional Delta Debugging run automatically determines stances-that is, those circumstances whose change may cause a

the failure-inducing circumstances.

different program behaviour. These changeable circumstances make
up the program’s input (in the most general sense). In the remain-

In earlier work [17], we have shown how Delta Debugging is ap- der of this paper, “circumstances” will always refer to changeable
plied to isolate failure-inducing code changes; our current research circumstances.



2.1 The Change that Causes a Failure

Definition 3 (rtes) The function rtest: R — {0, O, ?} deter-

Let us denote the set of possible configurations of circumstancesmines for a program run re ‘R whether some specific failure oc-

by R. Eachr € R determines a specific program run. Let us
assume now a specific rup € R that fails? Typically, we do not

consider all circumstances of this run as a whole. Instead, we focusAXiOm 4 (Working and failing run)

on thedifferenceto some rurmrg € R that works. This difference

curs ) or not (J) or whether the test is unresolve®)(

rtest(rp) = 0 and rtestrp) =
U hold.

is the change which causes the failure, and the smaller this change,

the easier it is to fix the failure.

Formally, the difference between andrg is expressed as a map-
ping 8, which changes circumstanced a program run:

Definition 1 (Change) A changes is a mapping$ : R — R. The
set of changes i§ = R®. Therelevant changeetween two runs
ro,ro € Risachanges € C such thats(rp) =rp.

In the remainder of this papet,will always stand for the relevant
change between the two given program ransndrg. The exact
definition of§ and its application is, of course, specific to the given

problem and its circumstances. In the Mozilla example sketched

in Section 1, applying means to expand a trivial (empt#rML
input to the full failure-inducingdTML page.

2.2 Decomposing Changes

We now assume that the relevant chadg@an bedecomposechto

a number of elementary changés ..., dn. This decomposition
of § into individual changes; is problem-specific. As an example,
think of aDIFF outputs consisting of several individual changgs
each affecting a particular place in the text.

In the Mozilla example from Section 1, there are many ways to

decompose the expansién it may be decomposed into changes
adding single characters, or changes ad#imyIL tags, or changes
adding lines, or a mixture of all.

To express (de-)composition formally, we wrdte= §10820- - -0,
where the compositiod} o §; groups two change$ ands; into a
larger whole:

Definition 2 (Composition of changes)Thechange compositios :
C x C — Cis defined agsj o §;)(r) = 5 (8;(r)).

We do not assume any particular properties.ofn practice,o is
typically realized as anionof two change sets .

2.3 Test Cases and Tests

In the remainder of this paper, we shall consider not oplgndr -,

but also several runs that are the product of changes being applied
torg. For convenience, we identify each runthe set of changes
being applied to . That is, the empty set; = ¢ identifiesr,

while the set of all changes; = {81, 2, ..., én} identifiesrg =
(810820---08n)(rp).

We call the subsets af; test cases:

Definition 5 (Test case)A subset ¢ cg is called atest case.

Test cases are related to program runs by means tdstfenction,
which applies the set of changesrtoand tests the resulting run.

Definition 6 (tes) The function test 2°0 — {[J, O, ?} is defined
as follows: Let cC cp be a test case with e= {81, 82, ..., 6n}.
Then, test) = rtest((§1 0 82 0 -+~ 0 8p) (1)) holds?

Using Axiom 4, we can deduce the resultsedicy) andtesicp):
Corollary 7 (Working and failing test case) The following holds:

tes{(cy)=tesi(y) =0
tesi(c) = tes({51, 82, ...

(“working test case”) and
,8n}) =0 (“failing test case”).

3. MINIMIZING TEST CASES

Proceed by binary search. Throw away half the input and see if
the output is still wrong; if not, go back to the previous state and
discard the other half of the input.

—Brian Kernighan and Rob Pik&he Practice of Programming

Let us now model our initial scenario. We have a test casthat
works fine and a test casg that fails. Let us assume that stands
for some trivial program run (such as a run on an empty input).
Then, minimizing the difference between andc; becomesnin-

To relate program runs to failures, we need a testing function that IMizing ¢, itself—that is,simplificationof c;.

takes a program run and tests whether it produces the failure. Ac-

cording to thePOSIX 1003.3 standard for testing frameworks [6],
we distinguish three outcomes:

e The testsucceed$PASS written here agl)

e The test haproduced the failuret was intended to capture
(FAIL, written here a$])

e The test producethdeterminate result&JNRESOLVED, writ-
ten here a2).3

2Readry andrg as ‘r-fail” and “r-pass”, respectively.
3PC_)SIX 1003.3 also listsUNTESTED and UNSUPPORTEDOUtCOMES,
which are of no relevance here.

3.1 Minimal Test Cases
A test cas& C cg being a minimum means that there is no smaller
subset ot that causes the test to fail. Formally:

Definition 8 (Global minimum) A set cC ¢y is called theglobal
minimumof ¢ if V¢’ C ¢y - (I¢'| < |c| = tes(c’) # [) holds.

In practice, this would be nice to have, but it is almost impossible to
compute: Relying onestalone to determine the global minimum

4To make the application of change sets unambigutestmust
sort the applied changégsin some canonical way.



of ¢y requires testing all!9°! subsets of-, which obviously has Step | Test case test
exponential complexity. 1A 2 3 4 . . . ] ?
2| Az 5 6 7 8| O
Resorting to the idea of lmcal minimumhelps a little. We call a 3| A1 5 6 . O
test caseninimalif none of its subsets causes the test to fail: 4| Az 7 8| 0
5(A¢ . . . . . .7 U Done
Result T 4

Definition 9 (Local minimum) A test case & c; is alocal min-

imum of ¢; or minimalif V¢’ C c- (tes(c') # [J) holds. ] ) o
Figure 4: Quick minimization of test cases

This is what we want: a failing test case whose elements are all ) )
significant in producing the failure—nothing can be removed with- c€hangesi; a dot stands for an excluded change. Change 7 is the
out making the failure disappear. However, determining that a test Minimal failing test case—and itis isolated in just a few steps.

casec is a local minimum still requires'? — 2 tests. _ o _
Given sufficient knowledge about the nature of our input, we can

What we can determine, however, is approximatior—for in- certainly partition any test case intwo subsets such that at least
stance, a test case where removing a small set of changes is stilPne of them fails the test. But what if this knowledge is insufficient,
significant in producing the failure, but we do not check whether ©F not present at all?

removing several changes at once might make the test case even o o .

smaller. Formally, we define this property asminimality: re- Let us begin with the worst case: after splittingapinto subsets,

moving any combination of up to changes causes the failure to &l tests pass or are unresolved—ignorance is complete. All we
disappear. Ifc is |c|-minimal, thenc is minimal in the sense of ~ KnNow is thatc, as a whole is failing. How do we increase our
Definition 9. chances of getting a failing subset?

The approximation which interests us mostiminimality. A fail-

ing test casec composed ofic| changes would be 1-minimal if
removing any single change would cause the failure to disappear.
While removing two or more changes at once may result in an even
smaller, still failing test case, every single change on its oveigis

e By testinglarger subsets o€, we increase the chances that
the test fails—the difference fropy, is smaller. On the other
hand, a smaller difference means a slower progression—the
test case is not halved, but reduced by a smaller amount.

nificant in reproducing the failure. e By testingsmallersubsets of, we get a faster progression
in case the test fails. On the other hand, the chances that the
Definition 10 (n-minimal test case) A test case & ¢ is n-minimal test fails are smaller.

if v¢/ c c-lcl—|c/| =n = (tes(c') # O) holds. Consequently,

c is1-minimalif V§; € c-tes{c — {5 O holds.
'€ (e— i) # These specific methods can be combined by partitiogingnto

alarger number of subsetnd testing each (smallj; as well as
1-minimality is what we should be aiming at. However, given, say, its (large) complemen¥; = c; — Aj—until each subset contains
a failure-inducing input of 100,000 lines, we cannot simply remove 0nly one change, which gives us the best chance to get a failing test
each individual line in order to minimize it. Thus, we need an ef- case. The disadvantage, of course, is that more subsets means more
fective algorithm to reduce our test case efficiently. testing.

This is what can happen. Lebe the number of subsets, ..., An.
Testing each\; and its complemen?; = c; — A, we have four
possible outcomes (Figure 5 on the next page):

3.2 A Minimizing Algorithm

What do humans do in order to minimize test cases? Theypiuse
nary searchlf c; contains only one change, themis minimal by
definition. Otherwise, weartition ¢ into two subsetg\1 and Ay
with similar size and test each of them. This gives us three possible Reduce to subset.f testing anyA; fails, thena; is a smaller test
outcomes: case. Continue reducingj with n = 2 subsets.

This reduction rule results in a classical “divide and conquer”
approach. If one can identify a smaller part of the test case

Reduce toA1. The test ofAq fails—Aq is a smaller test case. e - ¢ A : ;
that is failure-inducing on its own, then this rule helps in nar-

Reduce toAy. The test ofA, fails—A is a smaller test case. rowing down the test case efficiently.
Ignorance. Both tests pass, or are unresolved—neithgmor A, Reduce to complement.If testing anyV; = ¢y — A; fails, then

qualify as possible simplifications. V; is a smaller test case. Continue reducMgwith n —

1 subsets.
] ) ) i Why do we continue witm — 1 and not two subsets here?

In the first two cases, we can simply continue the search in the Because the granularity stays the same: Splitington —
failing subset, as illustrated in Figure 4. Each line of the dia- 1 subsets means that the subsets/pfare identical to the
gram shows a configuration. A numbiestands for an included subsetsA; of c. Every subset o6 eventually gets tested.
5To be precise, Corollary 7 tells us the results of As an example, assunme= 32 andV3g fails. If we continue
tes(#) and tesicy), such that only ol — 2 subsets need to with n = 31, the recursiveldmincall splitsVzg inton = 31
be tested, but this does not help much. subsets. The subsets; to A3g have already been tested,



Minimizing Delta Debugging Algorithm
Lettestandcy be given such thaesi@) = O A testcy) = O hold.

The goal is to findt/; = ddmin(cy) such that], € cg, testc)) = 0, andc/, is 1-minimal.

Theminimizing Delta Debugging algorithm ddnig) is

ddmincp) = ddmimp(cg, 2) where
ddminp(Aj, 2) if 3i € {1,...,n}-tes(Aj) = O (“reduce to subset”)
ddminp(Vi, max(n — 1,2)) elseifdi € {1,...,n}-tes(V;) = O (“reduce to complement”)
ddminy(c/;, min(|c}|, 2n))  elseifn < |c/| (“increase granularity”)
cl otherwise (“done”).

ddminp(c/, n) =

whereV; = ¢/, — Aj, ¢, = A1U A2 U--- U Ap, all Aj are pairwise disjoint, andA; - |Aj| ~ |c/|/n holds.

The recursion invariant (and thus precondition)ddmirp is testc)) = DA N < |c).

Figure 5: Minimizing Delta Debugging algorithm

so the next test would be one of the complemérts-we'd PROOF According to the ddmin definition (Figure 5), ddraif)
simply continue removing small chunks. returns ¢, only if n > |c,| and testV;) # Oforall Aq,..., Ap
If we continued with two subsets instead, we would have to WhereVi = ci—A;. Ifn z lcgl, then|Aj| = 1and|V;| = |c|— 1.
work our way down withn = 2, 4,8, ... until the initial Since all subsets of e ¢/, with|c/;|—|c'| = Larein{Vy, ..., Vn}

granularity ofn = 32 is reached again. and testVj) # O for all Vj, the condition of definition 10 applies
and c is 1-minimal. O
Increase granularity. Otherwise (that is, no test failed), try again

with 2n subsets. (Should®2> |cg| hold, try again withjcg|

subsets instead, each containing one change.) This results inin the worst casejdmintakes|c:|? + 3co| tests:

at most twice as many tests, but increases chances for failure.

. . . Proposition 12 ddmin complexity, worst case) The number of tests

Done._ The process is repeated until granularity can no longer be rried out by ddmitco) is Ical? + 3|cy| in the worst case.

increased (that is, the nertwould be larger thamcg|). In

this case, we have already tried removing every single change

individually without further failures: the resulting change set ~ PROOF. The worst case can be divided in two phases: First,

is minimal. every test has an unresolved result until we have a maximum gran-

ularity of n = |cp]; then, testing only the last complement results

. . ) in a failure until n= 2 holds.
As an example, consider Figure 6 on the following page, where the

minimal test case consists of the changes 1, 7, and 8. Any test case ) )
that includes only a subset of these changes results in an unresolved ® In the first phase, every test has an unresolved result. This
test outcome; a test case that includes none of these changes passes ~ results in a re-invocation of ddmjrwith a doubled number

the test. of subsets, untilAj| = 1 holds. The number of tests to be
carried out is2+ 4+ 8+ - - -+ 2|ca| = 2Jco| + el + 15 +
We begin with partitioning the total set of changes in two halves— ICTDI foo=dic).

but none of them passes the test. We continue with granularity
increased to 4 subsets (Step 3-6). When testing the complements, e In the second phase, the worst case is that testindabe

the setV, fails, thus removing changes 3 and 4. We continue with complemenv¥y, fails; consequently, ddmjris re-invoked with
splitting V5, in three subsets. The next three tests (Steps 9-11) have ddminy(Vn, |cg| — 1). This results ifjicy| — 1 calls of ddmin,
already been carried out and need not be repeated (marked )with with two tests per call, 02(|co| —1) +2(|ca| —2)+- - - +2 =
When testingV, (Step 13), changes 5 and 6 can be eliminated. 244+46+---+2(Icol — 1) = [cal(cal — 1) = |col? — el
We increase granularity to 4 subsets and test each (Steps 16-19), tests.

before the last complemeRb (Step 21) eliminates change 2. Only
changes 1, 7, and 8 remain; Steps 25-27 show that none of thesel.

ot > £9° ; he overall number of tests is thd col? = Ico| = |col?
changes can be eliminated. To minimize this test case, a total of ol +leol® —leal = leal” +

19 different tests was required. 3col- O

3.3 Properties of ddmin In practice, however, it is unlikely that ancharacter input requires
We close with some formal propertiesddmin First,ddmineven- n? + 3n tests. The “divide and conquer” rule dfimintakes care
tually returns a 1-minimal test case: of quickly narrowing down failure-inducing parts of the input:
Proposition 11 ddminminimizes) For any ¢ € ¢, ddmin(c) is Proposition 13 ddmin complexity, best case)lf there is only one
1-minimal in the sense of definition 10. failure-inducing changeé\; € cg, and all test cases that includsg;



Step | Test case test
1A=V |1 2 3 4 . ? TestingA1, Ao
2| Ap=Vq 5 6 7 8|7 = Increase granularity
3 Aq 1 2 . . ? TestingAq, ..., Ag
4 Ao 3 4 . 0
5 A3 . 5 6 O
6 Ag . . 7 8|7
7 Vi . 3 4 5 6 7 87 Testing complements
8 Vo 1 2 5 6 7 8|0 = Reduce t@/, = Vy; continue withn = 3
9 Aq 1 2 . . . . . .|? TestingA, Ao, Az
10 Ao . . . . 5 6 . .|0O* *sameestcarried outin an earlier step
11 A3 .. . . . . 71 8|7*
12 Vi . . . . 5 6 7 8|7 Testing complements
13 Vo 12 . . . . 7 8|0 = Reduce t@/, = Vy; continue withn = 2
U A=V |1 2 . . . . . .|? TestingAs, As
15| A=V |. . . . . . T 8|7? = Increase granularity
16 A1 i 4 TestingA1, ..., Ay
17 Ao 2 0
18 A3 . 7 ?
19 Ay . 8| ?
20 Vi 2 7 8|7 Testing complements
21 Vo 1 . . . . . 7 8|0 = Reduceta] = Vy; continue withn = 3
22 Aq 1 . . . . . . .]? TestingAq,..., A3
23 Ao 7 ?*
24 A3 .. . . . . . 8|7
25 Vi .. . . . . 7 8|7 Testing complements
26 Vo 1 . 8|7
27 V3 Y A I 4 Done
Result T . . . . . 7 8

Figure 6: Minimizing a test case with increasing granularity

cause a failure as well, then the number of tests t is limited by 4.1 GCC gets a Fatal Signal
t < 2logy(|cal). The C program in Figure 7 on the next page not only demon-
strates some particular nasty aspects of the language, it also causes

) N ) o the GNU C compiler GCC) to crash—at least, when using version
PROOF. Under the given conditions, the test of either initial sub- 2 95 2 on Intel-Linux with optimization enabled.

set A1 or Ao will fail; n = 2 always holds. Thus, the overall

complexity is that of a binary search[] Before crashingzCCgrabs all available memory for its stack, such
that other processes may run out of resources anfl Tiee latter

. . ) . can be prevented by limiting the stack memory available @z,
Whether this “best case” efficiency applies depends on our ability |+ the effect remains:

to break down the input into smaller chunks that result in deter-

mined (or better: failing) test outcomes. Consequently, the more

knowledge about the structure of the input we have, the better weg (ulimit -H -s 256; gcc -O bug.c)
can identify possibly failure-inducing subsets, and the better is the gcc: Internal compiler error:

overall performance addmin s program ccl got fatal signal 11

The surprising thing, however, is that even withknowledge about

the input structure at allthe ddminalgorithm has sufficient per- )

formance—at least in the case studies we have examined. This isThe GCC error message (and the resulting core dump) kege
illustrated in the following three sections. maintainers only; as ordinary users, we must now narrow down the

failure-inducing input irbug.c —andminimizebug.c in orderto
file in a bug report.
4, CASE STUDIES
When you've cut away as muefTML, CSS and JavaScript as you  In the case ofGCC, the working program run is the empty input.
can, and cutting away any more causes the bug to disappear, For the sake of simplicity, we modelecthangeas theinsertion of
you're done. a single characterThis means that

— Mozilla BugAThon call

. . R . Iy is runningGCCwith an empty input
Let us now turn to some real-life failures and simplify failure- ° e 9 Py Inp

inducing input. We discuss examples from thU C compiler, 6The authors deny any liability for damage caused by repeating this
Mozilla, and variousJNIX utilities subjected to random fuzz input.  experiment.




#define SIZE 20

temin log
1000 i

doublemult (doubleZ], int n) bug.c
{
inti, j;
i =0 g
for(j=0;] < n; j++){ 4
i=i+j+1L €
4i] = 4i] = (40] + 1.0); -
} 100 w
returnzny; S
} 0 100 200 300 400 500 600 700 800

tests executed

void copy(doubleto[], doublefrom[], int coun)
{ Figure 8: Minimizing GCC input bug.c
intn=(count+ 7) /8;
switch (count% 8) do {
case 0: to++ = *from++;
case 7: fo++ = *from++;
case 6: to++ = *from++;
case 5: fo++ = *from++;
case 4: fo++ = *from++;
case 3: to++ = *from++;
case 2: fo++ = *from++;
case 1: to++ = *from++;

ever, takes time: only after 731 more tests (and 34 sec®udsye
get a test case that can not be minimized any further. Only 77 char-
acters are left:

t(doublez[],int n){inti,j;for(;;)){i =i + | + 1;Z[i] = Z[i] =
(Z[0] + 0);}returnz[n];}

}while (— —n > 0); This test case is 1-minimal—no single character can be removed
return multfo, 2); without removing the failure. Even every single superfluous white-
} space has been removed, and the function name has shrunk from

multto a singlet. (At least, we now know that neither whitespace

int main(int argc, char arg\l) nor function name were failure-inducing)

{

doublex[SIZE], y[SIZE]; Figure 9 on the following page shows an excerpt of the Delta De-

double px = x; bugging log: From #[0]" to “return”, we see how theldminalgo-
while (px < x + SIZE) rithm tries to remove every single change (= character) in order to
*pxt++ = (px — X) * (SIZE + 1.0); minimize the input even further—but each test results in a syntac-

return copyy, X, SIZE): tically invalid program.

As GCC users, we can now file in the one-liner as a minimal bug
report. But where ircCC does the failure actually occur? We al-
Figure 7: The bug.c program that crashesGNU CC ready know that the failure is associated with optimization. Could
it be possible to influence optimization in a way that the failure
disappears?

e I'p means runnin@CCwith bug.c
The GCC documentation lists 31 options that can be used to influ-

e each changé inserts the-th character obug.c ence optimization on Linux, shown in Table 1 on the next page.
o o . . It turns out that applyingll of these optiongauses the failure to
e partitioningcy means partitioning the input into parts. disappear:
No special effort was made to exploit syntactic or semantic knowl- $ gce -O -ffloat-store -fno-default-inline \
edge about C programs; consequently, we expected a large number -fno-defer-pop ...-fstrict-aliasing bug.c
of test cases to be invalid C programs. $ _

To minimizebug.c , we implemented thddminalgorithm of Fig- . . . . .
ure 5 into oUWYNOT prototyp€ . Thetestprocedure would create 1 hiS means that some option(s) in the fiseventthe failure. We

the appropriate subset bfig.c , feed it toGCG, return( iff GCC can use test case minimization in order to find the preventing op-
had crashed, and otherwise. The results of thigYNOT run are tion(s). This time, eacld stands for &CC option from Table 1.
shown in Figure 8. Since we want to find an option thpteventsthe failure, thetest

outcome is invertedtestreturnst] if GCC crashes and] if GCC

After the first two testsWYNOT has already reduced the input size  Works fine.
from 755 characters to 377 and 188 characters, respectively—the8a|| times were measured on a Linux PC with a 500 MHz Pen-

test case now only contains thrultfunction. Reducingnult, how- tium 11l processor. The time given is theru user time of our
WYNOT prototype as measured by theix kernel; it includes all
TwyNoT = “Worked Yesterday, NOt Today” spawned child processes (such asdberun in this example).



714 t(double z[],int n) {int ij;for(;;) {i=i+j+1;z[i]=2z[i]*( z[0]+0);  }return z[n]; }?
714 t(double z[],int n) {int ij;for(;;) {i=i+j+1;z[i]=z[i]*(z [ 0]+0); }return z[n]; }?
715 t(double z[],int n) {int ij;for(;;) {i=i+j+1;z[i]=z[i]*(z[ 0]+0); }return z[n]; ) ?
716 t(double z[],int n) {int ij;for(;;) {i=i+j+1;z[i]=z[i]*(z[0 ] +0); }return z[n]; }?
717 t(double z[J,int n) {int ij;for(;;) {i=i+j+1;z[i]=z[i]*(z[0] +0); }return z[n]; }?
718 t(double z[]J,int n) {int ij;for(;;) {i=i+j+1;z[i]=z[i]*(z[0]+ 0); }return z[n]; }?
719 t(double z[],int n) {int ij;for(;;) {i=i+j+1;z[i]=z[i]*(z[0]+O )5 Jreturn z[n]; }?
720 t(double z[],int n) {int ij;for(;;) {i=i+j+1;z[i]=z[i]*(z[0]+0) ; Yreturn z[n]; }?
721 t(double z[],int n) {int ij;for(;;) {i=i+j+1;z[i]=z[i]*(z[0]+0); jreturn z[n]; }?
722 t(double z[]J,int n) {int ij;for(;;) {i=i+j+1;z[i]=z[i]*(z[0]+0); }return z[n]; }?
. : ?
733 t(double z[],int n) {int ij;for(;;) {i=i+j+1;z[i]=z[i]*(z[0]+0); treturn z[n]; } O

Figure 9: Minimizing GCC input bug.c

tcmin log

—ffloat-store —fno-default-inline —fno-defer-pop 100 .
—fforce-mem —fforce-addr —fomit-frame-pointer GCC Options
—fno-inline —finline-functions —fkeep-inline-functions
—fkeep-static-consts  —fno-function-cse —ffast-math
—fstrength-reduce —fthread-jumps —fcse-follow-jumps
—fcse-skip-blocks —frerun-cse-after-loop —frerun-loop-opt "
—fgcse —fexpensive-optimizations —fschedule-insns é; 10
—fschedule-insns2 —ffunction-sections —fdata-sections °
—fcaller-saves —funroll-loops —funroll-all-loops
—fmove-all-movables —freduce-all-givs —fno-peephole
—fstrict-aliasing
1

Table 1: GCC optimization options ° ! 2 P e 6 ! 8
Figure 10: Minimizing GCC options

ThiswWYNOT run is a straight-forward “divide and conquer” search,
shown in Figure 10. After 7 tests (and less than a second), the single
option—ffast-mattis found which prevents the failure: 4.2 Mozilla Cannot Print
As a further case study, we wanted to simplify a real-world Mozilla
test case and thus contribute to the Mozilla BugAThon. A search in
Bugzilla, the Mozilla bug database, shows us bug #24735, reported
- by anantk@yahoo.com

$ gcc -O -ffast-math bug.c
$

Unfortunately, the-ffast-mathoption is a bad candidate for work- Ok the following operations cause mozilla to crash consis-
ing around the failure, because it may alter the semantics of the tently on my machine

program. We removeffast-mathfrom the list of options and make
anotherwYNOT run. Again after 7 tests, it turns out the option
—fforce-addralso prevents the failure:

— Start mozilla

— Go to bugzilla.mozilla.org
— Select search for bug
N

Print to file setting the bottom and right margins to .50

$ gee -O -fforce-addr bug.c (I use the file /var/tmp/netscape.ps)

$ _

1

Once it's done printing do the exact same thing again
on the same file (/var/tmp/netscape.ps)

Are there any other options that prevent the failure? Rungiag — This causes the browser to crash with a segfault

with the remaining 29 options shows that the failure is still there;

so it seems we have identified all failure-preventing options. And

this is what we can send to ti@C maintainers: In this case, the Mozilla input consists of two items: Heguence
of input events-that is, the succession of mouse motions, pressed

keys, and clicked buttons—and tkaML code of the erroneous
1. The minimal test case WWW page. We used thBLAB capture/replaytool [14] to run
Mozilla while capturing all user actions and logging them to a file.
We could easily reproduce the error, creatingxamB log with
3. “_ffast-mathand—fforce-addrprevent the failure.” 711 recorded X events. OWYNOT tool would now useXLAB to
replaythe log and feed Mozilla with the recorded user actions, thus
automating Mozilla execution.

2. “The failure occurs only with optimization.”

Still, we cannot identify a place in th@CC code that causes the

problem. On the other hand, we have identified as nfiaihyre cir- In a first run, we wanted to know whether all actions in the bug
cumstancess we can. In practice, program maintainers can easily report were actually necessary. We thus subjected the log to test
enhance their automated regression test suites such that the failurease minimization, in order to findfailure-inducing minimum of
circumstances are automatically simplified for any failing test case. user actionsOut of the 711 X events, only 95 were related to user
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Figure 11: Minimizing Mozilla user actions Figure 12: Minimizing Mozilla HTML input

actions—that is, moving the mouse pointer, pressing or releasing tag are not relevant for reproducing the failure, either—the single
the mouse button, and pressing or releasing a key on the keyboardinput
These 95 user actions were subjected to minimization.
The results of this run are shown in Figure 11. After 82 test runs <SELECT>
(or 21 minutes), only 3 out of 95 user actions are left:

already suffices for reproducing the failure. Overall, we obtain the

1. Press thé key while theAlt modifier key is held. (Invoke following self-contained minimized bug report:

the Print dialog.)

. . - — Create &HTML page containing<SELECT>
2. Pressnouse button dn thePrint button without a modifier. Pag g

(Arm thePrint button.) — Load the page and print it usingt+P andPrint.

3. Releasenouse button.1(Start printing.) — The browser crashes with a segmentation fault.

User actions removed include moving the mouse pointer, selecting or even simpler:
the Print to file option, altering the default file name, setting the
prl_nt margins _to._50, and r(_aleasmg ihé’ key before clicking on ~» Printing “<SELECT¥ causes a crash.
Print—all this is irrelevant in producing the failure.

Since the user actions can hardly be further generalized, we turn ourAs long as the bug reports can be reproduced, this minimization
attention to another input source—the failure-indudigvL code. procedure can easily be repeated automatically with the 12,479 open
The originalSearch for bugpage has a length of 39094 characters bugs listed in the Bugzilla databdde All one needs is &TML in-

or 896 lines; an excerpt is shown in Figure 1 on page 2. In order to put, a sequence of user actions, an observable failure—and a little
minimize theHTML code, we chose hierarchical approach: In a time to let the computer simplify the failure-inducing input.

first run, we wanted to minimize theumber of linegthat is, each

Aj was identified with a line); in a later run, we wanted to minimize 4 3 Minimizing Fuzz

the failure-inducing line(s) according to single characters. In a classical experiment [7, 8], Bart Miller and his team examined

the robustness afNIX utilities and services by sending thdozz
input—a large number of random characters. The studies showed
that, in the worst case, 40% of the basic programs crashed or went
into infinite loops when being fed with fuzz input.

The results of théinesrun are shown in Figure 12. After 57 test
runs, theddminalgorithm minimizes the original 896 lines to a 1-
line input:

<SELECT ,NAME="priority"  _MULTIPLE_SIZE=7> We \_/vanted to kno_w how well thédminalgorithm_performs in min-

imizing the fuzz input sequences. We examined a subset of the
UNIX utilities listed in Miller’'s paper:NROFF (format documents

This is theHTML input which causes Mozilla to crash when being  for display), TROFF (format documents for typesetteB),EX (fast

printed. As in theGCC example of Section 4.1, the actual failure- lexical analyzer generator;RTPLOT (graphics filter for various

inducing input is very small. It should be noted, though, that the plotters),uL (underlining filter), andUNITS (convert quantities).

original HTML code contains multiplSELECTtags; Delta Debug-

ging returns only one of thed? Further minimization by charac-  We set up 16 different fuzz inputs, differing in size £16 1 char-

ters, as shown in Figure 2, reveals that the attributes GBEHeECT acters) and content (whether all characters or only printable charac-

9tis relevant, though, that the mouse button be pressed before it jslers were included, and whether NUL characters were included or

released. case, first the error is fixed. Then, the test is repeated with the fixed
10i desired, one could easily re-invoke Delta Debugging on the re- Program. If the failure persists, then Delta Debugging can find the

mainder to search for other independent failure causes. In practice next failure cause.

though, we expect that after Delta Debugging has simplified a testlas of 15 February 2001, 13:00 GMT
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Figure 13: Minimizing FLEX fuzz input

not). As shown in Table 2(a), Miller’s results still apply—at least
on Sun’s Solaris 2.6 operating system: out of 86 = 96 test runs,
the utilities crashed 42 times (43%).

We applied ourvYNOT tool in all 42 cases to minimize the failure-
inducing fuzz input. In a first series, ot@stfunction would simply
return O if the input made the program crash, aid otherwise.
Table 2(b) shows the resulting input sizes; Table 2(c) lists the num-
ber of tests required. Depending on the crash cause, the program
could be partitioned into two groups:

e The first group of programs shows obviobsffer overrun
problems.

— FLEX, the most robust utility, crashes on sequences of
2,121 or more non-newline and non-NUL characters
(t14t15).

— UL crashes on sequences of 516 or more printable non-
newline characterdd—tg, t13-t16)-

— UNITS crashes on sequences of 77 or more 8-bit char-
acters {o—t4 andty1—t12).

Figure 13 shows the first 500 tests of th&yNOT run for
FLEX andty g. After 494 tests, the remaining size of 2,122 char-
acters is already close to the final size; however, it takes more
than 10,000 further tests to eliminate one more character.

The second group of programs appears vulnerabigridom
commands

— NROFFandTROFFcrash

« onmalformed commandike "\D"J%0F" 12
(NROFF, tg), and
x on8-bit inputsuch as\302\n"  (TROFF t1)

— CRTPLOTcrashes on the one-letter inputs (t1) and
" (ts, to, tizt16)-

TheWYNOT run for CRTPLOTandt; g is shown in Figure 14.
It takes 24 tests to minimize the fuzz input offléharacters
to the single failure-inducing character.

Again, all test runs can be (and have been) entirely automated. This
allows for massive automated stochastic testingnere programs

are fed with fuzz input in order to reveal defects. As soon as a
failure is detected, input minimization can generalize the large fuzz
input to a minimal bug report.

12/l input is shown in C string notation.
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Figure 14: Minimizing CRTPLOT fuzz input

4.4 The Precision Effect

In the fuzz examples from Section 4.3, dastfunction would re-
turn O whenever a program crashed—regardless of further circum-
stances. This ignorance may lead to a problem: the minimized
input may cause different failurethan the original test case.

In the fuzz examples, a different failure may be tolerable: Just as
in the Mozilla case study (Section 4.2), there may be multiple in-

dependent failure causes, and eventually, we must fix them all. In
the context of debugging, though, it is important that the causes for
theoriginal failure be isolated.

As a consequence, we repeated our test runs withceased pre-
cision,which would also compare the location of the failure. As lo-
cation, we used thieacktrace—that is, the current program counter
and the stack of calling functions at the moment of the crash.

e Thetestfunction would returrid only if the program crashed
and if the backtrace of the failure matched the original back-
trace.

o If the program failed, but with a different backtracest
would return?.

o If the program did not crashestwould returndd.

As shown in Table 2(e), this increase in precision resulted in larger
minimized test cases fO"ROFF, TROFF, andFLEX; the other three
programs are unchanged. As an example NROFFinputt, has
been minimized from 1dto 55 characters; with lower precision
(Table 2(c)), only 3 characters were left. This indicates that the
3 characters from Table 2(c) induce a failure different from the
original one; only the 55 characters in Table 2(e) induce the same
backtrace.

Besides the backtrace, there is more one could compare: the entire
memory contents, for instance, or the full execution traces. One
will find, though, that higher precision will always increase the
size of the minimized test case. This is so because only the com-
plete original input can induce the complete original failure; and a
complete comparison of behavior will make all of the original in-
put significant (except for those parts, of course, which do not have
any impact on the final program state at all). In practice, a simple
backtrace as in our setting should provide sufficient precision.



(a) Test cases

Name ] o] 3] 4 [ts]te]|]t7] tg | to]to]trr]|taa]tra] t1a [ 15 | t1e
Character range all printable all printable
NUL characters yes yes no no
Input size 10°] 10* | 10° [ 1P [ 10°] 10*] 10°] 1P [ 10°] 10* ] 10°[ 1P| 103] 10 | 10° | 1P
(b) Test outcomes
Name tp | 0 t3 ty | t5 | tg | t7 | tg | tg | tio| tag| tio| t13| t14 | 15 | 116
NROFF oSl oS o8] o8| - oAl oAl DA o8 oS oS oS - - - -
TROFF - oS oS o8| - oA oA oS - - oS o8 -+ - - -
FLEX - - - B e 4 4 4 4 4 4 oS o8 oS
CRTPLOT oS - - - oSl -+ - - oSl H -+ - oS oS 0§ oS
uL - - - - o8 oS| oS8 oS8 - - - - DS DS oS oS
UNITS - oS oS oS o - 4 - - - oS oS - - - -
“ = test passedl{), 0°= Segmentation Faultg?= Arithmetic Exceptio
(c) Size|c/;| of minimized input—Ilow precision
Name tp | 0 t3 ty | t5 | tg| t7 | tg | tg | tip|tag|tio| tig| t14 | ti5 | 16
NROFF 2l 2 2 2l o 7 70 7 2 2 2 2f 4 4 4 =
TROFF - 3 3 3 - 7 7 71 - - 3 3 -4 A - -
FLEX - - A A A A A A A A A A A 2121 2121 2121
CRTPLOT 1 — — — 1 — — — 1 — — — 1 1 1 1
uL - - - -|>516 516 516 516 - - - | 516 516 516 51§
UNITS e A Y e e - - - nla nla — - - -
(d) Number of test runs—low precision
Name th | B2 t3 ty | &5 | tg | t7 | tg | tg | tgo| tag| t1p| taz| t1g | t15 | l1p
NROFF 55 41 60 39 —| 156 153 243 17| 22| 27| 54 - - - -
TROFF —-| 84 73 100 | 156 15322493 | - 50 42 - - - -
FLEX - - - - - - - - - - - - - 1158q 1796q 10619
CRTPLOT 15 - - - 15 - - —| 16 - - —| 14 17 23 24
uL - 4 - 713970176058 7090 - -| | —|2434 3455 305§ 2307
UNITS —-| 662 623 62 - - - - - —-| n/ld nlq - - - -
(e) Size|c(,| of minimized input—high precision
Name S t3 ty | t5 | tg| t7 | tg | tg | tipo| tag|tio| t13| t14 | t1i5 | 116
NROFF 60 61] 54 60 — 9 9 9| 54 54 61 54 — — - -
TROFF - 393 392 204{ - 9 9 9 - - 73 8 - - - -
FLEX - - - - - 4 - - - - - - - 6749 6749 6749
CRTPLOT 1 - A4 4 1 4 4 A 1 4 H 4 1 1 1 1
uL -l - - -|516 516 516 516 - -| - | 516 516 516 516
UNITS - 7T T - o - - - - nla nla — - - -
(f) Number of test runs—high precision
Name tp | B2 t3 tg | 15 | ts | 7| tg | tg | tgo| tag | t12| taz| t1g | t15 | l16
NROFF 3547 3468 3941 3403 | 150 141 22941314246556592722 - — - —
TROFF —|439633942610487 —| 150 141 229 - —23721001 - - - -
FLEX - - - - - - - - - - - - - 3702q 3445q 37454
CRTPLOT 16 — — — 15 — — —| 16 — — - 14 17 23 24
uL - - - —713370126053 7090 - - —{2434 3455 305& 2307
UNITS —-| 684 623 62 - - - - - - nla nla — - - -

Table 2: Minimizing failure-inducing fuzz input
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5. ISOLATING o Isolationmeans to find one relevant part of the test case: re-
FAILURE-INDUCING DIFFERENCES moving this particular part makes the failure go away.

So assess them to find out their plans,
both the successful ones and the failures. |n general, isolation is much more efficient than simplification. If
Incite them to action in order to find out  we have a large failure-inducing input, isolating the difference will
the patterns of movement and rest.  pinpoint a failure cause much faster than minimizing the test case—
—Sun Tzu,The Art of War in Figure 3, isolating requires only 7 tests, while minimizing (Fig-
ure 2) required 26 tests.
The case studies as discussed in Sections 4.3 and 4.4 exhibit a
major weakness of thédminalgorithm: The number of tests re-  On the other hand, focusing on the difference requires the program-
quired is proportional to the size of the simplified input. This is mer to keep theommon contextf both test cases in mind—that
pretty obvious, because determining the 1-minimality of a test case is, the passing test case. This is where simplification is better than
with n entities requires at least tests—each entity is individu-  isolation: the context is minimized as well, alas, at a greater cost.
ally removed and tested. Consequently, with the simplifieEX In practice, intended use and available resources may result in a
input of 2121 characters, the number of tests (Table 2(d)) varies mix of both simplification and isolation.
between 11589 (fuzz input of #@haracters) and 17960 @€uzz
input characters); with high precision, the number of tests is be-

tween 34450 and 37454 (Table 2(f)). 5.2 An Isolating Algorithm

Let us now formally define the algorithm that isolates failure-inducing
differences. How can we extend tbdminalgorithm to obtain the
behavior as sketched in Figure 3? Our goal is to find two sets
¢, andc/, such thaty = ¢y € ¢ C ¢ € cg holds and the
differenceA = ¢/, — c/; is minimal.

36,000 tests are not much of an issue if each individual test is fast.
If a single test takes about 0.1 seconds, as inAtEX case, the
entire simplification requires 1 hour. However, if the tests are less
trivial, or if the size of the simplified input is larger, we have a

serious problem. . . L
P Again, we need to specify what we mean by minimality, now ap-

aglied to differences instead of test cases. The definition of mini-

There are many pragmatic approaches to resolve this issue, such mality follows Definition 9:

stopping simplification as soon as a time limit is reached or as soon
as the original test case is reduced by a certain amount. However, o _ _ _ _
there is a better strategy. Rather than only cutting away while the Definition 14 (Minimal failure-inducing difference) Let ¢; and
failure persists, one can aladd differencesvhile the program still ~ ¢; be two test cases with= ¢ C ¢ C ¢f; € cg. Their difference
passes the test. To get the best efficiency, one can combine bothA = ¢f, — ¢, is minimalif
approaches andarrow down the set of differencesenever a test
eiFt)rF:er passes or fails. VAj C A-teste, U A)) # 0 Ateste — A # 0

holds.

5.1 Isolation lllustrated

This idea ofisolating the failure-inducing differences best il- _ _ ]

lustrated in comparison to the “simplification” approach discussed Adain, the number of subsets of is exponential, so we resort to

so far. Figure 2 shows hoddminsimplifies the failure-inducing ~ the same pragmatic approximation as in Definition 10:

HTML line presented in Section 4.2: After 26 steps, the line is re-

duced to the singleSELECT>tag. Definition 15 (n-minimal difference) Let ¢, and ¢, be defined as
in Definition 14. Their differenca = ¢/, — ¢/, is n-minimalif

Figure 3 shows the alternative “isolation” approach. Again, as , ,

in ddmin each time a test case fails, the smaller test case is used a¥ i C A-|Aj| < n = (tes(c; UAj) # O Ates(c) — Aj) # L)

new f_ailing test case. This mi_n_imizes the failing test case as well as holds. Consequently is 1-minimalif

the difference between the failing test case and the (initially empty)

passing test case. However, each time a testgassesthe larger Vs € A -tes(c, U {§i}) # O Ates(c — {§}) # 0

test case is used agw passing test castiius minimizing the dif-

ference as well. holds.

Before going into details of the algorithm, let us look at the results:
After seven tests, the failure-inducing difference is narrowed down
to one< character. Prefixing the passing test

This is what we are aiming ato isolate a 1-minimal difference
between a working and a failing test case.

It turns out that the originaddminalgorithm, as discussed in Sec-

SELECT_NAty" _MULTIPLE_SIZE=7> tion 3.2 can easily be extended to compute a 1-minimal difference
rather than a minimal test case. Besides reducing the failing test
casec(; whenever a test fails, we now alsacreasethe passing

test cases, whenever a test passes. At all times,andc/, act as
lower and upper bound of the search space, which is systematically
narrowed—Ilike in a branch-and-bound algorithm, except that there
is no backtracking.

with a< character changes ti s LECTtext to aHTML <SELECT>
tag, causing the failure when being printed. This example demon-
strates the basic difference between simplification and isolation:

e Simplificationmeans to make each part of the simplified test
case relevant: removing any part makes the failure go away. This is what we have to do to exteddmin
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General Delta Debugging Algorithm
Lettestandcy be given such thaesi@) = O A testcy) = O hold.

The goal is to findc/,, c/;) = dd(cy) such thatd = ¢y C ¢/, C ¢}, C cg, test(c])) = O, tes{(c))) = 0, andA = c¢f, — ¢/, is 1-minimal.

Thegeneral Delta Debugging algorithm ¢ch) is

dd(cp) = ddo(@, cg, 2) where
ddy(c;, ¢, U Aj, 2) if 3 € {1...,n}-tes(c], U Aj) = O (“reduce to subset”)
dda(c), — Aj, ¢}, 2) elseifdi € {1,...,n} tes(c,, — Aj) = O (“increase to complement”)
ddy(cl, U Aj, ¢, maxin— 1,2)) elseifdi € {1,...,n}-testc; U Aj) = O (“increase to subset”)
ddz(c’D,c’D — Aj,maxn—1,2) elseifdi € {1,...,n}-tes{c, — Aj) = U (‘reduce to complement”)
ddp(cf;, ¢y, min(2n, |A])) else ifn < |A| (“increase granularity”)
(¢, ¢l otherwise (“done”)

ddy(chy, ¢y, n) =

whereA = ¢/, — ¢, = A1 U A U---U Ap, all Aj are pairwise disjoint, andA; - [Aj| ~ |A|/n holds.

The recursion invariant (and thus precondition)dds istestc/) = O A tes{c) = 0 An < |A|.

Figure 15: General Delta Debugging algorithm

1. Extendddminsuch that it works on two sets at a time: PrROOF (Compare proof of proposition 11) According to the dd
definition (Figure 15), dgl(c/;, ¢/, n) returns(c;,, c)) only if n >
e The working test casg, which is to be maximized (ini- |A|whereA = ¢/, —c/, = A1U---UAp; thatis,|Aj| = 1andAj =
tially, ¢/, = cg = ¢ holds) and {8i} hold for all i.
e The failing test case/, which is to be minimized (ini- N
tially, ¢ = cq holds). Furthermore, for dg to return (c/;, ¢/)), the conditions test/, U

Aj) # O, testc, — Aj) # O, testc), U Aj) # O, and testc), —
2. Compute subsets; as subsets of = ¢/, — ¢/, (instead of Aj) # O must hold. These are the conditions of definition 15;
subsets ot/,) consequentlyA is 1-minimal. [

3. Change the rule “Reduce to subset” such¢hatA, is tested Proposition 17 (@dd complexity, worst case) The number of tests
(and passed to the recursive call) insteadpf carried out by ddc.) is |c1|? + 3|c| in the worst case.

4. Introduce two additional rules for passing test cases:
PROOF The worst case is the same as in Proposition 12; hence,
Increase to complement.If ¢, — A; passes for any sub-  the number of tests is the samd]
setAj, thenc), — Aj is a larger passing test case. Con-
tinue reducing the difference between— A; andc/,.

This is just the complement of the “reduce to subset
rule inddmin

» Actually, ddminis an instance ofid: if testreturnsd only for
c: in this casec), = ¢y = ¢ always holds and onlg/, is mini-
mized13 However,dd is much more efficient thaddminif there
are no unresolved test cases; this “best case” even requires half as
many tests addmin

Increase to subset.If c/;UA; passes for any subs&t, then
¢/, U Aj is a larger passing test case.

Again, this is just the complement of the “reduce to

complement” rule irddmin Proposition 18 (dd complexity, best case)if all tests return either

o ) O or [, then the number of tests t is limited bytlogy(|co|).
As a consequence of the additional rules, the “increase gran-

ularity” rule only applies if all previous tests turn out unre-
solved. PROOF We decomposa = A1 U Ap = ¢/, — c/,. Under the

given conditions, the test of ¢J A1 = ¢/, — A will either pass or

fail; n = 2 always holds. This is equivalent to a classical binary
The full dd algorithm is shown in Figure 15. search algorithm over a sorted array: with each recursion, the dif-

ference is reduced by 1/2; the overall complexity is the sarhé.

5.3 Properties of dd

Being based onldmin the dd algorithm inherits most properties.  Proposition 18 tells us what makes the search foidBeECTtag
In particular,dd returns a 1-minimal difference and has the same so efficient: There were no unresolved test outcomes in the Mozilla
worst-case number of tests:

13There is another instance dél, which might be called a “maxi-
mizing” algorithm; it minimizes the difference only by extending
Proposition 16 @d minimizes) For any ¢ € cg, let (c{;, c) = the passing test case. Thidmaxvariant is obtained ifestreturns
dd(c). Then,A = ¢/;—c/; is 1-minimal in the sense of definition 15. O only for c3: then,cf, = ¢y always holds and;, is maximized.
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(a) failing program (b) working program

Narrowing the failure-inducing difference in bug3.c

1000 L #define SIZE 20 #define SIZE 20
cpass -------
doublemult(doubleZ], int n) doublemult(doubleZ], int n)
1 { {
. — inti, j; inti, j;
é_ 100 i = 0O i = 0;

4i] = 4i] = (40] + 1.0);  4i] = Zi] = (40] + 1.0);
} }

for(j=0,j < m j++){ for(j=0,j < n j++){

10

0 0 ® o 4 0 60 returnz]n]; returnzn];

tests executed
} }

Figure 16: Narrowing down the failure-inducing difference ) ) ) ) )
Figure 17: A failure-inducing difference
test case. Infact, when there are no unresolved test outcdais,

ways returns a single failure-inducing change: outcome wa<@ if the failure backtrace did not match the original

backtrace:*
Corollary 19 (_Size of failure-inducing difference, best case)fall As shown in Table 3(b), the number of test runs is much smaller
tests return eithef] or [J, then|dd(co)| = 1 holds. for dd than for ddmin Except forNROFF, the minimal failure-

inducing difference is always just 1 character. ORBOFF, TROFF,
) ) ) andFLEX have any unresolved test outcomes (Table 3(d)); for all
PROOF. Follows directly from the equivalence to binary search,  others, the number of test runs (Table 3(c)) is logarithmic in pro-
as shown in Proposition 18.[] portion to the input size as predicted in Proposition 18.

) Table 3(e) shows the size of the common context—that is, the size
However, these “best cases” need not always be given—the moregf the maximized passing inpuf,. In the UL example, for in-

unresolved test outcomes we have_, the more tests will be required.stance, we can see that adding one more character to the 515 pass-
Let us see hovdd behaves in practice when there are unresolved ing ones causes the failure. Likewise, #IEEX buffer is overrun

test outcomes. after adding one more character to a base of 7804 to 7811 char-
acters. In all cases, the number of tests is significantly lower than
6. CASE STUDIES REVISITED with theddminalgorithm.

— How do they know the load limit on bridges, Dad?
— They drive bigger and bigger trucks over the bridge until it 7. RELATED WORK
breaks. Then they weigh the last truck and rebuild the bridge. When you have two competing theories which make exactly the
— Bill Watterson,Calvin and Hobbes same predictions, the one that is simpler is the better.
— Occam’s Razor
To demonstrate the difference in performance betvagiemdddmin
we have repeated th&CC and fuzz case studies with thel algo- As stated in the introduction, we are unaware of any other technique
rithm. that would automatically simplify test cases to determine failure-
inducing input. One important exception is the simplification of
. test cases which have beartificially produced.In [12], Don Slutz
6.1 i ISOlatmg GCC_mDUt ) describes how to stress-test databases with genegaiedctate-
As a first example, reconsider tkeeC example from Section 4.1. ments. After a failure has been produced, the test cases had to be
Since we are not interested in programs with invalid syntax, we set simplified—atter all, a failing 1,000-linsQL statement would not

up thetestfunction such that it would returfi if the compilation be taken seriously by the database vendor, but a 3-line statement
succeeded,] if the compiler crashed, ar@lin all other cases (no-  \ould. This simplification was realized simply by undoing the ear-
tably if the compilation failed). lier production steps and testing whether the failure still occurred,

With ddmin it took us 731 tests to minimize the entire program. |, general, Delta Debugging determines circumstances that are rel-
Isolating the difference requires but 59 tests (Figure 16), but nonetheayant for producing a failure (in our case, parts of the program
less pinpoints to a relevant difference of 2 characters. As shown in input). Such work has been conducted before, but always only

Figure 17 it suffices to remove the assignment tia the mult in a domain-specific fashion, and always only as simple binary
function to make the program work (Figure 17(b)). This suggests search for a single circumstance, such as detecting a single failure-
a problem with inlining the expressiar4- j + 1 in the array ac- inducing component in an optimizing compiler [16].

cesseg[i] on the following line.
Theddalgorithm presented in this paper is a successor tddtieal-

6.2 ISOIatmg Fuzz InpUt ) o 14we also repeated the low-precision experiments. But since the
In a second example, we have repeated the high-precision fuzz extest outcome was always or [, the experiments outcome just
periments of Section 4.4 with thed algorithm—that is, the test  confirmed the predictions of Proposition 18 and Corollary 19.
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(a) Test cases

Name ] o] t3] ta|ts] t6] t7] tg | to|tao] tur | tio |ta3] t1a] t15] t1e
Character range all printable all printable

NUL characters yes yes no no

Input size 10° 10*] 10°] 1P| 10°] 10*] 10° [ 10° [ 10%[ 10%] 10° | 10° [103] 10%] 10°] 10P
(b) Size|c{,| — |c}; | of minimized difference—high precision

Name | to | 3| tg | t5]| tg | t7 | tg | tg|tio| t1g | t12 |t13] t14| t15]| 16
NROFF 1 6 1 1 - 1 1 1 2] 1 17 1 - - - -
TROFF — 1 1 1 - 1 1 1 - - 1 1 - — — —
FLEX - o A A A 4 A A A - - - - 11 1 1
CRTPLOT 1 - - - 1 - - - 1 - - - 1 1 1 1
UL — — — - 1 1 1 1 - - — - 1 1 1 1
UNITS - 1 1 1 - - - - 1 1 - - - -
(c) Number of test runs—high precision

Name Ll || t|ts]| tg| t7] tg| g tig] g1 | 12 |T13| 14| 15| 16
NROFF 24 84y 23 30| - 15 19 21|161 62| 473 24 — - - -
TROFF - 19| 20 24 - 15 19 21 - - 20 23 - - - -
FLEX - - - - - - - - - - - - - 23 51 33
CRTPLOT 12 - - — 12 - - - 12 - - —| 12| 15 20, 22
uL — — — - 12| 15 18 22 - - — —-| 12 16| 19 22
UNITS —| 15 19 220 - — — - - - 19 22 - — — -
(d) Number of unresolved test outcomes—high precision

Name th| to | t3 | g | t5]| tg | t7 | tg | tg|tio| t11 | t12 |t13] t14| t15| 16
NROFF 9 62 3 6] — 0 0 0| 119 38 390 2l - H - -
TROFF - 3 1 2| - 0 0 o - - 1 1 - - - -
FLEX - - - - - - - - - - 10 29 15
CRTPLOT o - - - o - - - 0 - - -/ 0 ©0o o0 O
uL - - - - 0 0 0 o - - - - 0 0 0 0
UNITS — 0 0 o - - - - - - 0 o - - - -
(e) Size|c{,| of common context—high precision

Name | to | 3| tg | t5]| tg | t7 | tg | tg|tio| t1g | t12 |t13] t14| t15]| 16
NROFF 224 196/ 187| 180 —|2105210521085 147259 227 145 -— - - -
TROFF —{492139013877 —21092105210§ —| - 38211 38997 - — — -
FLEX - - - - - - - - - - —| —{78047808 7811
CRTPLOT 789 - - —| 760 - - - 721[ - - —| 263 263 68 263
uL — — — —{523 523 523 523 —| - — —| 515 515 515 515
UNITS —| 284 284 284 - - - - - - 2731 273 - - - -

Table 3: Isolating failure-inducing differences in fuzz input

gorithm presented in [17]. Likeld, dd* takes a set of changes ~We recommendid as a general replacement fddt. To exploit
and minimizes it according to a given test; in [17], these changes monotony indd, one can mak&sic) return] whenever a superset
affected the program code and were obtained by comparing two of ¢ has already passed the test, ahdihenever a subset afhas

program versions. already failed the test.
The main differences betweeld anddd™ are: 8. FUTURE WORK
If you get all the way up to the group-signed T-Shirt, yamn
e dd™ is not well-suited for failures induced by a large com- qualify for a stuffed animal as well by doing 12 more.
bination of changes. In particulaigd™ does not guarantee a — Mozilla BugAThon call
1-minimal subset, which is why it is not suited for minimiz-
Ing test cases. Our future work will concentrate on the following topics:

o ddt assumemonotonyithatis, whenevetestc) = 0 holds,

thentes{(c’) = O holds for every subset C c as well. This Domain-specific simplification methods.Knowledge about the in-
assumption, which was found to be useful for changes to pro- put structure can very much enhance the performance of the
gram code, gaved™ a better performance when most tests Delta Debugging algorithms. For instance, valid program in-
produced determinate results. puts are frequently described gyammars it would be nice
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to rely on such grammars in order to exclude syntactically in-
valid input right from the start. Also, with a formal input de-
scription, one could replace input by smal&ternate input
rather than simply cutting it away. In ti&CCexample, one
could try to replace arithmetic expressions by constants, or
program blocks by no-ops{TML input could be reduced ac-
cording toHTML structure rules. Besides grammars, changes

may also be constrained by explicit change constraints, as es-

tablished in version control [18].

Optimization. In general, the abstract description of the Delta De-
bugging algorithms leaves a lot of flexibility in the actual im-
plementation and thus provides “hooks” for several domain-
specific optimizations:

e The implementation can choose how gartition the
differenceA into subsetsA;. This is the place where
knowledge about the structure of the input comes in
handy.

The implementation can choosehich subset to test
first. Some subsets may be more likely to cause a fail-
ure than others.

The implementation can choose whether and how to
handlemultiple independent failure-inducing inputs
that is, the case where there are several suldgetsth
tes(c, U Aj) = 0. Options include

— to continue with the first failing subset,

— to continue with the smallest failing one, or

— to simplify each individual failing subset.

Our implementation currently goes for the first failing
subset only and thus reports only one subset. The rea-
son is economy: it is wiser to fix the first failure before
checking for further similar failures.

Undoing changes.Delta Debugging assumes tfiailure is mono-
tone: Once a failure occurs, one cannot make it disappear
by adding more “undoing” changes. (Formally, there isino
such thaij o5 )(r) =r.) As an example, assume a program
that processedTML tags: whenever its input contains only
the openingHTML tag, but not the closing one, it fails. In the
input <A></A><B>, for instance, théiTML tag<B> lacks
a closing</B> .

If we use Delta Debugging to simplify this failure-inducing
input, then it may partition the input inkbA> and</A><B> ,
resulting in the simplified inputA>—although in the con-
crete example, this failure cause was undone<bie ; it
was<B> that had no closingiTML tag. To identify undo-

ing changes, one cannot utestalone (this would require
testing up to 0l supersets of the minimized test case), so
we investigate whether increased precision (Section 4.4) or
domain-specific knowledge help in practice.

Program analysis. In the field of general automated debugging,
failure-inducing circumstances have almost exclusively been
understood as failure-inducirsgiatementsluring a program
execution. The most significant method to determine state-
ments relevant for a failure iprogram slicing—either the
static form obtained by program analysis [15, 13] or the dy-
namic form applied to a specific run of the program [1, 3].

failure. Only by experiment (that is, testing) can we prove
that some circumstance is relevant—by showing that there
is some alteration of the circumstance that makes the fail-
ure disappear. When it comes to concrete failures, program
analysis and testing are complementary: analysis disproves
causality, and testing proves it.

It would be nice to see how far systematic testing and pro-
gram analysis could work together and whether Delta Debug-
ging could be used to determine failure-inducing statements
as well. Just as determining which parts of the input were rel-
evant in producing the failure, delta debugging could deter-
mine the failure-relevant statements in the progr@nitical
slicing[2] is a related approach which is test-based like Delta
Debugging; additional data flow analysis is used to eliminate
circumstantial positives.

Other failure-inducing circumstances. Changing the input of the
program is only one means to influence its execution. As
stated in Section 2.3, & can stand for any change in the
circumstances that influences the execution of the program.
Our current work extends Delta Debugging to other failure-
inducing circumstances such as executed statements, control
predicates or thread schedules.

CONCLUSION

Debugging is still, as it was 30 years ago,
a matter of trial and error.

—Henry LiebermanThe Debugging Scandal

We have shown how the Delta Debugging algorithms simplify and
isolate failure-inducing input, based on an automated testing pro-
cedure. The method can be (and has been) applied in a number
of settings, finding failure-inducing parts in the program invocation
(GCcCoptions), in the program inpuGCC, fuzz, and Mozilla input),

or in the sequence of user interactions (Mozilla user actions).

We recommend that automated test case simplification be an in-
tegrated part of automated testing. Each time a test fails, Delta
Debugging could be used to simplify and isolate the circumstances
of the failure. Given sufficient testing resources and a reasonable
choice of change§ that influence the program execution, the algo-
rithms presented in this paper provide simplification and isolation
methods that are straight-forward and easy to implement.

In practice, testing and debugging typically come in pairs. How-
ever, in debugging research, testing has played a very minor role.
This is surprising, because re-testing a program under changed cir-
cumstances is a common debugging approach—and the only way
to prove that the circumstances actually cause the failure. Eventu-
ally, we expect that several debugging tasks can in fact be stated as
search and minimization problems, based on automated testing—
and thus be solved automatically.
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Truscott pointed us to the GCC error. Holger Cleve, Jens Krinke and Gregor Snelting
provided valuable comments on earlier revisions of this paper. Special thanks go to the
anonymous reviewers of the original ISSTA paper for their constructive comments.

The strength of analysis is that several potential failure causes Further information on Delta Debugging is available at

can be eliminated due to lack of data or control dependency.
This does not suffice, though, to check whether the remain-
ing potential causes are relevant or not for producing a given
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SUMMARY OF CHANGES

This is how this revised, expanded, submitted paper differs from
the originallISSTA conference version:

e | have kept the original ACM Conference Proceedings layout
because it comes close to TSE layout.

e The first paragraph of the introduction (Section 1) was too
vivid for a journal; it has been rewritten.
The introduction now distinguishesmplificationandisola-
tion, and motivates both by early examples (Figures 1, 2,
and 3). This should help the reader work through the formal
sections that follow.

e Section 2 on tests and changes has been largely rewritten; it
now concentrates on isolating tdéferencebetween a pass-
ing runrp and a failing runrp rather than minimizing the
input of the failing run.
So, rather than working on, say, characters or lines of in-
put, Delta Debugging now focuses on individual changjes
(whose properties are defined with a lot of detail). This gives
a much more general view to the problem and also motivates
for the isolation approach in Section 5.

e Section 3 on minimizing test cases introduces a new, hope-
fully more systematic notation for test cases:

— Passing and failing test cases and program runs are in-
dexed with(] and[J, respectivelyc; andcy are consis-
tently used to denote the original passing and failing test
cases.

— The prime symbol is used for derived sets. For in-
stanceg/, is the minimized failing test case as computed
by ddmin(cp).

The abundance of prime symbols and indexes may seem
confusing at first, but | think that the semantics of the
individual sets are much better expressed this way.

— Subsets oty are denoted by, illustrating the notion
of “difference”.

— Complements of\; are denoted by;.

Definitions 8 and 9 now make clear that the 1-minimal test
case sought is only a local minimum; other even smaller test
cases may exist.

Definition 10 gives a simplified definition for 1-minimal test
cases.

e Case Studies (Section 4):

— TheGCcCcase study in Section 4.1 is unchanged.

— The Mozilla case study (Section 4.2) is mostly unchanged,
except for the discussion that Delta Debugging only finds
one failure cause (i.e. one of seve&LECTtags).

The original failure-inducingdTML input is now shown
in Figure 1; its simplification is shown in Figure 2.

— The fuzz case study (Section 4.3) is now presented as
last case study, because it motivates for the alternate ap-
proach presented in Section 5; otherwise, it is unchanged.

— Section 4.4 on how the precision affects the results is new
and original, including the “high precision” results in Ta-
ble 2.

e Sections 5 and 6 on isolating differences are new and original.
e Related work (Section 7):

— The discussion of program analysis has been moved to
Section 8 on future work. Program analysis is more seen
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as atechnology supporting future work rather than a tech-
nology directly comparable with Delta Debugging (at least
in the context of failure-inducing input).

— Section 7 now comparesianddd* (instead ofldminanddd™).

— Except for [16], cited in Section 7, | am still not aware of
any other work that uses a search method to simplify or
isolate failure causes.

e Section 8 on future work has been updated:

— The item on maximizing passing test cases has been re-
moved, as it is now covered by Section 5.2.

— The item on program analysis has been moved over from
Section 7.

— The discussion of undoing changes is new and original.
e The conclusion (Section 9) is unchanged.



