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What are LLMs?
Large Language Models



LLMs can have visual components
Multimodal Models



How many people use LLMs?



How many people use LLMs?

Less than 5 days!



What makes these models ‘good’?



Generative AI & Scale!
Model Size and Compute



Generative AI & Scale!
Data

• GPT-4 is trained on about 13 trillion tokens (~25TB data) 

• DALL-E was trained on a dataset of over 250 million image-caption pairs
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Memorization and Regurgitation
Not a recent problem!

This xkcd cartoon is from June 2019!  



Models Can Reveal Training Data!

Nasr et al. “Scalable Extraction of Training Data from (Production) Language Models”, 2023

Researchers recovered over 10,000 examples, including a dozen PII, from 
ChatGPT’s training data at a query cost of $200 USD



DIY Extraction

• Github Co-pilot:

Responses generated by Copilot Feb 8th 2022
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Most of this data is web-scraped!



Isn’t it all public then?
Most of this data is web-scraped!



What data are models trained on?
We are running out of open data!



What data are models trained on?
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LLMs have access to plugins!



LLMs are integrated in other apps!
Meeting companion



What do people share with 
LLMs and Chatbots?

“Don’t repeat this…”
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Breaking News: Case Studies of Generative AI's Use in Journalism
Natalie Grace Brigham, Chongjiu Gao, Tadayoshi Kohno, Franziska 
Roesner, Niloofar Mireshghallah — https://arxiv.org/abs/2406.13706
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What does ‘public’ user data look like?

• WildChat is a dataset of human-LLM conversations in the ‘wild’.

• Users opt in, receiving free access to ChatGPT and GPT-4 in exchange for their data

“WildChat: 1M ChatGPT Interaction Logs in the Wild.” Wenting Zhao, Xiang Ren, Jack Hessel, Claire Cardie, Yejin Choi, Yuntian Deng. ICLR, 2024.



What does ‘public’ user data look like?

• ShareGPT is a dataset of human-LLM conversations, post-hoc.

“WildChat: 1M ChatGPT Interaction Logs in the Wild.” Wenting Zhao, Xiang Ren, Jack Hessel, Claire Cardie, Yejin Choi, Yuntian Deng. ICLR, 2024.



Note: We have changed/redacted all the 
names and identifiers for privacy! No PII has 

it’s real value in the examples!



First, let’s look at task distributions! 



First, let’s look at task distributions! 
What do people want?



What are the tasks people ask for?



What are the tasks people ask for?
More storytelling and role-play in WildChat; 
even more when not filtering per user.



More explanation and code 
generation  in ShareGPT

What are the tasks people ask for?



Sensitive Topic Categorization

• We hand-coded the conversations and created 11 sensitive, non-PII topics:


• Academic & Education 

• Quoted Code 

• Fandom 

• Hobbies & Habits 

• Financial & Corporate 

• Sexual & Erotic

• Healthcare 

• Job, Visa, & Other Applications 

• Personal Relationships 

• Emotions & Mental Health 

• Politics& Religion



What types of sensitive data is in there?
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What types of sensitive data is in there?

Disclosure of Self and a Student’s Information

Professor

 [recommendation letter] I am Lxxx Kxx Associate Professor... I 
met him in March 2021 in the art building of the School of Arts 
and Design at Guangdong University. I have taught him courses 
such as Chinese paint ing basics ... He scored 76 ...
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What types of sensitive data is in there?

Disclosure of a Student’s Information

Teacher

Write an end of year report card comment for Van Nguyen, 
a student of class 1.1 at CVL preschool. Van  Nguyen has 
made great progress over the year ...

>> We identified the pre-school website!



What types of sensitive data is in there?



What types of sensitive data is in there?

line 117, in notify response = await import Optional from aiogram import 
types API TOKEN = ’6084658919:BAGcYQUODSWD8g0LJ8Ine6FcRZTLxg92s2q’ ... 
ADMIN ID 1 = 6168499378



What types of sensitive data is in there?



What types of sensitive data is in there?

Example: if i want t make one glass of cannamilk. How much 
cannabis should i use?  i want my cannaba milk to be for 
microdosing.



What types of PII do we see?



What types of PII do we see?

Disclosure of  User and Their Father’s Information

Student

... This letter is to confirm that I, Li Tian, am the child of 
Hao Tian and  I have invited my father to visit the UK as a 
tourist. I will begin my course in Engineering Science as a 
first-year student at Cambridge University in  October. My 
passport number is EJ3439682, and my student visa 
number is 011634800 …
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Summary of stats:

• 21% of the queries include what is identified as sensitive information 

• Text editing or writing tasks (CV editing, letter/email/statement generation) 
do overall contain the bulk of PII, 34.0% 

• One surprising category with PIIs is the task translation (6.6%) 

• Another common category of queries w/ PII is code editing (20.4%)



Mistakes happen all the time!



What are the potential risks and impact?

• Memorization of legal, medical, or confidential trade secrets


• Risks of direct data breach


• Risk of data being purchased by profiling companies and ad services


• Human reviewers from OpenAI reading it


• Interdependency and correlation in data 

• Fear of employers finding out AI is being used, using AI in workflow



Let’s zoom in on impacts of using AI  
Professionally!



Breaking News: Case Studies of Generative AI's Use in Journalism
Natalie Grace Brigham, Chongjiu Gao, Tadayoshi Kohno, Franziska 
Roesner, Niloofar Mireshghallah — https://arxiv.org/abs/2406.13706
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Example Query to ChatGPT— WhatsApp conversation

‘’Hello  I am a Lovin Malta journalist and 
one woman contacted me regarding an 
issue she has with the government and 
other stuff that the government does not 
provide for her child who is disabled. 
anaylse the whatsapp convo and write an 
article out of it. tell me if you need more 
information that would help give  the article 
the human element:

49
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Example Query to ChatGPT— WhatsApp conversation

[10:48, 06/04/2023] <PHONE_NUMBER>: no I would not like my children’s photos on the article 

[10:49, 06/04/2023] <PHONE_NUMBER>: And re conditions I will only mention the one who needs to 
travel overseas as it’s the only one that is a visible disability cos he cannot walk 

[11:23, 06/04/2023] <PHONE_NUMBER>: I have 3 children , one is 8 and the other 2 are 4 years 
old , once one of our 4 year old was diagnosed with PVL a brain condition resulting in Cerebral 
palsy I found myself in a new community in Malta that is of parents with children with disabilities who in 
my opinion is not supported enough in malta .  

[12:38, 06/04/2023] <PRESIDIO_ANONYMIZED_PHONE_NUMBER>: If u feel my voice is enough and 
no need for others at this point leave it as me only 

[14:40, 06/04/2023] <PRESIDIO_ANONYMIZED_PHONE_NUMBER>: Audrey Jones  

[14:40, 06/04/2023] <PRESIDIO_ANONYMIZED_PHONE_NUMBER>: This mother is also interested to 
share info

51



Example Query to ChatGPT— WhatsApp conversation
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‘’Hello  I am a Lovin Malta journalist and 
one woman contacted me regarding an 
issue she has with the government and 
other stuff that the government does not 
provide for her child who is disabled. 
anaylse the whatsapp convo and write an 
article out of it. tell me if you need more 
information that would help give  the article 
the human element:



Example Query to ChatGPT— WhatsApp conversation
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‘’Hello  I am a Lovin Malta journalist and 
one woman contacted me regarding an 
issue she has with the government and 
other stuff that the government does not 
provide for her child who is disabled. 
anaylse the whatsapp convo and write an 
article out of it. tell me if you need more 
information that would help give  the article 
the human element:

Average ROUGE-L of 0.62 for published articles



Are there more of such cases? 
How do Journalists use ChatGPT?



What do journalists prompt LLMs with?



What is the article generation pipeline like?

User Instruction

BCRS recovers 76 per cent of drinks 
containers in the first quarter…

External article from another agency

Write an article out of information 
below for immediate release…
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Publication 
Online (same day)

ROUGE-L between 
GPT-4 generated 

draft and published  
article is 0.71



How much intervention do journalists make?

Average ROUGE-L of 0.4 for prompt and model output



How much intervention do journalists make?

Average ROUGE-L of 0.7 for model output and matched 
article!



What is the prompt to publication time?

Most articles are published on the same day!



What is the trend of AI-assisted writing here?

Using ChatGPT for journalism is on the rise!



What can we do?

• Provide local, light-weight sanitizers


• Help people learn their options, such as opt out! 

• Users want more granular control! 

• People often feel comfortable because they forget they are chatting with a 
bot. We need nudging mechanisms!



Takeaways

• Users often share very personal information about themselves, other 
people, and their workplaces and schools in interactions with chatbots.


• Chatbot designers should build in more transparency for users about how 
their data is used and stored, maybe through nudging mechanisms.


• Lots more to uncover in these chat datasets, and we need computational 
social scientists to dig in.


