
CSE P 504
Advanced topics in Software Systems

Mutation-based Testing



Today

● Mutation-based testing
■ The basics
■ Productive mutants
■ Mutant subsumption

● Coverage-based vs. mutation-based testing

● In-class exercise 3



Mutation-based testing: the basics
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Mutation testing: mutant generation
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Tests

Mutation testing: test creation

MutantsProgram

Assumptions
● Mutants are coupled to real faults
● Mutant detection is correlated with real-fault detection

https://homes.cs.washington.edu/~rjust/publ/mutants_real_faults_fse_2014.pdf,
https://homes.cs.washington.edu/~rjust/publ/mutation_testing_practices_icse_2021.pdf

https://www.google.com/url?q=https://homes.cs.washington.edu/~rjust/publ/mutants_real_faults_fse_2014.pdf&sa=D&source=editors&ust=1792360292979804&usg=AOvVaw012nT5s2i-GyeCNT-UC_l2
https://www.google.com/url?q=https://homes.cs.washington.edu/~rjust/publ/mutation_testing_practices_icse_2021.pdf&sa=D&source=editors&ust=1792360292979891&usg=AOvVaw34zuQ26cbb_FTjml4eDygj


Mutation testing: a concrete example

Original program: 
public int min(int a, int b) {

    return a < b ? a : b;

}

Mutant 1:
public int min(int a, int b) {

    return a;

}



Mutation testing: another example

Original program: 
public int min(int a, int b) {

    return a < b ? a : b;

}

Mutant 2:
public int min(int a, int b) {

    return b;

}



Mutation testing: yet another example

Original program: 
public int min(int a, int b) {

    return a < b ? a : b;

}

Mutant 3:
public int min(int a, int b) {

    return a >= b ? a : b;

}



Mutation testing: last example (I promise)

Original program: 
public int min(int a, int b) {

    return a < b ? a : b;

}

Mutant 4:
public int min(int a, int b) {

    return a <= b ? a : b;

}



Mutation testing: exercise

Original program: 
public int min(int a, int b) {

    return a < b ? a : b;

}

Mutants:
M1: return a;

M2: return b;

M3: return a >= b ? a : b;

M4: return a <= b ? a : b;

For each mutant, provide a test case that detects it
(i.e., passes on the original program but fails on the mutant)

https://homes.cs.washington.edu/~rjust/courses/CSEP504/mutation.html 

https://www.google.com/url?q=https://homes.cs.washington.edu/~rjust/courses/CSEP504/mutation.html&sa=D&source=editors&ust=1792360293056865&usg=AOvVaw2QTl7HZecbSs7a2L9cy2md
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MUTANTSPROGRAMTESTS

Mutation
Analysis

Primary output is 
adequacy score for 
existing tests.

80%
ADEQUACY SCORE

How expensive is mutation testing?
Is the mutation score meaningful?



Mutation-based testing: productive mutants



Detectable vs. productive mutants

Historically
● Detectable mutants are good               tests
● Equivalent mutants are bad            no tests

A more nuanced view
● Detectable vs. equivalent is too simplistic
● Productive mutants elicit effective tests, but

○ detectable mutants can be useless, and
○ equivalent mutants can be useful!

An Industrial Application of Mutation Testing: Lessons, Challenges, and Research Directions (Reading 1)

The core question here concerns test-goal utility
(applies to any adequacy criterion).

https://www.google.com/url?q=https://homes.cs.washington.edu/~rjust/publ/industrial_mutation_icst_2018.pdf&sa=D&source=editors&ust=1792360293281244&usg=AOvVaw0A3Q0hTF9RLzAWrtD8lXy2


Detectable vs. productive mutants

Historically
● Detectable mutants are good               tests
● Equivalent mutants are bad            no tests

A more nuanced view
● Detectable vs. equivalent is too simplistic
● Productive mutants elicit effective tests, but

○ detectable mutants can be useless, and
○ equivalent mutants can be useful!

An Industrial Application of Mutation Testing: Lessons, Challenges, and Research Directions (Reading 1)

The notion of productive mutants is fuzzy!
A mutant is productive if it is
1. detectable and elicits an effective test or
2. equivalent and advances code quality or knowledge

https://www.google.com/url?q=https://homes.cs.washington.edu/~rjust/publ/industrial_mutation_icst_2018.pdf&sa=D&source=editors&ust=1792360293287688&usg=AOvVaw3Re_6P1nnDsRvR_rnwcvu8


Productive mutants: mutation testing at Google

Practical Mutation Testing at Scale: A view from Google (Reading 3)

https://www.google.com/url?q=https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber%3D9524503&sa=D&source=editors&ust=1792360293404505&usg=AOvVaw2K4UFsCCbcXF_4baRxa0IB
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Productive mutants: mutation testing at Google

https://www.google.com/url?q=https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber%3D9524503&sa=D&source=editors&ust=1792360293442611&usg=AOvVaw1TseFNg8ohEiUSoJM76SEd


Detectable vs. productive mutants (1)
Original program

public double getAvg(double[] nums) {
  double sum = 0;
  int len = nums.length;

  for (int i = 0; i < len; ++i) {
      sum = sum + nums[i];
  }

  return sum / len;
} 

Mutant
public double getAvg(double[] nums) {
  double sum = 0;
  int len = nums.length;

  for (int i = 0; i < len; ++i) {
      sum = sum * nums[i];
  }

  return sum / len;
} 

Is the mutant detectable?
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Detectable vs. productive mutants (2)
Original program

public double getAvg(double[] nums) {
  int len = nums.length;
  double sum = 0;
  double avg = 0;

  for (int i = 0; i < len; ++i) {
      avg = avg + (nums[i] / len);
      sum = sum + nums[i];
  }

  return sum / len;
}

Mutant
public double getAvg(double[] nums) {
  int len = nums.length;
  double sum = 0;
  double avg = 0;

  for (int i = 0; i < len; ++i) {
      avg = avg * (nums[i] / len);
      sum = sum + nums[i];
  }

  return sum / len;
}

Is the mutant detectable?



Detectable vs. productive mutants (2)
Original program

public double getAvg(double[] nums) {
  int len = nums.length;
  double sum = 0;
  double avg = 0;

  for (int i = 0; i < len; ++i) {
      avg = avg + (nums[i] / len);
      sum = sum + nums[i];
  }

  return sum / len;
}

Mutant
public double getAvg(double[] nums) {
  int len = nums.length;
  double sum = 0;
  double avg = 0;

  for (int i = 0; i < len; ++i) {
      avg = avg * (nums[i] / len);
      sum = sum + nums[i];
  }

  return sum / len;
}

The mutant is not detectable, but is it unproductive?



Detectable vs. productive mutants (3)
Original program

...

Set cache = new HashSet(a * b);

...

Mutant
...

Set cache = new HashSet(a + b);

...

Is the mutant detectable?



Detectable vs. productive mutants (3)
Original program

...

Set cache = new HashSet(a * b);

...

Mutant
...

Set cache = new HashSet(a + b);

...

The mutant is detectable, but is it productive?



Mutation-based testing: mutant subsumption



Mutant subsumption

Mutant not detected

Mutant detected
(assertion)

Mutant detected
(exception)

Prioritizing Mutants to Guide Mutation Testing (Reading 2)

https://www.google.com/url?q=https://homes.cs.washington.edu/~rjust/publ/prioritizing_mutants_tcap_icse_2022.pdf&sa=D&source=editors&ust=1792360293668535&usg=AOvVaw016oWPnUs2rxRwdciOn-lp


DMSG: Dynamic Mutant Subsumption Graph

DMSG

Prioritizing Mutants to Guide Mutation Testing (Reading 2)

https://www.google.com/url?q=https://homes.cs.washington.edu/~rjust/publ/prioritizing_mutants_tcap_icse_2022.pdf&sa=D&source=editors&ust=1792360293792516&usg=AOvVaw2de2VRrnu1pb02ZM3rGpkS


Coverage-based vs. mutation-based testing

See Talk 4 on the website.

https://www.google.com/url?q=https://homes.cs.washington.edu/~rjust/publ/mutants_faults_revisited_ase_2020.mp4&sa=D&source=editors&ust=1792360293845062&usg=AOvVaw3tuujzM5EdZ2oVL8tiJypm


Statement coverage vs. Mutation score
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Statement coverage vs. Mutation score



In-class exercise 3


