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Abstract
Microservice-based systems are tightly interdependent. A
failure in one service canpropagate to a dependent service, po-
tentially bringing down critical, user-facing functionality.We
have developed and deployed RPCShield, a suite of program
analyses for Go and Java that detects such cascading-failure
risks. RPCShield uses static program analysis to track error
andexceptionpropagation throughservice code.Two insights
make this practical. First, error propagation needs to be only
checked per service, so the analysis is intra-service and avoids
inter-service analysis entirely. Second, deciding the property
counterfactually, by asking whether an endpoint could have
succeeded had a given call succeeded, attributes the failure
to the specific responsible dependency rather than to every
dependencywhose error reaches the caller.Wehave deployed
RPCShield at Uber, across a fleet of over 6K microservices.
Since deployment, it has detected over 3,800 cascading failure
risks, of which service owners have already remediated more
than 1,300. Manual review indicates that RPCShield has a
false positive rate of around 5%.

∗Work performed while at Uber Technologies.
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1 Introduction
Large-scale microservice platforms accumulate thousands
of inter-service dependencies over time [9, 24, 38, 54]. Many
of these dependencies are benign: if a downstream service is
slow or unavailable, the caller service degrades gracefully and
continues serving its own clients. But some dependencies are
fail-close: a failure in the downstream service causes the caller
service to fail as well, propagating the error to its own callers
and potentially triggering a cascading outage. Fail-close de-
pendencies are latent and a form of gray failure [20]. These
failures remain invisible during normal operations and reveal
themselves only when a downstream service actually fails.

Cross-system interaction failures, including unhandled er-
ror propagation across service boundaries, are a major cause
ofproduction incidents atmajor cloudproviders [40].Thecon-
sequences of fail-close dependencies surface in several opera-
tional scenarios: ahigher-criticality service that propagates er-
rors from a lower-criticality callee servicewill fail if that callee
is preempted during a failover; a service calling an unreliable
third-party API without error handling inherits that API’s
failure rate; and even during routine partial outages or rolling
deployments, an unhandled RPC error in one service can cas-
cade through its callers. A single overlooked fail-close depen-
dency can turn a contained failure into a widespread outage.
Detecting fail-close dependencies in such systems is dif-

ficult. The first challenge is that we need a definition that
captures the essence of fail-close dependency and can be used
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to build practical detection analyses. Second, with thousands
of services, tens of thousands of endpoints, and hundreds
of millions of lines of code, we need an automated and scal-
able detection approach. This approach must detect fail-close
dependencies in code, before deployment, and at scale, with
enough diagnostic detail for developers to address them.
We address these challenges by making two key observa-

tions. First, fail-close can be formally defined as a counterfac-
tual code-level property. Our formulation (§3) is language-
agnostic, handles both synchronous and asynchronous RPCs,
and works in the context of multiple RPCs to different end-
points. Second, fail-close is a property of error propagation
within a single service’s code. That is, a service’s inbound RPC
endpoint has a fail-close dependency on an outbound RPC to
another service if an error can propagate from the outbound
call site through the service’s internal function calls and error
handling logic to an error exit of the inbound RPC. Other ser-
vices are only relevant to the fail-close property through the
outcomes they deliver to the caller service. At scale, fail-close
dependency safety, therefore, decomposes into independent
per-service analyses, each an inter-procedural problem solv-
able in isolation and in parallel.
Not every fail-close dependency is a defect. In fact, most

fail-close dependencies in a large fleet are benign. A service
that faithfully reports a downstream failure to its own caller
may behave exactly as expected, but a fail-close dependency
becomes a liability if it violates a reliability policy. So, we
distinguish the mechanism from the policy: a fail-close de-
pendency is a code-level property of how a service propagates
errors, while a fail-close violation is a fail-close dependency
that the deployment’s reliability policy forbids (§2.2).
Based on these insights, we designed and developed RPC-

Shield, a program analysis pipeline implemented separately
for Go and Java. RPCShield takes a single service’s source
codeanddetermines, foreach inboundRPCendpoint,whether
any reachable outbound RPC’s outcome can propagate an er-
ror back to the caller. It does so by identifying endpoints,
constructing intra-service call graphs, and analyzing error
propagation along each path. At Uber, where services are clas-
sified into criticality tiers, RPCShield cross-references the re-
sultswith tieringmetadata toflag cross-tier violations. That is,
RPCShield analyzes code to find fail-close dependencies and
then reports those dependencies that are cross-tier violations.

Making RPCShield effective required us to address several
implementation challenges: a service-level analysis is awhole-
program static analysis with complex call graphs, subject to
scalability and imprecision challenges; real-world services
use varied RPC protocols, which must be recognized to iden-
tify RPC program points; and real services use asynchrony,
framework-mediated dependency injection, and varied error-
handling idioms, all requiring specialized support to trace
error propagation. RPCShield handles these challenges and
is deployed across Uber’s microservice platform with over
6K services. Since deployment, RPCShield has detected over

Table 1. Service tiers and scale. Endpoint counts are unique
endpoints observed as of August 2026.

Tier Description Services Endpoints

T0 Infrastructure and critical applications 151 1.5K
T1 Critical user-facing request flow 1,490 17K
T2 Business-critical applications 965 12K
T3 Internal tools critical to applications 1,787 15K
T4 Internal tools used by employees 491 1.6K
T5 Test and auxiliary workloads 1,311 5K

3,800 fail-close violations. Service owners have remediated
1,359 of them (421 by changing the code and 938 by re-tiering
the callee). RPCShield’s false positive rate is around 5%.

The main contributions of this paper are:
▶ A formalization of fail-close as a code-level property, using

counterfactual reasoning and failure isolation (§3).
▶ An operationalization of the formal model using an error-

propagation reachability analysis tomake per-service anal-
ysis tractable and scalable for production services contain-
ing tens of millions of lines of code (§4).

▶ A multi-phase static analysis pipeline for detecting fail-
close RPC dependencies, instantiated for Go and Java with
language-specific solutions for concurrency patterns, de-
pendency injection, and lambda expressions (§5).

▶ An intrinsic evaluation that reports on production service
characteristics (fleet coverage and endpoint detection) and
analysis characteristics (call path statistics, path explo-
ration, and performance) (§6).

▶ A production deployment across 6K microservices, inte-
grated into continuous integration (CI) and continuous
deployment (CD); and an extrinsic evaluation of its use in
failover safety and a report ondeveloper adoption (§5.3, §6).
RPCShield runs in production at Uber across its fleet of

Go and Java services. It has been key to Uber’s transition to a
differentiated fail-over reliability architecture [7], which has
returned about 1M out of 4M CPU cores. RPCShield is open
sourced at https://github.com/uber-research/rpcshield/.

2 Background andMotivation
We describe Uber’s microservice architecture, explain why
fail-close dependencies are a concern, and identify the gaps
in existing detection approaches.

2.1 PlatformArchitecture
Uber operates a microservice architecture with over 6K de-
ployed services across different environments (production,
staging, canary, etc.). Table 1 shows how these services are
organized into business-criticality tiers fromT0 (most critical)
through T5 (least critical). The overall system handles tens
of trillions of RPC requests per week.

Each service exposes zero or more inbound RPC endpoints
andmaymake outbound RPCs to other services. The resulting
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dependency graph is dense, and a cross-tier traffic analysis
showed that roughly 50% of the total weekly RPCs are made
from amore critical tier to a less critical one. T1 services alone
account for nearly 66% of all cross-tier traffic to lower-tier ser-
vices. Each of these cross-tier RPC sites is a potential location
for a fail-close violation.

2.2 Why Fail-Close DependenciesMatter
In a tiered architecture, not all services are equally important.
A T1 service handling a critical user-facing request flowmust
stay available during a regional failure, while a T5 internal
reporting tool can tolerateminutes or hours of downtime. Fail-
close dependencies undermine this tiering in several ways:
Capacity oversubscription and failover. The tiering

asymmetry enables a design in which, during failures, lower-
tier services arepreempted to free capacity for critical services.
But if a T1 service calls a T4 service and propagates the error
when that call fails, preempting the T4 service takes the T1
service down with it. Uber’s differentiated failover architec-
ture [7] treats theeliminationof cross-tier fail-closedependen-
cies as a precondition for preempting a less critical tier service;
RPCShield is the static analysis it uses to find violations.

Graceful degradation.Any outage, misconfiguration, or
deployment error in a lower-tier service can cascade upward
to the critical services that depend on it [40, 52].
General service resilience.A fail-close dependency on

an external service is particularly dangerous: a caller inher-
its the external service’s failure risk without any ability to
control it, and hence must expect and handle failures.

Fromanalysis topolicy.Uber’s platformhas experienced
incidents in all three categories above. It has adopted a policy
requiring that critical services (T0–T2) not have fail-close
dependencies on lower-tier services.
RPCShield enforces this policy and turns a fail-close de-

pendency into a violation in our deployment. A fail-close
violation is a fail-close dependency of a caller service (e.g., T1)
on a callee service with a strictly lower criticality tier (e.g.,
T5). Other fail-close dependencies are not violations and are
not reported by default. The analysis itself is policy-agnostic
and classifies dependencies as fail-close or fail-open. The tier
comparison is applied afterward, when outbound call sites
are resolved to services (§4.6). An alternative deployment
can customize which dependencies it considers unacceptable
without modifying the underlying analysis.

The tier rule is not the only policy worth enforcing. For
example, a teammay consider a fail-close dependency on a
third-party API a violation to find code that would benefit
from fallback logic, caching, or circuit-breaker patterns [31].

2.3 Why Existing Approaches Are Insufficient
Manual code review does not scale. With hundreds of engi-
neering teamsdeploying independently and thousandsof end-
points per tier, code auditing across all call paths is impractical.

Listing 1.A handler that falls back to rpcBwhen rpcA fails.
Errors from both calls reach the same return statement, but
the handler is fail-close only on rpcB.
1 func handler () (*S, error) {
2 r1, err1 := rpcA() // RPC
3 if err1 != nil {
4 r2, err2 := rpcB() // nested/fallback RPC
5 if err2 != nil {
6 return nil , ErrNotFound // fresh error
7 }
8 return r2, nil
9 }
10 return r1, nil
11 }

End-to-end testing and fault injection validates com-
plete user flows under simulated failures [19, 29]. Unlike a
static approach, however, tools in this space require a concrete
input to drive an execution towards a failure. As well, localiz-
ing the responsible dependency within a failed multi-service
call chain may require manual investigation.

Runtime dependency analysis can instrument produc-
tion RPC traffic and flag dependencies as fail-close based
on caller-callee failure correlations. This approach has four
limitations: it requires the code path to be exercised in produc-
tion with sufficient samples for robust estimations; it misses
rarely-executed or not-yet-deployed paths; it operates post-
deployment and discovers regressions only after reaching
production; and the observed correlations may not be causal.
Whole-fleet static analysis is the natural static formu-

lation of the problem: trace an error from its origin in one
service, across RPC boundaries, to a user-visible failure in
another. At Uber’s scale this is impractical, as it presupposes
a consistent source snapshot of every service, a call graph
that crosses RPC and therefore language boundaries, and
re-analysis of the fleet whenever any one service changes.
RPCShield avoids these concerns by checking a property
that can be decided independently for each service (§3.3), and
the remediation it points to is a change local to each service.
The gap is a tool that can detect fail-close violations in

code, before deployment, at scale, on each code change and
with enough diagnostic detail for developers to fix the issue
without extensive debugging. RPCShield fills this gap.

3 Formal Semantics of Fail-Close Behavior
“Fail-close” is a colloquial term commonly used to refer to cas-
caded failures, but it lacks a precise definition. We formalize
fail-close over execution traces using counterfactual reason-
ing, and §4 shows how our static analyses approximate it.

Determining whether an inbound endpoint has a fail-close
dependency on an outbound RPC requires careful reasoning
about that endpoint’s failure-handling behavior. As an ex-
ample, consider Listing 1, which shows a Go-based inbound
RPC handler from our corpus. The handler calls an outbound
rpcA and falls back to invoking an outbound rpcB if rpcA



fails. Since both RPCs must fail in order to reach line 6, an
analysis based on error reachability (e.g., taint analysis)would
blame both. But intuitively, since the call to rpcB serves as the
fallback for a failure of rpcA, only rpcB should be reported.
The key goal of our formalism is to capture this intuition in
a rigorous manner and guide our static analysis designs.

3.1 Programs, Traces, and Responses
Wemodel the execution of a service’s inbound endpoint 𝑐 as
a deterministic programwhose state evolves as it processes a
request 𝑟 . The program interacts with external dependencies
through outbound RPCs and consumes their outcomes.

Program state. An abstract program state 𝜎 ∈Σ captures
the full execution context for an endpoint at any point during
request processing. Concretely, this may include local vari-
able values, heap values, the call stack, the current program
counter (which captures RPC sites), etc.

Oracle. External dependencies are non-deterministic; an
oracle O resolves that non-determinism, fixing the outcome
of each outbound RPC the request makes to either success or
failure. A choice of oracle is thus a choice of failure scenario.
LetD be the set of dependency endpoints that 𝑐 may call.

Let 𝑗 be a global call counter that tracks the order in which
RPC outcomes are consumed by the program, incremented
after each event.When the programwants to consume the re-
sult of its 𝑗-th outbound RPC in state 𝜎 , invoking dependency
𝑑 ∈ D, the oracle returns O( 𝑗,𝜎,𝑑) ∈ {success,failure} — the
RPC outcome.

Execution trace. An endpoint execution produces a trace
𝜏 =⟨𝑒1,𝑒2,...,𝑒𝑛,𝜌⟩, a sequence of outboundRPC events 𝑒𝑖 , to-
gether with an inbound response 𝜌 ∈ {Ok,Error}. Intuitively,
the inbound response is the response a client of an inbound
endpoint would receive in a given failure scenario.

Each RPC event 𝑒𝑖 = (𝜎𝑖 ,𝑑𝑖 ,𝑜𝑖 ) records:
• 𝜎𝑖 , the full program state at RPC outcome consumption,
• 𝑑𝑖 , the target dependency,
• 𝑜𝑖 , the RPC outcome.

Because𝑐’s control flowmaybranchonRPCoutcomes, chang-
ing the oracle can change subsequent call events, and hence
the inbound response. We write exec(𝑐,𝑟,O) = 𝜏 when exe-
cuting endpoint 𝑐 for request 𝑟 with oracle O yields 𝜏 , and
resp(𝜏)=𝜌 as the inbound response of trace 𝜏 .

Synchronous and asynchronous execution. Our model
supports both synchronous and asynchronous RPCs.
For a synchronous RPC, the program blocks until the or-

acle returns the outcome, then continues in the updated state.
Since the RPC result is consumed at the RPC invocation state,
𝜎𝑖 in the execution trace corresponds to both the RPC invoca-
tion and outcome consumption. The relevant error handling
code surrounds the blocking RPC invocation.

An asynchronous RPC, on the other hand, is issued at one
program point but its outcome is consumed at another—the
wait point at which the spawning computation collects the
outcome. In these cases, the state 𝜎𝑖 is taken at the wait point,
when the outcome first becomes observable to the enclosing
computation. The relevant error handling code surrounds
the wait point. An outcome that is never collected cannot be
propagated, so the endpoint is correctly fail-open on that call.

3.2 Counterfactual Causation
Fail-close is defined via causal reasoning [33]: we say that a
specific outboundRPC returning failure “caused” the inbound
endpoint to return Error . We use counterfactual (“but-for”)
reasoning applied to individual RPC events within a trace.

Intervention. Given a trace 𝜏 =exec(𝑐,𝑟,O) and a position
𝑖 , Interv(O,𝑖) returns a new oracle O′ where:

O′ ( 𝑗,𝜎,𝑑)=
{
O( 𝑗,𝜎,𝑑) if 𝑗 < 𝑖,
success if 𝑗 ≥𝑖

For 𝑗 < 𝑖 , O′ agrees with O, ensuring the executions share the
same prefix up to position 𝑖−1. For 𝑗 ≥ 𝑖 , O′ returns success
for all RPCs, regardless of which dependency 𝑑 is invoked.

The intervened execution exec(𝑐,𝑟,O′) may follow a differ-
ent control path than the original trace 𝜏 . For example, if posi-
tion 𝑖 in𝜏 wasa failingprimaryRPC that triggered a fallback at
position 𝑗 > 𝑖 , then in the intervened execution, position 𝑖 suc-
ceeds, and the fallback may not be invoked at all. As a result,
the sequence of RPC events after 𝑖 may differ from 𝜏 , but all
RPC outcomes from position 𝑖 onward are success regardless.

Definition D1 (Counterfactual causation). Let O′ =
Interv(O,𝑖). The 𝑖-th RPC event in a trace is a cause of that
trace’s Error response, written as causes(𝑖,𝜏), if:
(D1.1) 𝑜𝑖 =failure
(D1.2) resp(exec(𝑐,𝑟,O))=Error ;
(D1.3) resp(exec(𝑐,𝑟,O′))=Ok.
Conditions D1.1 and D1.2 capture that the 𝑖-th outbound RPC
must have failed and that the inbound endpoint 𝑐 must have
returned Error for request 𝑟 . Condition D1.3 captures the
counterfactual: if the 𝑖-th RPC (and all subsequent RPCs) had
succeeded, would 𝑐 have returnedOk? The outer existential
quantification over scenarios (𝑟 and O) appears in Defini-
tion D2 below.

3.3 Fail-Close as a Behavioral Property
We define fail-close as a behavioral property on RPC events.

Definition D2 (Fail-close dependency). Endpoint 𝑐 has
a fail-close dependency on RPC 𝑒𝑖 in trace 𝜏 iff ∃ a request 𝑟
and oracle O such that in 𝜏 =exec(𝑐,𝑟,O):
(D2.1) causes(𝑖,𝜏) (intervening at 𝑖 makes it returnOk), and
(D2.2) ∀𝑗 > 𝑖 :𝑜 𝑗 =success (all later RPCs in 𝜏 succeeded).



This definition requires the existence of a trace 𝜏 where
the counterfactual holds (D2.1) and the 𝑖-th RPC event in 𝜏
is the last failing one (D2.2). It aims to balance model fidelity
and complexity to support reasoning about observed code
patterns. It is intentionally biased toward fallback patterns
(e.g., Listing 1), which we empirically determined to be most
prevalent.While themodel attributes a failure only to the last
RPC in cases that requiremultiple RPCs to fail simultaneously,
it supports iterative refinement: fixing an attributed fail-close
dependency can expose other fail-close dependencies.

Applying the definition to the fallback example. Recall
the fallback handler of Listing 1. An RPC event’s outcome
is failure when its call returns a non-nil error. Take an ora-
cle O under which both RPCs fail (i.e., the handler takes the
fallback branch and returns at line 6); the resulting trace is
𝜏 =⟨𝑒1,𝑒2,Error⟩with𝑑1=rpcA,𝑑2=rpcB, and𝑜1=𝑜2=failure.

• 𝑒2 is fail-close. ConditionD2.1 holds: under Interv(O,2)
the fallback succeeds and the handler returns r2with
𝜌=Ok, so causes(2,𝜏) holds. Condition D2.2 holds vac-
uously: no RPC event follows 𝑒2.

• 𝑒1 is not fail-close. Condition D2.1 holds: intervening at
𝑒1 does flip the inbound response toOk, so causes(1,𝜏)
holds. However, condition D2.2 fails: event 𝑒2 also has
outcome failure.

There exists no trace that witnesses a failing rpcA event not
followed by an rpcB event, and whenever rpcA fails the han-
dler issues rpcB. If the latter succeeds the handler returnsOk.
The definition therefore blames only the fallback rpcB, which
is the intuition of §3 made precise.

Applying the definition to a production example. List-
ing 2, abridged from a service in our corpus, is more nuanced.
The ORG_FAMILY arm assigns the error of InSameFamily to
err, declared outside the loop; the ORG_BUSINESS arm only
logs its error, and whatever is left in err at the exit becomes
the endpoint’s error (line 14).Consider a requestwithbothorg
types that results in both RPC calls; the resulting traces are𝜏 =
⟨𝑒1,𝑒2,𝜌⟩ with 𝑑1=InSameFamily and 𝑑2=GetDelegations.

• 𝑒1 (InSameFamily) is fail-close. Take an oracle under
which the first call fails and the second succeeds (𝑜1=
failure, 𝑜2=success), giving 𝜌=Error , since err crosses
the iteration boundary to line 14. Condition D2.1 holds:
under Interv(O,1) the handler returns Ok at line 8, so
causes(1,𝜏) holds. Condition D2.2 holds: the later event
𝑒2 succeeds.

• 𝑒2 (GetDelegations) is not fail-close. Take an oracle
under which both calls fail (𝑜1 = 𝑜2 = failure), giving
𝜌=Error again, carried from 𝑒1. Condition D2.2 holds
vacuously: no RPC event follows 𝑒2. Condition D2.1
fails: Interv(O,2) leaves 𝑒1 failed, so err is still non-nil
at line 14, the response is still Error , and condition D1.3
is violated. No other trace does better: no branch reads
the error that GetDelegations returns.

Listing 2. A production handler (abridged). Both RPCs sit
in the same loop and reach the same exit, yet the endpoint
is fail-close only on InSameFamily.
1 func IsChildEntity(req *Req) (*Resp , error) {
2 resp := &Resp{}
3 var err error // declared outside the loop
4 for _, orgType := range req.OrgTypes {
5 switch orgType {
6 case ORG_FAMILY:
7 resp , err = InSameFamily(req) // RPC
8 if err == nil { return resp , nil }
9 case ORG_BUSINESS:
10 _, dmErr := GetDelegations(req) // RPC
11 if dmErr != nil { log.Warn(dmErr)}
12 }
13 }
14 if err != nil { return nil , internalErr(err) }
15 return resp , nil
16 }

3.4 Aggregation to service-level dependencies.
For reporting, we aggregate fail-close RPC events:

• Endpoint 𝑐 has a fail-close dependency on endpoint 𝑑
if ∃ RPC event 𝑒𝑖 where 𝑒𝑖 targets dependency 𝑑 and 𝑐
is fail-close on 𝑒𝑖 (per Definition D2).

• Service 𝑆 has a fail-close dependency on service 𝑇 if
some inbound endpoint of𝑆 has a fail-close dependency
on some endpoint of𝑇 .

Fail-close is a local property.An important model feature is
that the oracle abstracts every outbound call to an outcome.
That is, resp(exec(𝑐,𝑟,O)) depends on O only through the
outcomes at 𝑐’s own RPC events. Therefore, whether a de-
pendency 𝑑 is itself fail-close on some further downatream
service cannot influence whether 𝑐 is fail-close on 𝑑 . As a
result, fail-close paths can be identified independently and in
parallel, without a cross-service whole-program step.
Appendix A works the definition through further error-

propagation shapes, including production Go and Java code
(Appendices B, C) and patterns that fall outside it.

4 RPCShield Design
We now present RPCShield’s language-agnostic design. §4.1
bridges the formal model to static analysis, §4.2 outlines our
analysis pipeline, and §4.3–§4.6 describe the four phases of
the analysis pipeline; §5 gives the Go and Java instantiations.

4.1 Instantiating theModel as Static Analysis
The behavioral model (Definitions D1 and D2) defines fail-
close in termsofexecution traces,oracles, andcounterfactuals;
static analysis has none of these.We show how program anal-
ysis techniques stand in for each: calling contexts for program
states, and control- and data-flow analyses for the oracle.
We use the term RPC site to refer to the program point

where the outbound RPC’s outcome is consumed. It captures
both synchronous and asynchronous cases. When a distinc-
tion is needed, we use precise terminology: invocation point



for where the RPC is issued, and wait point for where the
outcome is consumed.

System state (𝜎𝑖 )⇒ calling contexts. Static analysis does
not have access to the runtime system state 𝜎𝑖 at each RPC
event 𝑒𝑖 . However, it can construct all calling contexts (chains
of function calls each rooted at the inbound API and ending
with an outbound RPC) to over-approximate the system state
under which an RPC will occur. The calling context serves
two important purposes:
Futuremodeling: howdoes the activation stackhandle suc-

cess or failure responses returned from the RPC driving
the final outcome of the inbound API.

Attribution: attribute how the error bubbles up from the
RPC through internal functions, making the reporting
highlyactionable. It helpsdistinguishbetween the same
outbound RPC that may be gracefully handled along
one path and unhandled along another.

A calling context is a coarser abstraction than a system
state: all states that share a calling context (e.g., successive
loop iterations) are conflated into one. The analysis therefore
reasons about whether some state reaching that context is
fail-close, whichmatches the existential quantification inDef-
inition D2, and we have found this loss of precision to pose
no practical hurdle in operationalizing RPCShield.

To derive calling contexts, we construct a whole-program
call graph [6] rooted at inbound endpoints and extract all non-
recursive reachable paths to outbound RPC sites (Phase 2,
§4.4). Each extracted path 𝑝= [𝑓0

𝑐𝑠1−−→ 𝑓1
𝑐𝑠2−−→··· 𝑐𝑠𝑘−−→ 𝑓𝑘 ], where

𝑐𝑠𝑖 denotes the call site in 𝑓𝑖−1 that invokes 𝑓𝑖 , represents a
concrete calling context. This approach captures the context-
sensitive nature of fail-closeness.
Asynchrony separates RPC invocation from RPC result

consumption. Our static analysis synthesizes a single calling
context that captures both. Thewait segment runs from the
inbound endpoint to the wait point in the enclosing function;
the outbound segment runs from the spawned task’s entry to
the outbound RPC invocation point. Call graph enrichment
(§5.1) splices the two, in effect attaching the outbound seg-
ment as a callee of the wait point, and the analysis traverses
the result exactly as it would a synchronous call chain.

Oracle (O) ⇒ control- and data-flow analysis. The
model uses oracles to explore different failure scenarios:
the witness oracle returns failure for the RPC under test,
while the counterfactual oracle returns success for that RPC
and all subsequent RPCs (the intervention of Definition D1,
condition D1.3). Instead of materializing oracles and running
the code, the static analysis performs a what-if analysis for
each function 𝑓 on a call path:
1. Witness scenario:Assume the RPC site 𝑠 within 𝑓 returns

failure, and all other subsequently reachable RPC sites
return success. Compute reachable return statements via
control-flow analysis.

2. Check propagation: Use data/control-flow analy-
ses [22, 48] to determine whether any reachable return
statement (or throw statement) produces an Error (or
exceptional) outcome derived from 𝑠 .

3. Counterfactual scenario: Repeat with 𝑠 returning
success to verify that 𝑓 can return Ok when 𝑠 succeeds,
confirming that 𝑠 causally controls the outcome.
The per-function outcomes compose via inter-procedural

analysis: if every function on the call path meets these
constraints, the model’s conditions are satisfied. The model
is existential: the existence of a path (witnessing trace) in the
control-flow graph (CFG) of the function suffices.

Fault model. Our model treats a dependency failure as an
outcome observed at the call site and presumes that a failure
of an outbound RPCmanifests as an error there. This holds in
our setting because Go and Java RPC libraries surface trans-
port errors, remote errors, and timeouts as returned errors
or thrown exceptions. A deployment whose clients signal
failure in another way, for instance by returning a sentinel
value that the caller must inspect, would need those call sites
recognized as failure points before the analysis applies.

Soundness and completeness. The static analysis
over-approximates the true fail-close set: it considers all
syntactically reachable call paths (including infeasible ones)
and uses may analyses. For heap escapes, the system’s
precision depends on alias analysis, introducing false
positives and false negatives. We measured how often this
arises: of 4,290 unique RPC sites in the top 100 services, 15
(0.35%) had an error value escape the analysis this way, and
for only 3 of them (0.07%) would the escape have changed
a fail-open verdict to fail-close. Under standard assumptions
(sound call graph, sound error-wrapper treatment, no
heap-escaping errors), the reported set is a superset of the
true set (DefinitionD2). False positives are rare (§6.2): manual
review indicates a false positive rate of approximately 5%.

4.2 Design Overview
RPCShield analyzes each service independently. Given a
service’s source code and metadata, the analysis proceeds
in four phases, shown in Figure 1: endpoint detection, call
graph construction and path collection, error flow analysis,
and outbound resolution with reporting.

Listing 3 gives the core algorithm in pseudocode, which is
path-oriented: it extracts call paths from inbound endpoints
(IBs) to outbound RPC sites (OBs) and analyzes each path
independently. Error summaries are computed per function
andper call site, then cached for reuse. Sincemanypaths share
intermediate functions, a summary computed for one path
is reused on all other paths that traverse the same function.

4.3 Phase 1: Endpoint Detection
In Phase 1, RPCShield analyzes a service’s source code to
identify (1) inbound endpoints (IBs), methods that implement
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Figure 1. The RPCShield analysis pipeline.

Listing 3. The RPCShield analysis pseudocode.
1 IB, OB = detectEndpoints(service) # Phase 1
2 CG = buildCallGraph(IB, OB) # Phase 2
3 paths = extractPaths(CG, IB, OB) # Phase 2
4 cache = {}
5 for each path p in paths: # Phase 3
6 for each (f_i , callsite) in p:
7 if (f_i , callsite) not in cache:
8 cache[(f_i , callsite )] = errorSummary(f_i , callsite)
9 result = composeAlongPath(p, cache)
10 if result == FAIL_CLOSE: # Phase 4
11 dest = resolveOutbound(p.OB)
12 report(p, dest)

server-side RPC handlers; and, (2) outbound RPC sites (OBs),
invocations of client-side RPC stubs.
For IDL-based protocols (gRPC, Thrift) [13, 17], the IDL

compiler generates typed server and client interfaces, so de-
tection searches the type system for concrete types that satisfy
these interfaces. Forprotocolswithoutcompile-timecontracts
(e.g.,HTTP), the analysis falls back toASTor SSA [8] traversal
to locate handler registrations and client method calls.

4.4 Phase 2: Call GraphConstruction, PathCollection
Given the endpoints fromPhase 1, duringPhase 2, RPCShield
constructs a call graph rooted at inbound endpoints and
extracts paths to reachable outbound RPCs.

Base algorithm. The call graph is constructed using
Rapid Type Analysis (RTA) [6, 34], which resolves virtual and
interface calls based on types that are actually instantiated
on at least one reachable path. RTA provides a good balance
between precision and scalability over alternatives like
CHA [10] or points-to analysis [5].

Extensions. Standard RTA is insufficient for production
codebases. We extended RTA in three ways:
• Asynchronous controlflow.Errorspropagated throughasync
constructs (futures, goroutine groups, task frameworks)
do not follow the synchronous call stack and are invisible
to standard call graph algorithms. The call graph must
be enriched with edges that make the outbound call sites

inside spawned tasks reachable, and that route each task’s
outcome to thewait point (§3.1) at which it is collected.

• Dependency injection. RPC stubs may be instantiated by
a dependency injection framework rather than by appli-
cation code, making them invisible to RTA’s instantiation
tracking. The analysis must recover these bindings from
framework-specific configuration.

• Lambda expressions and closures.Higher-order functions
that accept lambdas or closures create indirect call edges
that RTA does not resolve natively.

Our Go and Java implementations address these patterns
differently (§5).

Pruning and path collection. The call graph is scoped
to service code, treating calls to configurable, designated
third-party libraries as terminals. After pruning, all paths
from each inbound endpoint to each reachable outbound call
site are collected. Path enumeration can occasionally lead
to combinatorial explosion, which RPCShield contains with
two techniques. First, it fingerprints each discovered call path
independently of the order of its functions, by xoring the
function pointers along the path; paths sharing a fingerprint
are examined for permutations of the same function set, and
a fixed ordering is imposed over the permuting functions so
that only one arrangement is explored. Second, a limit on
the branching factor bounds the enumeration.

4.5 Phase 3: Error FlowAnalysis
For each call path extracted in Phase 2, in Phase 3 RPCShield
determines whether an error from the outbound RPC site can
propagate to the inbound endpoint (lines 5–9 of Listing 3).
Our analysis boundary is the inbound RPC handler func-

tion. We treat the generated server-side entry point as the
root of a call path, assuming that the RPC framework delivers
errors and exceptions without custom transformation (i.e.,
no application-specific middleware alters error semantics).

Per-function error summaries. For each function 𝑓 on
a call path and each call site 𝑠 within 𝑓 , the analysis computes
a summary: if 𝑠 fails (D1.1), can an error from 𝑠 propagate
to an error exit of 𝑓 ? The summary operationalizes the
counterfactual definition (§3.2) by checking four properties
(of which 1–3 correspond to D1.2 and 4 corresponds to D1.3):
1. Reachability: at least one return statement is reachable

when 𝑠’s error occurs.
2. Non-suppression (Witness): on that return path, the

returned error has not been forced to a success value.
3. Attributable: the returned error is traceable to 𝑠 , either

through data flow (the error value is derived from 𝑠) or
control dependence [12] (the return is reachable because
a condition on 𝑠’s error took the error branch).

4. Causation:when𝑠 succeeds, a non-error return is reachable.
This confirms 𝑠 controls the error outcome; without it, the
function would fail regardless.



If all four hold, 𝑓 is fail-close with respect to 𝑠 ; otherwise it
is fail-open. Summaries are keyed by (function, call site) and
cached (Listing 3, lines 7–8). The concrete analysis technique
differs by language (§5).

Inter-procedural composition. Given per-function sum-
maries for every function on a call path 𝑝 = [𝑓0,𝑓1,...,𝑓𝑘 ], the
analysis composes themsequentially (line 9of Listing3). Start-
ing from the outbound RPC site in 𝑓𝑘 , it propagates the error
through each function toward the inbound endpoint 𝑓0. If the
error reaches 𝑓0’s errorexit, thepath is classifiedas fail-close. If
it is handled at any intermediate function, thepath is fail-open.
Recursion is handled by ignoring repeated occurrences of a
function along a path, so composition terminates at the first
cycle. This is sound for the summaries we observed, which
are invariant to calling depth: whether an error propagates
through a function from a given call site does not depend on
howmanyactivationsof that functionare alreadyon the stack.

4.6 Phase 4: Outbound Resolution and Reporting
In the final phase, RPCShield maps outbound RPC sites to
their target services and tiers and generates violation reports.

Outbound-to-service mapping. In modern microser-
vice codebases, the binding between an RPC stub and
its destination has migrated out of source code and into
configuration: YAML files, dependency-injection wiring,
environment-specific overrides, and build-systemmetadata.
Resolving an RPC site to a deployed service name requires
reasoning about code and configuration jointly.
Our primary strategy exploits type information in

IDL-generated code. For gRPC and Thrift, the IDL compiler
generates client stubs with canonical service interface names.
We build a mapping chain: stub type → service interface
→ build target→ deployed service. This mapping is derived
from types rather than source-code patterns for stability
across dependencies and code changes. When type-based
resolution is ambiguous or unavailable (e.g., HTTP), we fall
back to secondary resolvers: a configuration-based resolver
that parses YAML service definitions, and a pattern-based
resolver that matches class names and string constants.

Report generation. RPCShield generates one report per
inbound-to-outbound dependency showing all fail-close
paths as flamegraphs [16], with per-function classifications
and source locations. Cross-tier violations are flagged for re-
mediation, aggregated per service for tracking and ticketing.

5 Implementation and Deployment
We implemented RPCShield for Go and Java, the twomost
widely used microservice languages at Uber. While the
overall approach is identical, implementation details differ
based on language features and error-handling idioms.
Go’s idiomatic error handling returns an error object as

the last return value from client RPCs, propagates it through

internal function calls, and returns it from the inbound
RPC handler: error=nil signals success, error != nil
signals failure. This explicit return-value mechanismmakes
error propagation visible in the code. Java, in contrast, uses
exceptions that propagate implicitly through the call stack
until caught. Both error-handling models are amenable to
static analysis; Go tracks error values through data flow,
while Java tracks exception types through try/catch blocks.

5.1 Go Implementation
Endpoint detection. For IDL-based protocols (gRPC,

Thrift), the analysis uses Go’s structural type system to find
concrete structs that satisfy each generated server interface.
For transports that wire interfaces via constructor calls rather
than static assignments, the analysis recovers the binding
from the constructor’s type signature. HTTP endpoints lack
compile-time contracts, so the analysis tracks routers from
creation to handler-registration sites in SSA, unwrapping
middleware decorators as needed.
For outbound detection, calls are classified by their

receiver type. Generated client types are distinguished by
code-generation naming and package-path conventions.
A multi-stage pipeline maps generated names to deployed
services via dependency-injection bindings, deployment
configuration, and name matching.

Call graph construction. The RTA call graph is built
over the Go SSA intermediate representation. Go’s structural
subtyping makes the standard library RTA [43] unsuitable
for services with many types. We optimized RTA’s work
complexity and parallelized its execution, reducing runtime
from ∼40 minutes to under 15 seconds for large services [34].
Handling asynchronous RPCs via graph enrichment.

Go’s goroutines introduce asynchronous execution that
complicates error-flow analysis: errors propagate from
spawned tasks back to callers only at wait points (e.g., Wait()
calls or channel receives). RPCShield handles three con-
currency patterns in our codebase—workflow frameworks
(cff.Flow [47]), explicit coordination (errgroup), and raw
go statements—through call graph enrichment. The key
insight is that asynchronous patterns with explicit wait se-
mantics are equivalent to synchronous calls followed by error
consumption.We leverage this by adding synthetic edges that
deliver each task’s outcome to its wait point—call edges an-
chored at the wait point where the outcome is a return value,
andmodeled transfer edgeswhere it travels througha channel
or sharedvariable—so that subsequent analysis phases can tra-
verse async error flow as ordinary call paths. This enrichment
uses call graph traversal to discover reachable closures and
data-flow analysis to match each closure with its wait point.
Appendix D details the graph enrichment for each pattern.

Path construction. From the pruned graph, the analysis
builds a per-inbound Call Context Tree (CCT) [4], a compact
representation of all unique paths. The analysis restricts



path discovery to error-returning functions. Extended Sparse
Conditional Constant Propagation (SCCP) [48], which
includes type propagation, is applied along each candidate
path to determine basic-block reachability, and outbound
RPCs in provably unreachable blocks are discarded. Paths
are partitioned into synchronous and goroutine paths based
on go-statement edges.

Error flowanalysis. For each functionandcall site, theGo
analysis checks the four properties from §4.5 using SCCP ex-
tended with assertion propagation [37]. A forward pass over
SSA tracks nilness (nil, non-nil, or unknown), error sources,
and per-block assertion facts. The analysis maps nil errors
to success and non-nil errors to failure, matching the model’s
Ok and Error responses. To implement the counterfactual
condition (§3.2), all other reachable RPC sites are assumed
to return nil (success). Only reachable CFG blocks participate.
Properties (1) and (2) check whether a maybe-non-nil error
can reach a function exit point, and property (3) checks that
the error arriving there is traceable to the call site; property (4)
requires a second SCCP pass with the call site’s error forced
to nil, verifying that a maybe-nil error (success) can reach
the exit. For freshly created errors (not data-derived from
the RPC), attribution uses control-dependence traversal [12]
to find the innermost condition checking an RPC-returned
error; that RPC is attributed as the cause.

5.2 Java Implementation
Endpoint detection. Endpoint detection runs as a javac

compiler plugin [1] that hooks into the build process. The
plugin implements AST scanners that identify inbound
endpoints by matching method declarations against gRPC
service interface implementations, and outbound RPC
sites by matching invocations against gRPC stub patterns.
Running as a compiler plugin requires no separate build step,
and the analysis sees exactly the code the compiler processes.

Call graph construction. The Java call graph is built on
ASM, a Java bytecode analysis framework [32]. The custom
RTA call graph algorithm includes three key components:
Lambda expressions and functional interfaces. This

extension scans each reachable method body for lambda
expressions and invocations. It identifies generated lambda
methods and adds them to the call graph worklist. For calls
through functional interfaces, a mapping from interface
call site to type-compatible lambdas is maintained. A
post-processing step adds edges by connecting interface call
sites to type-compatible and reachable lambda definitions.

Asynchronous patterns.APIs like CompletableFuture (CF)
compose asynchronous operations into a DAGwhose error
flow is invisible to standard call graphs. Our extension iden-
tifies calls to CF factory methods (supplyAsync, thenApply,
etc.), computes error summaries for these methods, and
resolves continuations to their lambda implementations.
Next, the analysis constructs a CF dependency graph, which

is a directed graph of CF operations within a method. It uses
this graph to track how exceptions flow through the async
DAG. In model terms (§3.1), this graph identifies the wait
point at which each asynchronous outcome is consumed,
playing the same role as call graph enrichment in Go.
Dependency injection (DI). RPC stubs may be instan-

tiated by Spring’s DI framework via @Bean methods in
@Configuration classes, making them invisible to RTA.
Our extension scans for configuration classes, resolves
bean methods, and adds their return types to the set of
instantiated classes. It also resolves @Qualifier annotations
and constructor parameter dependencies.

Error flow analysis. The Java analysis tracks exception
propagation. For each function and call site, it computes
a summary that maps exception types flowing in from the
call site to exception types flowing out of the method. If the
outgoing set is empty, the function is fail-open. The summary
records how try/catch blocks transform exceptions: a catch of
type E that re-throws type F is recorded as a transformation
from E to F; a catch block that suppresses an exception
removes it from the outgoing set.
For CompletableFuture DAGs, the analysis uses the CF

dependency graph from Phase 2 to determine whether ex-
ceptions reach the DAG’s terminal value. Exception handler
methods, like exceptionally, that suppress exceptions
induce further analysis of their lambda parameters.

5.3 Deployment
RPCShield runs as a recurring analysis pipeline across
the Go and Java monorepos, targeting all T0–T2 services.
Fail-close dependencies on lower-tier services are filed
as tickets assigned to the owning team of the inbound
(calling) service. Each ticket includes the inbound and
outbound services, their tiers, and the complete call path
with per-function fail-close/fail-open annotations and links
to the relevant source lines. Developers have reported that
this call-path detail is the most useful part of the report.
We developed RPCShield in stages, and coverage and

accuracy improved as we added additional features. During
these steps, we engaged experts to evaluate the violations
found. For example, we used the false positives identified
during this process to prioritize new features.

6 Evaluation
We evaluate RPCShield along three dimensions. First, we
measure the tool’s intrinsic efficacy: how accurately and
efficiently it detects fail-close paths (§6.2). Second, we assess
its extrinsic impact on the failover safety use case (§6.3).
Third, we present usability and adoption data (§6.4).

TheGoversionof RPCShieldwasdevelopedfirst, since the
majority of our services are in Go. It has been in production
for about two years. The Java version is relatively recent and



Table 2.Corpus statistics for 2,393Go and 1,551 Java services.

Go Java

P50 P95 P50 P95

LOC 2.8M 35.4M 514.6K 875.5K
Packages 1.0K 3.8K 964 1.6K
Files 3.8K 12.9K 4.2K 7.4K
Functions 133.1K 1.6M 26.5K 46.4K

Table 3. Inbound / outbound endpoint statistics (by call site).

Go Java

Endpoints Protocol P50 P95 Total P50 P95 Total

Inbound
gRPC 4 50 28.2K 16 50 39.2K
HTTP 0 0 493 2 6 8.5K
Thrift 0 39 16.4K 0 35 14.0K

Outbound
gRPC 32 187 203.4K 179 830 426.2K
HTTP 40 58 132.4K 33 50 65.1K
Thrift 31 128 137.6K 143 1.9K 801.8K

has been in production for about six months. For that reason,
most of our evaluation focuses on data from Go services.

6.1 Methodology and Experimental Setup
Uber’s monorepos collectively host over 6K services (4,618
Go and 1,577 Java). We exclude stateful, storage services
since they follow a different and stronger reliability policy
and exempt from service preemption during failover; our
analysis applies unchanged if the policy is extended to cover
them.We also exclude services without an analyzable build
target. This leaves a corpus of 3,944 services (2,393 Go and
1,551 Java), which we use for the intrinsic evaluation (§6.2).
For the extrinsic evaluation (§6.3), we further restrict this
corpus to services in tiers T0–T2—the tiers subject to the
cross-tier fail-close policy (§2.2). This benchmark comprises
1,399 services (1,123 Go and 276 Java). We ran all evaluations
on a shared cluster of AMD EPYC 7B13 (Milan) machines,
where a CI job is restricted to 80 of the 128 SMT cores [45].
Each machine has 312 GB of DRAM and a 6 TB SSD, and runs
Linux 6.1.87. Evaluations use Go-1.26.1 and Java 17.

6.2 Intrinsic Evaluation: Analysis Efficacy
This subsection evaluates the tool itself, independent of any
particular tier-based fail-close policy.
Corpus statistics. Table 2 characterizes the analyzed
Go and Java corpora. Go services are substantially larger
(median 2.8M LOC, reflecting monorepo-wide transitive
dependencies in the build). Call graph sizes differ by orders of
magnitude as a result: the P95 Go service has 1.2M nodes and
209.7M edges, against 31.9K nodes and 355.1K edges for Java.

Endpoint detection. Table 3 breaks down the inbounds and
outbounds detected in the Go and Java corpora by protocol.
Go spreads its calls across all three protocols, with gRPC and
Thrift roughly equally dominant and HTTP close behind on
the outbound side; Java concentrates on Thrift for outbound
calls and gRPC for inbound handlers. HTTP is the smallest
share in both languages, but supporting it is necessary for full
coverage. In absolute terms, Java services carry the larger end-
point counts—1.29M outbound call sites against Go’s 473.4K—
even though the Go corpus is far larger in code size.
Call path statistics. Figure 2(a,b) shows statistics for call
paths in Go and Java. The Go paths (left plot) include sync
and async paths, while the Java paths (right plot) only show
sync paths1. Sync fail-close paths are shorter than fail-open
ones in both languages: a median of 13 vs. 15 calls in Go, and
7 vs. 10 in Java.

Every fail-open path must handle the error somewhere,
and the figure also plots the depth at which it is resolved or
swallowed (green lines). Handling clusters within a few call
hops from RPC call site site: half of all sync fail-open paths
resolve within 3 calls in Go and 4 in Java. Thus, developers
typically handle RPC errors close to where they arise.
In Go, async fail-open paths are longer than sync ones

(median 19 vs. 15), whereas async fail-close paths match their
sync counterparts (both median 13). Despite the longer paths,
async errors are suppressed at a similar or slightly shallower
depth (median 2 vs. 3).

Across all Go services there are 66,018 fail-open and 39,172
fail-close paths. Grouped by unique (inbound, outbound)
tuple, 45.3% of tuples carry only fail-close paths, 45.7% carry
only fail-open paths, and the remaining 9.0% carry both. That
last group is why the verdict must be per path: the same pair
of endpoints can be fail-close on one path through the code
and fail-open on another. Appendix E takes the Go intra-
procedural analysis apart condition by condition, reporting
howmany paths each check in Definition D2 retains.
Path exploration effectiveness. Path enumeration (§4.4)
employs permutation detection to prevent combinatorial
explosion. Across the analyzed corpus, only 0.83% of
inbound-to-outbound dependencies hit the permutation
threshold. Rare as it is, the mechanism is necessary: without
it, sporadic path explosions exhaust memory and kill the
analysis. Among candidate inbound-to-outbound paths, our
extended inter-procedural constant propagation prunes 88%
as infeasible (2.33M of 2.65M). Pruning is concentrated in the
services that carry infeasible conditional branches—roughly
a third of the corpus—where it eliminates a median of 99%
of candidate paths, enabling scalable analysis.
Performance. Figures 3a and 3b plot RPCShield’s execution
time against service size forGo and Java. ForGo, service build-
ing and call path collection are the two dominant phases, and
which one leads depends on the size of the service. Up to the

1Async Java path analysis has not been fully productionized.
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Figure 2. CDF of call path lengths – inbound (IB) to outbound (OB) – and distance at which fail-open is handled fromOB for
Go and Java services. Solid lines denote synchronous paths; dashed lines denote asynchronous paths.
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Figure 3. Per-phase execution time vs. service size for the corpus of Go and Java services. Lines show rolling means; shaded
bands show IQR (P25–P75). Dashed lines mark P50/P95 for service size (vertical) and total time (horizontal).

median size of 2.8M lines, building ismore expensive; at about
20M lines (a small fraction of services), call path collection
becomes noticeablymore expensive as the number of paths to
explore grows non-linearly. Constructing the call graph is not
a bottleneck: our parallelized RTA (§5.1) builds it in seconds
even for the largest services, and the time in this phase goes to
enumerating paths over it. Java services are far smaller than
Go services and analyses have a different performance profile:
servicebuildingandendpointdetectionare the twoprominent
costs, while call path collection stays well contained. Overall,
analysis time per service at p95 is about 16 minutes on the
Go side and about three minutes on the Java side; at p50, Go
completes in about 2.5 minutes and Java in about one minute.

6.3 Extrinsic Evaluation: Failover Safety
This subsection evaluates RPCShield with the cross-tier
fail-close policy from §2.2: critical services (T0–T2) must not
have fail-close dependencies on lower-tier services.

Violation volume and resolution. Table 4 shows the 3,842
fail-close violations that RPCShield found during a 20-month
deployment period, broken down by caller and callee tier
(as defined in Table 1). Most violations (2,545, 66%) originate
in T1 callers, and the single largest group is T1 services
depending on T2 services (1,701 violations, 44% of the total).
Service owners carried 2,540 (66%) of these to a terminal

ticket state by one of four strategies (Table 5): fix in code,
adding error handling or a fallback so the caller degrades
gracefully; re-tier the callee, promoting a genuinely critical
callee so the call is no longer cross-tier; defer, acknowledging
the violation but scheduling the fix for a later sprint (this
is a routine triage of finite engineering effort against
competing roadmap priorities, not a dismissed report); and
close without documented resolution, where no per-ticket fix
can be attributed. We count only the 1,359 violations in the
first two categories as fixed. The remaining reports are still
open, blocked on upstream dependencies, or classified as



Table 4. Cross-tier fail-close violations detected by RPC-
Shield (January 2025 – August 2026). Cells marked “–”
denote invalid pairs, as violations are only reported when
the callee tier is strictly lower than the caller’s.

Callee Tier

Caller T1 T2 T3 T4 T5 Total

T0 0 9 35 1 23 68
T1 – 1,701 623 13 208 2,545
T2 – – 1,122 5 102 1,229

Total 3,842

Table 5. Remediation of reported fail-close violations.

Strategy Violations %

Fixed in code 421 16.57
Fixed by re-tiering callee service 938 36.93
Deferred resolution† 811 31.93
Closed without clear fix attribution‡ 370 14.57

Total acknowledged or remedied 2,540
† Acknowledged as genuine policy violations, but their fix is
deferred.Commonreasons include: theviolatingendpoint isnon-
critical (though hosted in a critical service), is slated for depreca-
tion, or belongs to a service due to be rearchitected or migrated.

‡ Ambiguous attribution includes single code changes that
resolved multiple tickets and resolutions via re-tiering that
could not be conclusively attributed due to time delays and/or
de-centralized teams.

acceptable risk by the service team. Median time to ticket
resolution from ticket creation is 60 days.
False positives. Because our analysis team manually
reviews every violation before filing a ticket (§5.3), we have
a direct measure of the false positive rate. Figure 4 plots this
rate over time for the Go implementation. It illustrates how
the Go implementation has improved its true positive rate
over time, as new features were developed and rolled out.
Manual review of the last 200 detected Go violations

indicates a false positive rate of less than 5%. For the true
positives filed as tickets, no tickets were rejected as false
positives by the owning service team. The primary sources
of false positives are: (1) error handling in library code that
the static analysis does not analyze; (2) paths through dead
code that cannot execute in practice; and (3) imprecision in
virtual call resolution that includes infeasible call targets.
False negatives.Manual review bounds precision, but not
recall. To approximate recall, we compare against the runtime
dependency analysis (§2.3), which infers fail-close dependen-
cies from production RPC traffic and is independent of the
static pipeline. Taking its output as the reference set, RPC-
Shield fails to report 2.5% of the fail-close dependencies that
the runtime analysis reports. This is an estimate, not a bound
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Figure 4.Monthly breakdown of fail-close issues detected by
RPCShield for Go services (Dec 2024 –Mar 2026), showing
the proportion of true positives reported. The dashed line
shows a linear regression of the true positive rate. True
positives increase from 54% to 97%, reflecting iterative
improvements in RPCShield’s analysis precision.

in either direction: the runtimemethod correlates caller errors
with callee failures rather than establishing causation and can-
not attribute a violation to a specific call site, so its non-causal
reports inflate our apparentmiss rate,while paths that produc-
tion trafficnever exercises hide realmisses. As a second check,
RPCShield would have flagged the responsible code, as it
stood at the time, for all 43 historical fail-close incidents of §7.
Commit-time analysis. RPCShield’s success prompted a
further shift left: when a developer submits a code change for
review, RPCShield analyzes the affected services and reports
any newviolation as awarning. It surfaces about 10 violations
aweek, andof the 449 reported at commit time so far, 101 (22%)
were fixed before the change merged. These are violations
that never reached deployment, and never needed a ticket.

6.4 Usability and Adoption
Methodology. To assess developers’ experience with RPC-
Shield, we surveyed engineers who had resolved fail-close
tickets. We collected the 1,528 fail-close tickets created and
resolved in 2024–2025. An automated feedback system sam-
pled 380 unique ticket assignees and sent each a survey; 155
responded (41% response rate). Respondents had substantial
experience with fail-close issues: 46% had addressed 2–5
violations since 2024, 28% had addressed exactly one, 9% had
addressed 6–10, and 17% had addressed more than ten.
Perceived severity. We asked respondents to estimate
the worst-case incident severity if the fail-close issue they
fixed had not been addressed and the dependency had failed
in production. 14% estimated the highest severity level
(L5, a major customer-facing outage) and 44% estimated
L4 (significant service degradation with direct customer
impact)—58% in all. The remainder estimated L3 (26%, major
internal impact) or L2 and below (16%, minor internal
impact). The violations RPCShield detects are therefore not



theoretical: the engineers closest to the code judge a majority
of them to be operationally dangerous.
How developers fix violations. We asked respondents
how they resolved the reported fail-close issue. The question
allowed multiple selections, so the figures below are shares
of respondents rather than a partition of them. 62% of
respondents applied a code fix; of those, 63% made the
dependency call fail-open (e.g., adding error handling with
a fallback), 19% deleted the offending code path entirely, and
15% re-architected the calling code. Among all respondents,
34% re-tiered the callee service to a higher priority so that
it would no longer be preempted and 20% requested a policy
exception, the two non-code resolutions.

These are respondent-level figureswithmultiple selections
allowed, so they neither partition nor line up with the
violation-level counts of Table 5: an engineer who resolved
several violations counts once here, the survey covers only
tickets closed in 2024–2025, and it reached only engineers
who had already resolved one—leaving Table 5’s deferred
and unattributed categories with no counterpart. Counted
per violation rather than per engineer, re-tiering is the more
common outcome.

Free-text responses revealed additional resolution patterns.
Several respondents reported fixes that went beyond the
immediate error-handling code: one team “split services to
not mix tier-2 and tier-3 functionality,” addressing the root
cause rather than patching the symptom. Another noted that
“other thanmaking it fail-open we had to add a timeout to make
sure the call didn’t consume deadline budget making other
subsequent calls to fail,” illustrating how a RPCShield report
can surface multiple latent issues. One respondent flagged
that the violation arose from a configuration error (“staging
metrics were wrongly emitted with production tags” ) rather
than a code defect. Another pointed out a granularity mis-
match: “we fail-close on a request level but fail-open on the user
flow level,” indicating that the per-requestmodel (§3) does not
capture all the ways operators reason about failure impact.
Time to fix.We asked respondents how long it took them
to fix a fail-close violation, from root-causing to deployment.
72% reported five days or fewer (21% under one day, 26% in
1–2 days, 30% in 2–5 days), while 17% took 5–15 days and 13%
took more than 15 days. Active fix effort is thus far shorter
than the 60-day median ticket lifetime of §6.3: roughly 55 of
those days are backlog wait, with the ticket open until a team
schedules it behind competing priorities. The fix is rarely the
bottleneck; the queue is.

7 Discussion and Lessons
We highlight several observations from building and
deploying RPCShield.

Formalizing theproperty.The formalization of fail-close
took us three attempts. An early version quantified over
service pairs and could not name a call site, and a later one

blamed every failing RPC. Counterfactual reasoning is what
made the third attempt work. Formalizing the property
helped us finalize the tool’s requirements, and it replaced two
ad-hoc suppression rules in the Go analyzer. The model re-
mains an idealization, assuming deterministic execution and
errors that stay in returned values, and the implementation
departs from it where the codebase demands (§4.1).

Where themodel’s ordering rule does not apply. Con-
dition D2.2 of Definition D2 requires the RPC under test to be
the last failure in the trace. That requirement is what lets the
model blame the fallback rather than the primary (§3.3), but
it presumes the failures are causally ordered, and one pattern
violates that presumption. Consider a conjunctive check, in
which the endpoint issues twoRPCs, then conjoins their error
checks and fails only if both fail. Ourmodel would blame only
the last of the failures but miss the other one, whose failure is
necessary for the final outcome. Because neither failure can
be isolated as the cause, the definition falls back on program
order to settle the blame. Appendix A works through this
example. The implementation departs from the definition
here by design: when the returned error is data-dependent on
several RPC errors it attributes every contributor (§4.5), and
it applies the ordering rule only in the fallback shape, where
the return is control-dependent on a single RPC’s error check.
Per-service findings are not chained. fail-close paths

compose in principle: if 𝐴 is fail-close on an endpoint of 𝐵
that is itself fail-close on 𝐶 , then a failure of 𝐶 can surface
at 𝐴. Establishing such a chain accurately requires more
than simply stitching the two reports, since each hop is
witnessed by a particular request and code path, and the
per-service analyses do not guarantee that the request 𝐴
issues to 𝐵 drives 𝐵 down its witnessing path. RPCShield
therefore reports each hop separately. In practice, chaining
is less of a problem than it may appear because propagation
along a chain requires every hop to be fail-close, so resolving
fail-close on any one hop breaks the chain.
Actionable output determines adoption. The most

precise analysis is useless if developers cannot act on its
reports. Early versions of the tool produced reports that
identified a fail-close violation but did not include the full
call path. Adoption was low. Once we added per-function,
per-call-site annotations to the reports (including links to
the relevant source lines in the code browser), developer
engagement increased and ticket resolution times dropped.
Incident reduction. A retrospective of production

incidents from 2020 to 2023 attributes 43 highest-severity,
customer-facing outages to fail-close dependencies— roughly
ten a year. In 2025, after more than a year of RPCShield
deployment, no production incident was attributed to
a cross-tier fail-close violation. This is correlation, not
causation: the tiering policy and the re-tiering it prompted
landed over the same period, alongside other reliability work.
Still, a category that had recurred annually, at measurable



monetary and user-experience cost, has stopped— consistent
with the latent dependencies having been removed.

Other forms of criticality inversion. A fail-close
dependency is only one way in which a critical service can be
harmed by a less critical one. A callee that stays available but
misses its latency target can also push a caller past its SLO, and
pressure can travel in the opposite direction, with a low-tier
caller exhausting a high-tier callee’s capacity or rate-limit
quota. Both are criticality inversions that are invisible
in the error-propagation structure RPCShield analyzes;
detecting them would require reasoning about latency
and request volume. The classification itself does transfer,
however: a separate effort at Uber now uses RPCShield’s
fail-close/fail-open edge labels to enforce retry policies.

8 RelatedWork
Cascading failure detection and prevention. Tang et
al. [40] study cross-system interaction failures at Google,
Azure, and AWS, finding that unhandled error propagation
across component boundaries is a leading cause of production
incidents. This is precisely the class of bug RPCShield targets.
Huang et al. [20] characterize gray failures that escape de-
tection during normal operation, a property shared by latent
fail-close dependencies. Zhai et al. [52] prevent correlated fail-
ures triggered by service updates, a complementary concern
to the dependency-safety violations RPCShield detects in
code. LDFI [3] uses lineage-driven fault injection to findmini-
mal failure scenarios in distributed systems; Jepsen [23] tests
databases under partition and crash faults; CrashTuner [28]
exposes crash-recovery bugs. These tools inject faults and ob-
serve behavior at the system level, while RPCShield analyzes
source code statically. The approaches are complementary:
fault injection validates behavior under real failures; static
analysis identifies risks without requiring execution.
Microservice dependency analysis. Seer [15] and

Sage [14] use machine learning over distributed traces to di-
agnose performance anomalies in microservice deployments.
CRISP [54] performs critical-path analysis across microser-
vice architectures to attribute latency. Lee et al. [24] present
the first large-scale empirical study of error propagation pat-
terns in microservices, characterizing how errors flow across
service boundaries. RPCShield differs from this body ofwork
in targeting fail-close violations statically, before deployment.
Distributed-system checking and debugging. Nu-

merous tools analyze distributed systems [27, 41, 50, 51],
checking system-wide behavior against a model of the
deployment or against the deployment itself. Micans [53]
proposes pointer analysis for microservices, but does not
target fail-close violations. RPCShield decides its property
from a single service’s source, which is what allows it to scale
to thousands of services.

Error and exception handling analysis.A line of static
analysis work tracks error propagation in C programs [18, 36,

49], checking that error codes returned from functions are not
incorrectly overwritten or ignored. In contrast, RPCShield
flags errors that propagate from an RPC outbound. Other
systems focus on inferring and fixing error-handling bugs in
C programs [11, 21, 26, 44]. Robillard and Murphy [35] and
Sinha and Harrold [39] analyze exception flow in Java pro-
grams, and RPCShield’s search for exceptions that escape a
microservice’s handler is a close relative. The difference is the
question being decided: these analyses ask whether an error
can reach a program point, whereas RPCShield askswhether
the endpoint’s failure is caused by the RPC’s failure (§3.3).
Hyperscale reliability. CAPA [25] enforces a low-

dependency requirement for Google’s software-defined
network. Bansal et al. [7] describe Uber’s differentiated
failover architecture that is built on RPCShield: eliminating
cross-tier fail-close dependencies is what makes preemption
of non-critical services safe, and RPCShield is the static
analysis layer of the pipeline that finds them. Defcon [30] and
Phoenix [2] address runtime overload via feature degradation
and container shedding, rather than the pre-deployment
analysis RPCShield provides.

9 Conclusions
Error propagation across service boundaries causes cascad-
ing failures in microservice architectures. We presented a
counterfactual formalization of the fail-close property that
captures when a dependency failure causes a service to
fail its own callers, and admits a static over-approximation
through per-service error-flow analysis. We implemented
this analysis in RPCShield for Go and Java, addressing the
engineering challenges of async control flow, dependency
injection, lambda expressions, and multiple RPC protocols
across two large monorepos. Deployed across over 6K
microservices, RPCShield has detected over 3,800 fail-close
violations with a 5% false positive rate. Service owners
have remediated more than 1,300 of these violations, and a
majority of surveyed developers believe their fix prevented
a significant production incident.
In 2025, no production incident was attributed to a cross-

tier fail-close violation—a class of failure that had recurred
roughly ten times a year before RPCShield. The resulting
code-level dependency safety assurance let Uber reclaim over
1M CPU cores by oversubscribing low-criticality services
onto spare capacity, without sacrificing the availability of
critical services [7]. Future work will extend RPCShield
to other inter-service reliability and efficiency problems,
including the latency and capacity inversions that its
error-propagation view does not capture (§7).
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Note: appendices have not been peer-reviewed
A Worked Fail-Close Judgments
This appendix connects the behavioral definition of fail-close
to the error-propagation patterns encountered in production
services. We first apply the definition to three canonical
causal patterns, then explain how RPCShield turns be-
havioral causation into actionable source-level attribution.
Appendices B and C ground that reasoning in production Go
and Java code. Throughout, an RPC event has outcome failure
exactlywhen the call returns a non-nil error (Go) or throws an
exception (Java). Note that appendices are not peer-reviewed.

A.1 Canonical Patterns
A.1.1 Reading the Judgments. Each judgment follows
the same four steps. We choose awitness execution in which
the RPC of interest fails; identify the resulting endpoint
response; apply the intervention of Definition D1, which
makes that RPC and all subsequent RPCs succeed; and
compare the two responses to obtain the verdict. The witness
must also satisfy the last-failure condition of Definition D2:
every RPC after the selected event succeeds.

A.1.2 Simple Propagation. Listing 4 shows a handler
that makes one RPC and returns its error directly.

Listing 4.Direct propagation of an RPC error to the handler’s
return.
1 func handler(req *Req) (*Resp , error) {
2 resp , err := downstreamRPC(req) // event i
3 if err != nil {
4 return nil , err
5 }
6 return resp , nil
7 }

Witness. Let downstreamRPC fail. The handler returns its
non-nil error, producing 𝜏 =⟨𝑒𝑖 ,Error⟩.
Intervention. Making 𝑒𝑖 succeed falsifies the guard

and the handler returns Ok; no later event exists, so the
last-failure condition holds vacuously.

Verdict. The endpoint is fail-close on downstreamRPC.

A.1.3 Disjunctive Checks. Listing 5 shows a handler that
returns an error when either RPC fails.
Listing 5. A disjunctive check that returns an error when
either RPC fails.
1 func handler(req *Req) (*Resp , error) {
2 r1, err1 := rpcA(req) // event i
3 r2, err2 := rpcB(req) // event j > i
4 if err1 != nil || err2 != nil {
5 return nil , ErrFailed
6 }
7 return merge(r1, r2), nil
8 }

Both calls are issued unconditionally, so every trace
contains events 𝑒𝑖 and 𝑒 𝑗 .

Case 1: rpcA.
Witness. Choose 𝑜𝑖 = failure and 𝑜 𝑗 = success. The first

disjunct is true, so the handler returns Error ; because the only
later event succeeds, the last-failure condition also holds.

Intervention. Intervening at 𝑖 makes both 𝑒𝑖 and every
subsequent event successful. Both errors are therefore nil,
the disjunction is false, and the handler returnsOk.

Verdict. The endpoint is fail-close on rpcA.
Case 2: rpcB.
Witness. Choose 𝑜𝑖 =success and 𝑜 𝑗 =failure. The second

disjunct is true, so the handler returns Error; because 𝑒 𝑗 is
the final event, the last-failure condition holds vacuously.
Intervention. Intervening at 𝑗 preserves the successful

prefix at 𝑒𝑖 and changes 𝑒 𝑗 to success. Both errors are nil, the
disjunction is false, and the handler returnsOk.

Verdict. The endpoint is fail-close on rpcB.
Thus each RPC can independently be the sole failure that

changes the endpoint response.

A.1.4 ConjunctiveChecks. Listing 6 shows a conjunctive
check that returns an error only when both RPCs fail.

Listing 6. A conjunctive check that returns an error only
when both RPCs fail.
1 func handler(req *Req) (*Resp , error) {
2 r1, err1 := rpcA(req) // event i
3 r2, err2 := rpcB(req) // event j > i
4 if err1 != nil && err2 != nil {
5 return nil , ErrBothFailed
6 }
7 return merge(r1, r2), nil
8 }

Both calls are unconditional.
Case 1: rpcA.
Witness. No valid witness exists. If 𝑒𝑖 and 𝑒 𝑗 both fail,

the endpoint returns Error but 𝑒𝑖 violates the last-failure
condition because the later event 𝑒 𝑗 also fails. If 𝑒 𝑗 succeeds,
the conjunction is false and the endpoint returnsOk.

Intervention.Not applicable.
Verdict. The endpoint is not fail-close on rpcA under

Definition D2.
Case 2: rpcB.
Witness. Let both calls fail, producing 𝜏 = ⟨𝑒𝑖 ,𝑒 𝑗 ,Error⟩.

The conjunction is true, and because 𝑒 𝑗 is the final event, the
last-failure condition holds vacuously.
Intervention. Intervening at 𝑗 changes err2 to nil while

preserving the failed prefix at 𝑒𝑖 . The conjunction becomes
false and the handler returnsOk.

Verdict. The endpoint is fail-close on rpcB.
Although both failures are necessary, their program order

is causally arbitrary; §A.2 explains how the static analysis
handles and reports such combined failures.

A.2 Realizing theModel in Static Analysis
Definition D2 is stated over concrete executions and a
counterfactual intervention on an oracle. RPCShield realizes
these conditions with a static analysis over each (function,
call-site) pair. For thewitness execution, the analysis assumes
that the selected RPC fails and subsequently reachable RPCs



succeed, then checks whether an error exit is reachable.
For the intervention, it assumes that the selected RPC
succeeds and checks that a successful exit becomes reachable.
Per-function summaries compose these local results along
an inbound-to-outbound call path (§4.5).
This realization also requires implementation choices

that have no direct syntactic counterpart in the model.
In particular, the analysis must preserve causation when
errors are transformed or combined, and recover causation
from control dependence when a function returns a freshly
constructed error. The following cases explain those choices.

A.2.1 Data Dependence for Error Provenance. When
code wraps, converts, or aggregates an RPC error, the
returned value is no longer identical to the value produced
at the call site. RPCShield models common program
constructs with standard data-flow transfer functions [22]
that propagate both the abstract error value and its RPC
provenance. Wrappers and converters preserve non-nilness
and transfer the input provenance to the result. The transfer
function for multierr.Append [46] is disjunctive: its result
is non-nil if either input is non-nil, and its provenance is the
union of the contributing inputs. Consequently, the analysis
preserves every RPC that may contribute to the aggregate.
This choice also determines what developers see in a report:
although the conjunctive judgment for Listing 6 selects
the later call as its formal last-failure witness, RPCShield
reports both necessary contributors rather than treating
their program order as causal priority (§7).

A.2.2 Control Dependence for Fresh Errors. When
code constructs a fresh error, no data-dependence path
connects that value to the RPC error. RPCShield therefore
realizes causation by walking outward through control
dependenceuntil it finds thenearest RPC-derived guard (§4.5).

Listing 7.A fresh error attributed to the nested fallback RPC
through control dependence.
1 func handler () (*S, error) {
2 r1, err1 := rpcA()
3 if err1 != nil {
4 r2, err2 := rpcB()
5 if err2 != nil {
6 return nil , ErrNotFound // fresh error
7 }
8 return r2, nil
9 }
10 return r1, nil
11 }

In Listing 7, the returned ErrNotFound is not data-derived
fromerr1orerr2. The return statement is control-dependent
on the nested condition err2 != nil. Walking the control-
dependence chain outward from the return statement, the
implementation stops at the first RPCnil-check itmeets, err2
!= nil. Since err2 originates from rpcB, the fresh error is
attributed to rpcB, not rpcA. The same guard is inverted for

the intervention analysis: when rpcB succeeds, err2 != nil
becomes false and the fresh-error return is no longer forced.
A.2.3 Skipping Non-RPC Conditions. Listing 8 illus-
trates why attribution must look past intervening conditions
that are unrelated to an RPC outcome.
Listing 8. Fresh-error attribution through nested RPC and
non-RPC guards.
1 func handler(mode string) (*S, error) {
2 r, err := rpcA()
3 if err != nil {
4 if mode == "strict" { // non -RPC condition
5 return nil , ErrStrictMode // fresh error
6 }
7 return nil , ErrLenient
8 }
9 return r, nil
10 }

The ErrStrictMode return is control-dependent on two
nested conditions: the innermost mode == "strict" (a string
comparison, not derived from any RPC) and the enclosing
err != nil (derived from rpcA). Stopping at the innermost
condition would lose the connection to the RPC. The imple-
mentation instead skips the string comparison and continues
outward to err != nil, attributing ErrStrictMode to rpcA.
ThusonlyanRPC-derivedguardcanestablish the source-level
link required by the witness and intervention analyses.

B Production Go Fail-Close Patterns
The following production cases are organized by the analysis
capability they exercise: preserving provenance through
error transformations, trackingdeferredpropagation through
loops, and attributing compound or freshly constructed
errors. Together they show how the canonical judgments
of Appendix A survive the control flow and error-handling
idioms found in deployed Go services. We mark the RPC site
of interest with a red right triangle ▶.

B.1 Error Transformation Across Calls
Wrapping, converting, or re-encoding an error changes
its representation but does not suppress the failure it
represents. The next three cases exercise increasingly
indirect transformations while preserving a data-dependence
chain from the marked RPC to the returned error.

B.1.1 Switch-Directed Wrapping. In Listing 9, every
arm selected by the YARPC status code—and the fall-through
taken when no case matches—returns a typed wrapper
derived from err. The branch structure changes the reported
error category, but no branch suppresses the RPC failure. Con-
sequently, a failing g.billingAccountsClient.Create
reaches the caller as a non-nil error and witnesses fail-close.
RPCShield correctly classifies this as fail-close.



1 // Create creates a new billing account
2 func (g *gateway) Create(ctx context.Context ,

request *CreateRequest) (* CreateResponse , error) {
3 ...
4 ▶ response , err := g.billingAccountsClient.Create(
5 ctx ,
6 createRequest ,
7 tenancy.ApplyCallOptionWithDefault

(ctx , g.config.DefaultTenancy),
8 )
9 if err != nil {
10 logger.Errorw("Failed to create

billing account", err , "request", request)
11
12 switch yarpcerrors.FromError(err).Code() {
13 case yarpcerrors.CodeAlreadyExists:
14 return nil , errors.WrapWithType

(errors.AlreadyExistsError , err).
15 WithField("request", request)
16 case yarpcerrors.CodeInvalidArgument:
17 return nil , errors.

WrapWithType(errors.InvalidParamError , err).
18 WithField("request", request)
19 case yarpcerrors.CodeDeadlineExceeded:
20 return nil , errors

.WrapWithType(errors.TimeoutError , err).
21 WithField("request", request)
22 }
23 return nil ,

errors.WrapWithType(errors.GatewayError , err).
24 WithField("request", request)
25 }
26 ...
27 }

Listing 9. Switch-directed wrapping of an RPC error.

B.1.2 Error Conversion. Listing 10 checks and returns
errCasted, not the original RPC result err. The conversion
through ToIDLServiceError nevertheless preserves prove-
nance: on the witnessing path, a non-nil RPC error produces
a non-nil IDL error that reaches the return. The endpoint is
therefore fail-close despite the intervening representation
change. RPCShield correctly classifies this as fail-close.

1 func (handler SomeHandler) Evaluater(
2 ctx thrift.Context ,
3 request *idl.Request ,
4 ) (_ *idl.EvaluationResponse , err error) {
5 ...
6 ▶ res , movementResults , err := handler.evaluation(ctx

,...)
7 errCasted := cuErrors.ToIDLServiceError(err)
8 if errCasted != nil {
9 return nil , errCasted
10 }
11 ...
12 return result , nil
13 }

Listing 10. Conversion to an IDL service error before
propagation.

B.1.3 NestedWrapping. Listing 11 carries the RPC error
through fmt.Sprintf and then status.Error. Following
both transformations connects the original non-nil error to
the returned gRPC status, yielding the same fail-close verdict.
RPCShield correctly classifies this as fail-close.

1 ...
2 ▶ response , err := h.controller.Create(ctx , ...)
3 if err != nil {
4 return nil , status.Error(codes.Internal

, fmt.Sprintf("failed to create diff: %v", err))
5 }
6 ...

Listing 11. Nested conversion through a formatted string
and gRPC status.

B.2 Deferred Propagation Through Loops
Loops separate the iteration that observes an RPC failure
from the return that exposes it. The relevant question is
whether some feasible execution retains an RPC-derived
non-nil error until a function exit.

B.2.1 First-Error Retention. For Listing 12, choose
an iteration where the result status denotes failure and
the RPC-derived err is non-nil. If firstError is still nil,
the guarded assignment stores that error. Later iterations
preserve that value because the firstError == nil guard
prevents replacement, and the function eventually returns it.
The retained value supplies awitness even though processing
continues after the failing iteration.

1 func (c *
controller) processAllEntities(ctx context.Context
, ...) ([] entity.EvaluationResult , bool , error) {

2
3 ...
4 for _, entity := range entities {
5 ▶ entityResult , err := c.processEntityBackfill(

thriftCtx , entity , ...)
6 if entityResult

.Status == constants.EntityStatusFailure {
7 anyFailure = true
8 if firstError == nil {
9 firstError = err
10 }
11 }
12 results = append(results , entityResult)
13 }
14
15 return results , anyFailure , firstError
16 }

Listing 12. Retention of the first RPC error across loop
iterations.

B.2.2 Conditional Aggregation. In Listing 13, each
failed fetch contributes to fetchErrors, but the aggregate
is exposed only if no successful result reaches allRuns. Each
application of multierr.Append uses the same disjunctive
transfer function, so fetchErrors becomes non-nil once
any iteration contributes a non-nil error and accumulates the
provenance of all such iterations. An all-fail execution leaves
allRuns empty and fetchErrors non-nil, satisfying the
return guard andwitnessing fail-close. Executions containing
a successful fetch may remain fail-open; the verdict records
the existence of the cascading path.



1
2 func (c *controller) fetchAndGroup(ctx

context.Context , ...) ([]* entity.Group , error) {
3 ...
4 var allRuns [] runsWithURI
5 var fetchErrors error
6 for uri := range uriSet {
7 ...
8 ▶ resp , err := c.gateway.FetchTestRunsWithFilters(

ctx , req)
9 if err != nil {
10 fetchErrors = multierr.Append

(fetchErrors , fmt.Errorf("...", uri , err))
11 continue
12 }
13 allRuns = append(allRuns , ...)
14 }
15 ...
16 // Return err if we couldn 't fetch any test
17 if len(allRuns) == 0 && fetchErrors != nil {
18 return nil , fetchErrors
19 }
20 return c.groupRunsByURI(allTestRuns), nil
21 }

Listing 13. Aggregated loop errors returned when every
fetch fails.

B.3 Compound and Control-Dependent Attribution
The final cases cannot be explained by a single direct value
flow. One combines errors from two RPCs; the other returns
a fresh error whose provenance exists only in the guard
controlling the return.

B.3.1 Conjunctive Guard with Disjunctive Aggre-
gation. Listing 14 contains two marked RPCs. The first
RPC can propagate independently through the early return,
whereas the combining block is reached only when both RPC
errors are non-nil.

Case 1: GetCurrentState.
Witness. Let GetCurrentState return a non-nil invalid-

argument error. The first guard is true, so the function returns
rolloutErr before invoking ListRunningGates. Because
no later RPC event occurs, the last-failure condition holds
vacuously.

Intervention. Make GetCurrentState succeed. The
early guard becomes false; with the subsequently invoked
ListRunningGates also succeeding, execution reaches the
final nil-error return.
Verdict. The endpoint is fail-close on GetCurrentState

through the early-return path.
Case 2: ListRunningGates.
Witness.LetGetCurrentState return anon-nil error that

does not satisfy the early guard, and let ListRunningGates
fail. Both operands of the conjunctive guard are then
non-nil, so the function returns their aggregate. Because
ListRunningGates is the final RPC event, the last-failure
condition holds vacuously.
Intervention. Preserve the failed GetCurrentState

prefix but make ListRunningGates succeed. Then cmiErr
is nil, the conjunctive guard is false, and execution reaches
the final nil-error return.

Verdict. The endpoint is fail-close on ListRunningGates.
Within the combiningblock,multierr.Append ismodeled

by a disjunctive transfer function: the aggregate is non-nil if

either operand is non-nil, and its provenance is the union of
both operands. The enclosing conjunctive guard establishes
that both operands contribute on this path, so RPCShield
retains both RPCs in the diagnostic as explained in §A.2.

1 func (m *manager) GetStatus(ctx context.Context
, ...) (*pb.RolloutStatus , []*pb.Gate , error) {

2 ▶ rollout , rolloutErr := m.GetCurrentState(ctx , ...)
3
4 if rolloutErr

!= nil && (yarpcerrors.IsInvalidArgument
(rolloutErr) || !rolloutID.IsFullyQualified ()) {

5 return nil , nil , rolloutErr
6 }
7
8 ▶ cmiResp , cmiErr := m.Inspector.ListRunningGates(ctx ,

...)
9 if cmiErr != nil && rolloutErr != nil {
10 multiErr := multierr.Append(rolloutErr , cmiErr)
11 return nil

, nil , shared.WrapAsYarpcError(multiErr , ...)
12 }
13 ...
14 return rollout , cmiResp , nil
15 }

Listing 14. A conjunctive guard followed by disjunctive
error aggregation.

B.3.2 Control-Derived Error. In Listing 15, the returned
NewInternalError is not data-derived from err. Its attribu-
tion instead follows control dependence: err != nil, derived
from the marked RPC, is the nearest RPC-based condition
that can force the return. A witness lets GetInfo fail; in
the corresponding intervention it succeeds and returns a
non-nil storedPm, falsifying both disjuncts and permitting
success. The marked RPC is therefore fail-close even though
the returned error has fresh identity.

1 ...
2 ▶ storedPm , err := a.engine.GetInfo(ctx , id)
3 if err != nil || storedPm == nil {
4 return nil , errors.NewInternalError("...")
5 }
6 ...

Listing 15.A fresh error controlled by an RPC-derived guard.

B.4 Takeaways
Across these cases, error representation, return location,
and object identity all change. The stable property is causal
propagation: wrapping and conversion preserve data
provenance, loop analysis identifies a feasible retained-error
path, aggregation preserves every contributing error, and
control dependence attributes fresh errors to the RPC guard
that makes them reachable.

C Production Java Fail-Close Patterns
The following production cases show how the canonical
judgments of Appendix A apply to Java’s exception seman-
tics. They exercise two capabilities of the Java analysis:
propagating an uncaught exception acrossmultiple functions
and preserving provenance when a caught exception is
wrapped in a different type. As in the Go appendix, we mark
each outbound RPC site of interest with a red right triangle▶.



C.1 Exception Propagation Across a Call Path
An exception need not be syntactically uncaught at the
inbound endpoint to be fail-close. What matters is whether
it reaches the endpoint’s error response rather than being
converted into a successful response.

1 // Inbound gRPC adapter
2 public void

get(DocReq req , StreamObserver <DocResp > obs) {
3 try {
4 obs.onNext(aggregator.fetch(req));
5 obs.onCompleted ();
6 } catch (Throwable e) {
7 obs.onError(e);
8 }
9 }
10
11 // Aggregator called by the adapter
12 public DocResp fetch(DocReq req) throws Throwable {
13 ▶ return provider.fetch(req);
14 }

Listing 16. Propagation from the marked outbound RPC
through the aggregator and inbound gRPC adapter.

Listing 16 shows the complete inbound-to-outbound
call path. The aggregator does not catch an exception from
provider.fetch. The inbound adapter does catch it, but
obs.onError exposes the exception as an error response;
this is propagation, not suppression.
Witness. Let the marked provider.fetch RPC throw

an exception. The exception exits the aggregator, reaches
the adapter’s catch block, and is passed to obs.onError,
producing an endpoint error. No later outbound RPC occurs,
so the last-failure condition holds vacuously.
Intervention. Make the marked RPC succeed. The

aggregator returns its response, after which the adapter
invokes obs.onNext and obs.onCompleted; the error path
is no longer taken.
Verdict. The endpoint is fail-close on provider.fetch.

Because the caller is Tier 1 and the callee is Tier 3, this
dependency also violates the tier policy.

C.1.1 Fail-Open Remediation. Listing 17 shows the de-
veloper’s remediation after RPCShield reported the violation.

1 public DocResp fetch(DocReq req) throws Throwable {
2 try {
3 ▶ return provider.fetch(req);
4 } catch (Exception e) {
5 return DocResp.getDefaultInstance ();
6 }
7 }

Listing 17. The developer’s fail-open remediation using a
default response.

For exceptions caught by this handler, the marked RPC
can fail while the method returns a normal default value.
The RPC failure therefore no longer forces an endpoint error,
making the dependency fail-open on that path.

C.2 Exception Type Transformation
Listing 18 illustrates why the presence of a catch block does
not by itself imply suppression.

1 try {
2 CacheBlockingStub client = newClient(host);
3▶ ProfileResponse resp = client.getProfile(req);
4 return resp;
5 } catch (StatusRuntimeException e) {
6 throw new GatewayError(
7 e.getMessage (), e, mapStatus(e.getStatus ()));
8 } catch (Exception e) {
9 throw new GatewayError(
10 e.getMessage (), e, GatewayError.Type.UNKNOWN);
11 }

Listing 18. Exception wrapping at an outbound RPC site
preserves fail-close behavior.

Witness. Let the marked gRPC call throw
StatusRuntimeException. The first catch block constructs
and throwsGatewayError, so an exception still exits the func-
tion and reaches the endpoint’s error path. The generic catch
block behaves analogously for other Exception subtypes.
Intervention. Let client construction succeed and make

the marked RPC return normally. Execution then returns
resp from the try block without entering either catch block.

Verdict. The endpoint is fail-close on getProfile despite
the change in exception type.

The Java analysis realizes this judgment with per-function
exception summaries (§5.2). For a caught exception
type 𝐸 that is re-thrown as 𝐹 , the summary records the
transformation 𝐸 → 𝐹 rather than removing 𝐸 from the
outgoing exception set. The wrapping constructor preserves
attribution through its cause argument, while the normal
return under the intervention establishes causation.

C.3 Takeaways
Java catch blocks have two distinct meanings for fail-close
analysis. A catch that returns a normal fallback suppresses
the RPC exception and can establish fail-open behavior; a
catch that re-throws, even under a different type, preserves
fail-close behavior. Across both Java patterns, RPCShield
applies the same causal test used for Go: an RPC failure must
reach an endpoint error, and making that RPC succeed must
permit a successful response.

D Go
Concurrency and Call Graph Enrichment

This section explains the Go-specific call-graph enrichment
thatmakes errors produced inside goroutines visible to the or-
dinary error-flow analysis (§4.5). Standard RTA records a gor-
outine launch as a spawn edgewith no return semantics. RPC-
Shield therefore identifies the asynchronousoperation’swait
point (§3.1)—the sitewhere the enclosing functionobserves its
outcome—and reconnects the task’s outbound segment there.
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Figure 5. cff.Flow enrichment. Before enrichment, error
flow exists within each closure but cannot cross a dotted
spawn edge. Enrichment replaces the CFF scaffolding with
call edges from the wait-point site to both closures; red
arrows show the error paths that the existing summaries can
then compose.

Twomechanisms cover the production idioms below. For
cff.Flow, cff.Parallel, and errgroup, the outcome is
returned by a framework wait point; enrichment replaces
framework and registration plumbing with synthetic call
edges from that wait-point site to the task closures. For raw
go statements, the spawn edge remains for reachability and
a modeled transfer edge carries the error from a channel
send or shared-variable store to its corresponding receive
or load. In the diagrams, black and dotted edges belong to
the call graph, blue edges are modeled data transfers, and red
arrows only illustrate error flow that Phase 3 can trace after
enrichment. As in the preceding Go appendix, red triangles
mark outbound RPC sites in code listings.

D.1 Return-ValueWait Points
When a framework call returns task errors, its call site can
serve as an ordinary interprocedural summary point. The
enrichment anchors task closures at that site and removes
the intervening asynchronous scaffolding.

D.1.1 cff.Flow: Multiple Tasks. CFF [47] is a task-
parallel library that generates glue code from an embedded
Go DSL. Tasks registered through cff.Task execute
concurrently, while the cff.Flow call synchronously returns
a non-nil task error, if any.

1 func handler(ctx context.Context) (*Response , error) {
2 var a, b *Response
3 err := cff.Flow(ctx ,
4 cff.Task(func() (*Response , error) {
5 ▶ return rpcA()
6 }),
7 cff.Task(func() (*Response , error) {
8 ▶ return rpcB()
9 }),
10 cff.Results (&a, &b),
11 )
12 return merge(a, b), err
13 }

Listing 19.A cff.Flowwait point returning an error from
either RPC task.

Listing 19 registers two independent RPC tasks and
binds both outputs through cff.Results. The cff.Flow
invocation is the wait point because it returns the task
error to handler. In Figure 5, generated CFF scaffolding
is abstracted as the cff.Flow node. Enrichment removes
that node and anchors direct call edges to both closures at
the original cff.Flow call site, allowing existing function
summaries to compose from each RPC back to the handler.
Verdict. RPCShield classifies both rpcA and rpcB as

fail-close. For either RPC, choose a witness in which the
selected RPC fails and the other succeeds. The relative
execution order is immaterial: the successful task contributes
no error, while the selected error flows without suppression
from its closure through the cff.Flow wait point to the
handler’s return. Under the intervention, the selected RPC
also succeeds, so both tasks succeed, cff.Flow returns nil,
and the handler can return successfully.
D.1.2 cff.Parallel: Slice Iteration. cff.Parallel
is a variant of cff.Flow that applies the same lambda
function to each element of a slice concurrently. It uses
bounded parallelism and, by default, returns the first non-nil
invocation error.

1 func handler(ctx Context , ids [] string) error {
2 return cff.Parallel(ctx ,
3 cff.Slice(func(id string) error {
4 ▶ _, err := rpcFetchData(id)
5 return err
6 }, ids),
7 )
8 }

Listing 20. A cff.Parallelwait point returning an error
from a slice task.

Listing20differs fromListing19only inclosuremultiplicity:
one closure is reused across slice elements rather than regis-
tering distinct task closures. Figure 6 makes this one-closure
rewrite explicit. As in Figure 5, enrichment removes CFF scaf-
folding and anchors the closure at the framework wait point.

Verdict. RPCShield classifies the marked rpcFetchData
call site as fail-close. A witness lets one slice invocation fail
while the remaining invocations succeed; its non-nil error
flows from the reused closure through the cff.Parallel
wait point to the handler. When all invocations succeed
under the intervention, cff.Parallel returns nil.

D.1.3 errgroup: Separate Registration andWait. The
errgroup [42] pattern coordinates goroutines through
explicit registration via Go() calls and a blocking Wait()
call that serves as the wait point. Unlike CFF, where the
framework call both spawns tasks and waits for completion,
errgroup separates registration from the wait point.
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Figure 7. errgroup enrichment. Before enrichment, Go
registration reaches the closures only through spawn edges.
Enrichment removes registration plumbing and adds call
edges from the Wait site to both closures, making their error
summaries available at the wait point.
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Figure 6. cff.Parallel enrichment. Before enrichment,
repeated invocations share one closure reached through a
spawn edge. Enrichment replaces the CFF node with a call
edge from the cff.Parallelwait-point site to that closure,
enabling its error summary to compose back to the handler.

1 func handler () (*Response , error) {
2 g := errgroup.Group{}
3 g.Go(func() error {
4 ▶ _, err := rpcA()
5 return err
6 })
7 g.Go(func() error {
8 ▶ _, err := rpcB()
9 return err
10 })
11 err := g.Wait()
12 return &Response{}, err
13 }

Listing 21. An errgroup.Wait point returning the first
recorded task error.

In Listing 21, Go registers two closures, while Wait blocks
until completion and returns the first recorded non-nil error.
Figure 7 shows the pattern-specific rewrite: registration
plumbing is removed and both closures are anchored at the
Wait call site. The analyzer can then compose each closure’s
summary into the value returned by Wait.

Verdict. RPCShield classifies both rpcA and rpcB as
fail-close. For either RPC, a witness lets the selected task
fail while the other succeeds, so Wait returns the selected
error and the handler propagates it unchanged. When both
tasks succeed under the intervention, Wait returns nil and
the handler can succeed.

D.2 Transfer-EdgeWait Points
Raw go statements do not expose a framework return value.
Instead, theanalysis retains the spawnedgeandmodels theop-
eration that transfers an error back to the enclosing function.

D.2.1 Error Channels. Raw go statements spawn
goroutines that communicate errors through channels. The
caller blocks on a channel receive operation, which is the
wait point where the goroutine’s error is collected.

1 func handler () (*Response , error) {
2 errChan := make(chan error , 1)
3 go func() {
4 ▶ _, err := rpcFetchData ()
5 errChan <- err // send error to channel
6 }()
7 err := <-errChan // receive error from channel
8 return &Response{}, err
9 }

Listing 22. A channel receive serving as the wait point for
a raw goroutine.

In Listing 22, the receive from errChan is the wait point.
RTA reaches the closure through the dotted spawn edge but
does not connect the closure’s send to the handler’s receive.
Figure 8 shows the additional modeled transfer edge. Unlike
the synthetic call edges used for framework wait points, this
blue edge represents data movement from errChan <- err
to <-errChan; the spawn edge remains unchanged.

Verdict. RPCShield classifies rpcFetchData as fail-close.
In thewitness, its non-nil error flows from the closure through
the channel send, across the modeled transfer edge to the
receive wait point, and then to the handler’s return without
suppression. Under the intervention, the RPC sends nil, the
receive yields nil, and the handler can return successfully.
The blue edge summarizes the channel’s data transfer

rather than adding a call or control-flow relation. It carries
the provenance of the rpcFetchData error from the send to
thewait-point receive, where the ordinary function summary
can continue tracking it.

D.2.2 Shared Error Variables. Some production gorou-
tines publish an error through a captured variable rather
than a channel. The same abstraction applies: the spawn edge
provides reachability, while a modeled transfer edge carries
error provenance from the task’s write to the synchronized
read that serves as the wait point.

D.3 Takeaways
Concurrency enrichment does not introduce a separate def-
inition of fail-close or a separate error analysis. It restores the
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Figure 8. Channel enrichment for a raw go spawn. The
spawn edge provides reachability in both graphs. Enrichment
adds only the blue send-to-receive transfer edge, making the
RPC-derived error available at the handler’s wait point.

interprocedural path that ordinary call graphs omit: synthetic
call edges handle framework-returned outcomes, while trans-
fer edges handle values communicated through channels
or shared state. Once an RPC-derived error reaches the wait
point, the same witness, attribution, and intervention checks
used for synchronous code determine the verdict. Thus,
each example is fail-close only when the enclosing function
returns the recovered task error without suppressing it.

E Additional Evaluation Results
This appendix supplements the main evaluation with
a condition-by-condition breakdown of the Go intra-
procedural analysis sampled over a subset of 250 services.

E.1 Intra-Procedural Classification Funnel
RPCShield analyzes 13,811 unique (function, call-site) pairs
and caches each result for reuse across interprocedural paths.
These pairs induce 15,274 intra-procedural paths from the
selected call site to a function exit. Each path is tested against
the witness, attribution, and intervention requirements;
path results are then aggregated into one verdict per call site.
Figure 9 summarizes this funnel.

Figure 9. Go intra-procedural classification funnel. From
13,811 unique (function, call-site) pairs, RPCShield enu-
merates 15,274 exit paths. Non-suppression and attribution
retain 12,467 candidate witnesses; intervention retains 12,465.
Aggregating those paths yields 12,465 fail-close call sites.

E.1.1 Witness: Non-Suppression. The first check asks
whether the path can carry a failed RPC outcome to an
error exit (𝜌 = Error), as required by condition D1.2 of
Definition D1. Of 15,274 control-flow paths analyzed, 13,586
(88.9%) preserved the error, while 1,688 (11.1%) suppressed
it by reassigning to nil or wrapping in success responses.
Suppressing paths advance no further in the funnel. Because
one call site may have several paths, however, rejection of
one path does not determine the call-site verdict.

E.1.2 Attribution: Linking the Error to the RPC.
Returning an error is insufficient unless that error is
attributable to the selected outbound call (§4.5). Of the 13,586
paths that preserved an error, 12,467 (91.8%) attributed it
to the outbound call and 1,119 (8.2%) did not, the latter
returning an error that originated elsewhere. Direct data
dependence accounts for 11,810 passing paths. Control
dependence accounts for another 657 paths by linking a
freshly constructed return error to an RPC-derived guard.

E.1.3 Counterfactual Intervention. The inverse check
asks whether changing the selected RPC outcome to success
permits a non-error return, operationalizing condition D1.3
of Definition D1. Of the 12,467 paths that passed the witness
and attribution checks, 12,465 passed the inverse check,
confirming the outbound call controls the outcome. Only
2 paths failed because their functions returned errors
independently of the selected RPC outcome.

E.1.4 From Paths to Call-Site Verdicts. A path rejected
by any check is not a fail-close witness; it is not, by itself,
evidence that the call site is fail-open. A call site is fail-close
if at least one constituent path satisfies all conditions in
Definition D2. Combining all checks yields 12,465 (90.3%)
fail-close call sites and 1,323 (9.6%) fail-open call sites.
The remaining 23 call sites receive no verdict. Within the
analyzed RPC call sites, the 90.3% fail-close rate shows that
unsuppressed error propagation is the dominant behavior.

F Commit-Time Detection Over Time
The deployment results in §6.3 report aggregate commit-time
outcomes. Figure 10 adds the temporal view, showing that
new fail-close issues are detected throughout the observation
period rather than in a single rollout spike.
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Figure 10.Weekly fail-close issues reported by commit-time
analysis (Oct 2025 – Mar 2026). Dashed lines mark the
median (10 per week), ninetieth percentile (32), and observed
maximum (54).

These recurring reports demonstrate that commit-time
analysis continuously exposes new cascading-failure risks
while developers still have the code change in review.
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