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Ankur’s talk on model stealing

API access

Solve Navier-Stokes problem. I’ll interpret this as the three-
dimensional Navier–Stokes 
existence and smoothness 

problem … 



but, reasoning trace is hidden from us

API access

Solve Navier-Stokes problem.

I’ll 
interpret 
this as … 

Reasoning trace …

I’ll interpret this as the three-
dimensional Navier–Stokes… 



Because they don’t want to keep your history

API access

Solve Navier-Stokes problem.

I’ll 
interpret 
this as … 

Reasoning trace …

I’ll interpret 
this as… 

?????????????





Stealing encrypted reasoning



This is a real threat

5/29/2026
Matthew Green (JHU) publicly  
shared that the vulnerability

Anthropic fully resolves

7/24 7/28
15,000 users 
launching attacks  
on Claude

8/10
The paper shows up on arXiv



Data mixture inference attack using tokenizers



Jimmy’s talk on role of humans
in the frontier loop

Do we have large human datasets

Do we have compute and infra

Methods to 
consume data



Data is the most important ingredient in frontier LMs

1. Data Curation
The most critical part in building  
the next frontier model



Data is the most important ingredient in frontier LMs

1. Data Curation 2. Data Mixing

Wikipedia Python

Diverse sources of data, how do we decide what proportion to mix?

MathReddit Text books FrenchWeb text



Data is the most important ingredient in frontier models

1. Data Curation 2. Data Mixing

Wikipedia Python

Diverse sources of data, how do we decide what proportion to mix?

MathReddit Text books FrenchWeb text

Data mixture Model training pipeline
20%

9% 7% 10% 2% 5% 6%



Data is the most important ingredient in frontier models
data 
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data 
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data 

mixture
data 
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mixture
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data 
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data 

mixture

inspired by HyperBand: Lisha Li, Kevin Jamieson, Giulia DeSalvo, Afshin Rostamizadeh, Ameet Talwalkar
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Data is the most important ingredient in frontier models
data 
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Frontier labs discover the optimal recipe, 
through this very expensive process 



Can we reverse engineer the data mixture?



Tokens are sequences of characters used by LMs to understand text

By the way,

[3100, 248, 711, 11]

encode

[292, 651]LM
decode

 I am
Prompt or Context

sequence of tokens



Another attack surface in frontier LLMs

What we want! We have chat/API access



Membership inference / data reconstruction

Nasr et. al. (2023) "Scalable Extraction of Training Data from Aligned, Production Language Models"



Another attack surface in frontier LLMs

Tokenizer
1 _T
2 _Th
3 _The
4 _t
5 _to
6 _o
7 _of

200,000 SolidGoldMagikarp

What we want! We have chat/API access



Byte Pair Encoding (BPE)

Sennrich, Haddow, Birch, “Neural Machine Translation of Rare Words with Subword Units”, ACL 2016 
Radford et al., “Language Models are Unsupervised Multitask Learners”, 2019

• Universal method for learning tokenizers today


• Used by every frontier lab including OpenAI and Anthropic

BPE

Tokenizer
1 _T
2 _Th
3 _The
4 _t
5 _to
6 _o
7 _of

200,000 SolidGoldMagikarp















































What can we learn about the (tokenizer) training data from the merge list? 















More formally,

















Formally,





Find feasible solution in an LP:  
     can we find  satisfying all the linear constraints? ⃗α

1-bit compressed sensing*:     C ⃗α ≤ 0⃗ subject to  ⃗α ∈ Δn

*1-Bit Compressive Sensing, Petros T. Boufounos, Richard G. Baraniuk, CISS, 2008















What did we find out?

116 Categories: different natural languages, code, and 4 English domains

























Data mixture inference Tokenizer
1 _T
2 _Th
3 _The
4 _t
5 _to
6 _o
7 _of

200,000 SolidGoldMagikarp
What we want! We have chat/API access



Warning…

• Pretraining data and tokenizer training data are close but not the same. 


• OpenAI has released 66 models since they last updated their tokenizer.



Question?


