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What can go wrong when training on shared data?
Increasingly more models are being trained on shared data
Sensitive information should not be revealed by the trained model
Membership inference attacks can identify individual’s sensitive data
used in the training

∗

Potential defense: Differentially Private Stochastic Gradient Descent†

when computing the average of the gradients in the mini-batch,
use differentially private mean estimation

∗[Carlini et al.,2020]
†[Chaudhuri,Monteleoni,Sarwate,2011], [Abadi et al.,2016]
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What can go wrong when training on shared data?

When training on shared data, not all participants are trusted

Malicious users can easily inject corrupted data

Data poisoning attacks can create backdoors on the trained model
such that any sample with the trigger will be predicts as ‘deer’
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yi = ‘deer’

Strong defense: Robust estimation∗

Insight: successful backdoor attacks leave a path of activations in the
trained model that are triggered only by the corrupted samples

∗[Hayase,Kong,Somani,O.,2021,ICML] inspired by [Tran,Li,Madry,2018]
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Middle layer of a model trained with corrupted data
All samples with label ‘deer’: CLEAN and POISONED
Top-6 PCA projection of node activations at a middle layer
Can we separate POISONED from CLEAN?

After whitening with
the covariance of CLEAN
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Middle layer of a model trained with corrupted data
All samples with label ‘deer’: CLEAN and POISONED
Top-6 PCA projection of node activations at a middle layer
Can we separate POISONED from CLEAN?

After whitening with
estimated robust mean and covariance
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SPECTRE: Defense against backdoor attacks
[Hayase,Somani,Kong,O.,2021,ICML]‡

← No defense

↓
Retrained on filtered data

‡https://github.com/SewoongLab/backdoor-suite
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We need privacy and robustness, simultaneously

When learning from shared data
I Differential privacy is crucial in defending against inference attacks
I Robust estimation is crucial in defending against data poisoning attacks

Critical components are mean/covariance estimation
I DP-SGD relies on DP mean estimation
I Backdoor defense relies on robust mean/covariance estimation

We provide the first efficient estimators that are provably differentially
private and robust against data corruption
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Statistical estimation, robustly and privately

Statistics

⇒ Robust estimation⇒ Robust and private estimation

<latexit sha1_base64="p6B0x9V/TUcjrOHmHl0xYNWFw3w=">AAAB73icbVBNS8NAEJ3Ur1q/qh69BIvgqSSi6LHoxWMFWwttKJvtpF262cTdiVBK/4QXD4p49e9489+4bXPQ1gcDj/dmmJkXplIY8rxvp7Cyura+UdwsbW3v7O6V9w+aJsk0xwZPZKJbITMohcIGCZLYSjWyOJT4EA5vpv7DE2ojEnVPoxSDmPWViARnZKVWvduhARLrlite1ZvBXSZ+TiqQo94tf3V6Cc9iVMQlM6bteykFY6ZJcImTUiczmDI+ZH1sW6pYjCYYz+6duCdW6blRom0pcmfq74kxi40ZxaHtjBkNzKI3Ff/z2hlFV8FYqDQjVHy+KMqkS4k7fd7tCY2c5MgSxrWwt7p8wDTjZCMq2RD8xZeXSfOs6l9UvbvzSu06j6MIR3AMp+DDJdTgFurQAA4SnuEV3pxH58V5dz7mrQUnnzmEP3A+fwD83I/v</latexit>
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<latexit sha1_base64="s79gnSyFpVY0IGu/cQCGpxdGcWk=">AAAB/HicbVDLSsNAFJ3UV62vaJduBlvBVUkKosuiLlxWtA9oQ5hMJu3QyUyYmQgh1F9x40IRt36IO//GaZuFth64cDjnXu69J0gYVdpxvq3S2vrG5lZ5u7Kzu7d/YB8edZVIJSYdLJiQ/QApwignHU01I/1EEhQHjPSCyfXM7z0SqajgDzpLiBejEacRxUgbyberN0gjWL/386GM4UiIcFr37ZrTcOaAq8QtSA0UaPv21zAUOI0J15ghpQauk2gvR1JTzMi0MkwVSRCeoBEZGMpRTJSXz4+fwlOjhDAS0hTXcK7+nshRrFQWB6YzRnqslr2Z+J83SHV06eWUJ6kmHC8WRSmDWsBZEjCkkmDNMkMQltTcCvEYSYS1yatiQnCXX14l3WbDPW84d81a66qIowyOwQk4Ay64AC1wC9qgAzDIwDN4BW/Wk/VivVsfi9aSVcxUwR9Ynz9u1JP7</latexit>

Data Sgood

<latexit sha1_base64="Ggea8LW/fCiayIpan6VK1qqLI2o=">AAAB8XicbVDLSgNBEOyNrxhfUY9eBoPgKewGRI9BETxGMA9MljA7mU2GzM4uM71CWPIXXjwo4tW/8ebfOEn2oIl1Kqq66eoKEikMuu63U1hb39jcKm6Xdnb39g/Kh0ctE6ea8SaLZaw7ATVcCsWbKFDyTqI5jQLJ28H4Zua3n7g2IlYPOEm4H9GhEqFgFK30eGtQRBRjTfrlilt15yCrxMtJBXI0+uWv3iBmacQVMkmN6Xpugn5GNQom+bTUSw1PKBvTIe9aqmjEjZ/NE0/JmVUGJLR3w1ghmau/NzIaGTOJAjtp443MsjcT//O6KYZXfiZUkiJXbHEoTCXBmMzeJwOhOUM5sYQyLWxWwkZUU4a2pJItwVt+eZW0alXvoure1yr167yOIpzAKZyDB5dQhztoQBMYKHiGV3hzjPPivDsfi9GCk+8cwx84nz9jGJC4</latexit>

Estimator
<latexit sha1_base64="+C1ZSs3oVH6o7oZL5VG7anjL/yc=">AAAB83icbVBNS8NAEN3Ur1q/qh69LBbBU0lE0WPRi8cK9gOaUDbbSbt0swm7E6GE/g0vHhTx6p/x5r9x2+agrQ8GHu/NMDMvTKUw6LrfTmltfWNzq7xd2dnd2z+oHh61TZJpDi2eyER3Q2ZACgUtFCihm2pgcSihE47vZn7nCbQRiXrESQpBzIZKRIIztJLvjxjmPo4A2bRfrbl1dw66SryC1EiBZr/65Q8SnsWgkEtmTM9zUwxyplFwCdOKnxlIGR+zIfQsVSwGE+Tzm6f0zCoDGiXalkI6V39P5Cw2ZhKHtjNmODLL3kz8z+tlGN0EuVBphqD4YlGUSYoJnQVAB0IDRzmxhHEt7K2Uj5hmHG1MFRuCt/zyKmlf1L2ruvtwWWvcFnGUyQk5JefEI9ekQe5Jk7QIJyl5Jq/kzcmcF+fd+Vi0lpxi5pj8gfP5A3vmkfk=</latexit>
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<latexit sha1_base64="THm3K0JPz0XHNkVtij8vMClvo38="></latexit>
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This talk focuses on mean estimation

Q. What is the extra cost (in the estimation error) we pay for
{Robustness, Privacy, and Robustness+Privacy}
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Statistical estimation, robustly and privately

Statistics⇒ Robust estimation

⇒ Robust and private estimation
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<latexit sha1_base64="2QmO0SFdsjq5R81SQoU6RuypG4c=">AAACOXicfVDLSgMxFM34tr6qLt0MFsFVmRFFlz42LivYBzSlZNI7bTCTGZI7Qhnmt9z4F+4ENy4UcesPmLaz0Fa8EDg5556b3BMkUhj0vGdnbn5hcWl5ZbW0tr6xuVXe3mmYONUc6jyWsW4FzIAUCuooUEIr0cCiQEIzuLsa6c170EbE6haHCXQi1lciFJyhpbrlGpUQIs1pAH2hMqY1G+YZz2kyYArjKLvIKf3nAqpXmKgW/QFWu+WKV/XG5c4CvwAVUlStW36ivZinESjkkhnT9r0EO3YoCi4hL9HUQML4HetD20LFIjCdbLx57h5YpueGsbZHoTtmfzoyFhkzjALbGTEcmGltRP6ltVMMzzqZUEmKoPjkoTCVLsbuKEa3JzRwlEMLGNfC/tXlA6YZRxt2yYbgT688CxpHVf+k6t0cV84vizhWyB7ZJ4fEJ6fknFyTGqkTTh7IC3kj786j8+p8OJ+T1jmn8OySX+V8fQMF8rCg</latexit>9
=
;

<latexit sha1_base64="ZNprZQHfyt+SNZF4Z1+sn1VhJ8c=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8cK9gPaUCbbTbt0s0l3N0IJ/RNePCji1b/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU1HGqKGvQWMSqHaBmgkvWMNwI1k4UwygQrBWM7mZ+64kpzWP5aCYJ8yMcSB5yisZK7S6KZIhE9soVt+rOQVaJl5MK5Kj3yl/dfkzTiElDBWrd8dzE+Bkqw6lg01I31SxBOsIB61gqMWLaz+b3TsmZVfokjJUtachc/T2RYaT1JApsZ4RmqJe9mfif10lNeONnXCapYZIuFoWpICYms+dJnytGjZhYglRxeyuhQ1RIjY2oZEPwll9eJc2LqndVdR8uK7XbPI4inMApnIMH11CDe6hDAygIeIZXeHPGzovz7nwsWgtOPnMMf+B8/gCy3I++</latexit>↵n

Data poisoning

This talk focuses on mean estimation

Q. What is the extra cost (in the estimation error) we pay for
{Robustness, Privacy, and Robustness+Privacy}
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Data poisoning

Inference attack

This talk focuses on mean estimation

Q. What is the extra cost (in the estimation error) we pay for
{Robustness, Privacy, and Robustness+Privacy}
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Mean estimation

Estimate the mean µ from n i.i.d. samples

For this talk,
we assume sub-Gaussian distribution with identity covariance matrix

Minimax error rate:

min
µ̂∈FSn

max
Pµ

E
[
‖µ̂(Sn)− µ‖

]
∝
√
d

n

FSn is set of all estimators over n i.i.d. samples in Rd from Pµ,
Pµ is maximized over all sub-Gaussian distributions with identity
covariance

In this talk, I will ignore all constant and logarithmic factors
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Robust mean estimation

Threat model
I Adversarial corruption model:
{xi}ni=1 ∼ Pµ is drawn, then adversary replaces α-fraction arbitrarily

Robust mean estimation:
I Low dimensional:

[Tukey,1960] [Huber,1964]
I Computationally intractable methods in high dimension:

[Donoho,Liu,1988], [ChenGaoRen,2015],[Zhu,Jiao,Steinhardt,2019]
I Breakthroughs in polynomial time algorithms:

[Lai,Rao,Vempala,2016],[Diakonikolas,Kamath,Kane,Li,Moitra,Stewart,2019]
I Linear time algorithms:

[Cheng,Dianikolas,Ge,2019], [Depersin,Lecué,2019],[Dong,Hopkins,Li,2019]
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Robust mean estimation

Threat model
I Adversarial corruption model:
{xi}ni=1 ∼ Pµ is drawn, then adversary replaces α-fraction arbitrarily

Relatively easy to estimate mean robustly in low-dimensions

histogram of sub-Gaussian samples in 1D

simple outlier detection achieves |µ̂− µ| ≤ α
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Robust mean estimation
Threat model

I Adversarial corruption model:
{xi}ni=1 ∼ Pµ is drawn, then adversary replaces α-fraction arbitrarily

Mean estimation becomes challenging in high-dimensions

scatter plot of sub-Gaussian samples in high-dimension

each corrupted sample looks uncorrupted and still ‖µ̂− µ‖ ≥ α
√
d
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Efficient algorithm: Filtering [Diakonikolas et al.,2017]

Geometric Lemma [Dong,Hopkins,Li,2019]

Given n i.i.d. samples from a sub-Gaussian distribution with identity
covariance matrix, if at most αn samples are corrupted, then, w.h.p.

‖µemp(S)− µ‖ ≤
√
d

n
+ α+

√
α‖Cov(S)− I‖

While ‖Cov(S)− I‖ > cα
I v ← arg max

v:‖v‖=1
vTCov(S)v

I S ← 1D-Filter({〈v, xi − µemp(S)〉2}i∈S)

Each step guarantees that
I at least one sample is removed
I more corrupted samples removed than

clean samples in expectation
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Robust mean estimation

Minimax error rate under α-corruption

min
µ̂

max
Pµ

E
[
‖µ̂(Sn,α)− µ‖

]
∝

√
d

n︸︷︷︸
no corruption

+ α︸︷︷︸
α-corruption

achieved by filtering algorithm of [Diakonikolas et al.,2017]

information-theoretic lower bound from [Chen,Gao,Ren,2015]
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Minimax error rate for mean estimation under
sub-Gaussian distributions with identity covariance

Error ‖µ̂− µ‖
no corruption √

d
nor privacy

α-corruption
√

d
n + α [Diakonikolas et al.,2017]

(ε, δ)-DP

α-corruption and
(ε, δ)-DP
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Differential Privacy provably ensures plausible deniability

Goal: a strong adversary who knows all the other entries in the
database except for yours, should not be able to identify whether you
participated in that database or not

Definition∗: For two databases S and S′ that differ by only one entry,
a randomized output to a query is (ε, δ)-differentially private if

P(query output(S) ∈ A) ≤ eε P(query output(S′) ∈ A) + δ

smaller ε, δ ⇒ Testing S or S′ fails ⇒ inference attack fails

∗[Dwork,McSherry,Nissim,Smith,2006]
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(ε, δ)-differentially private mean estimation
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(ε, δ)-differentially private mean estimation
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(ε, δ)-differentially private mean estimation
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(ε, δ)-differentially private mean estimation∗

step 1. privately find a bounding hypercube

step 2. add Gaussian noise: µ̂(S) = µ(S) +N
(

0,
(

∆
√

log 1/δ

ε

)2
Id×d

)

extra error due to (ε, δ)-DP is

‖µ̂(S)− µ(S)‖ ' ∆

ε

√
d =

d

n ε

∗[Karwa,Vadhan,2017], [Kamath,Li,Singhal,Ullman,2019]
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Minimax error rate for mean estimation under
sub-Gaussian distribution with identity covariance

Error ‖µ̂− µ‖
no corruption √

d
nor privacy

α-corruption
√

d
n + α [Diakonikolas et al.,2017]

(ε, δ)-DP
√

d
n + d

ε n [Kamath,Li,Singhal,Ullman,2019]

α-corruption and
(ε, δ)-DP
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Two main challenges in making filtering algorithms private

Algorithm (non-private) robust mean estimation [Diakonikolas et al.,2017]

1: while ‖Cov(S)− I‖ > cα do
2: v ← arg max

v:‖v‖=1
vTCov(S)v

3: S ← 1D-Filter({〈v, xi − µemp(S)〉2}i∈S)

First challenge:
I in the worst case, the filter runs for O(d) iterations
I this happens if corrupted sample are spread out in orthogonal directions
I because the filter only checks 1-dimensional subspace at a time

This is particularly damaging for privacy, as more iterations mean
more privacy leakage
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Two main challenges in making filtering algorithms private

Algorithm Quantum robust mean estimation [Dong,Hopkins,Li,2019]

1: while ‖Cov(S)− I‖ > cα do
2: V ← 1

Trace(exp{βCov(S)}) exp{βCov(S)}
3: S ← 1D-Filter({(xi − µemp(S))TV (xi − µemp(S))}i∈S)

If β =∞, this recovers top PCA and uses only one-dimensional
subspace

If β = 0, this filters on ‖xi − µemp(S)‖2 treating all directions equally

For appropriate β, iterations reduce from O(d) to O((log d)2)
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Second challenge:
I 1D-Filter has high sensitivity
I each sample is independently filtered with probability proportional to
τi , (xi − µemp(S))TV (xi − µemp(S))

Two datasets lead to independent filtering, and sensitivity blows up
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I Use a single random threshold Z ∼ Uniform[0, ρ],

and filter samples above Z
I this preserves the sensitivity to be one

After filtering, two sets differ only by one sample
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PRIME: PRIvate and robust Mean Estimation
Run private histogram to get a bounding hypercube
While ‖Σ̃− I‖ > cα

I µ̃← µemp(S) +N
(

0,
(
d1/2
√

log(1/δ)

nε

)2

Id×d
)

I Σ̃← Cov(S) +N
(

0,
(
d
√

log(1/δ)

nε

)2

Id2×d2

)

I V ← 1
Trace(exp{βΣ̃}) exp{βΣ̃}

I ρ← DP-threshold({(xi − µ̃)TV (xi − µ̃)}i∈S)
I Z ← Uniform[0, ρ]
I S ← 1D-Filter({(xi − µ̃)TV (xi − µ̃)}i∈S , Z)

Theorem. [Liu,Kong,Kakade,O.,2021,NeurIPS]

PRIME is (ε, δ)-differentially private. For an α-corruption of n
i.i.d. samples from a sub-Gaussian distribution with identity covariance
matrix, with high probability

‖µ̂− µ‖ .

√
d

n
+ α+

d3/2

ε n
.
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Mean estimation under sub-Gaussian distributions with
identity covariance

Error ‖µ̂− µ‖
no corruption √

d
nor privacy

α-corruption
√

d
n + α [Diakonikolas et al.,2017]

(ε, δ)-DP
√

d
n + d

ε n [KamathLiSinghalUllman.,2019]

α-corruption and
√

d
n + α+ d3/2

ε n [LiuKongKakadeO.,2021]

(ε, δ)-DP (SVD time)

There is a d1/2 gap between PRIME and lower bound!
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Where does d3/2

εn come from?

Sample complexity bottleneck: we need to privately compute

Σ̃← Cov(S) +W

Best known algorithm adds i.i.d. entry Gaussian matrix W ∈ Rd×d

with N (0, (
d
√

log 1/δ

εn )2) to the covariance matrix

The spectral norm perturbation is ‖W‖spectral = O(d
3/2

εn )

In general, this cannot be improved as it matches a known lower
bound [Dwork,Talwar,Thakurta,Zhang,2014]

22 / 34



Minimax optimal mean estimation

Error ‖µ̂− µ‖
no corruption √

d
nor privacy

α-corruption
√

d
n + α [Diakonikolas et al.,2017]

(ε, δ)-DP
√

d
n + d

ε n [KamathLiSinghalUllman.,2019]

α-corruption and
√

d
n + α+ d3/2

ε n [LiuKongKakadeO.,2021]

(ε, δ)-DP (SVD time)√
d
n + α+ d

ε n

(exponential time)

There is no extra statistical cost in requiring robustness and privacy
simultaneously.
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High-dimensional Propose-Test-Release
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Data poisoning

Inference attack

What is the fundamental connection between robust estimators and DP
estimators?
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High-dimensional Propose-Test-Release

General framework for solving (inefficiently) statistical estimation
problems with (ε, δ)-DP guarantee

as a byproduct, we get robustness against α-corruption for free

gives optimal sample complexity for mean estimation, covariance
estimation, linear regression, and principal component analysis
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HPTR step 1: design the score function
Problem instance:
mean estimation with i.i.d. samples from a sub-Gaussian distribution
with mean µ and covariance Σ with error metric

‖Σ−1/2(µ̂− µ)‖

Polynomial-time [Kamath,Mouzakis,Singhal,Steinke,Ullman,2021]:
if n ≥ d5/2/ε

‖Σ−1/2(µ̂− µ)‖ ≤
√
d

n
+

d

εn

Exponential-time [Brown,Gaboardi,Smith,Ullman,Zakynthinou,2021]:

‖Σ−1/2(µ̂− µ)‖ ≤
√
d

n
+

d

ε2n

Lower bound [Barber,Duchi,2014]:

min
µ̂∈Fε,δ

max
Pµ,Σ

E
[
‖Σ−1/2(µ̂− µ)‖

]
≥
√
d

n
+

d

εn
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HPTR step 1: design the score function

Problem instance:
mean estimation with i.i.d. samples from a sub-Gaussian distribution
with mean µ and covariance Σ with error metric

‖Σ−1/2(µ̂− µ)‖

= max
‖v‖=1

vTΣ−1/2(µ̂− µ)

= max
‖v‖=1

vT µ̂−

µv︷︸︸︷
vTµ√

vTΣv︸ ︷︷ ︸
σv

Design empirical loss function:

DS(µ̂) = max
‖v‖=1

vT µ̂− µrobust
v

σrobust
v
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HPTR step 2: sensitivity analysis

We want to minimize the loss function:

DS(µ̂) = max
‖v‖=1

vT µ̂− µrobust
v

σrobust
v

To stochastically minimize this robust empirical loss,
we want to sample from (exponential mechanism∗)

µ̂ ∼ 1

Z
exp

{
− ε

2∆
DS(µ̂)

}

If ∆ is the sensitivity, then this is (ε, 0)-differentially private

The sensitivity of DS(µ̂) dramatically reduces if we use 1-d
robust statistics

Key ingredient is resilience property

∗[McSherry,Talwar,2007]
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HPTR step 2: sensitivity analysis

µrobust
v = 1

|M|
∑
M vTxi has sensitivity ∆ = σv

n

µrobust
v

M

direction v

Resilience property for sub-Gaussian [Steinhardt,Charikar,Valiant,2018]

Given n i.i.d. sub-Gaussian samples S with n ≥ d/α2, for all S′ ⊂ S of
size at least αn, ∣∣ vT (µ(S)− µ(S′))

∣∣ ≤ σv .
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M
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High-dimensional Propose-Test-Release∗

HPTR(S)

Propose : Propose ∆ = O(1/n) based on the resilience of the distribution
Test : Privately test the sensitivity for all neighboring dataset S′

Release : If S passes the test, release µ̂ sampled from

µ̂ ∼ 1

Z
exp

{
− ε

2∆
DS(µ̂)

}

∗inspired by original PTR [Dwork,Lei,2009] and a more advanced PTR
[Brown,Gaboardi,Smith,Ullman,Zakynthinou,2021]
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Generality of HPTR
HPTR can be applied to any statistical estimation problem
to achieve the near-optimal error rate under (ε, δ)-DP

I sub-Gaussian mean estimation:

‖Σ−1/2(µ̂− µ)‖ = O
(√ d

n
+

d

εn

)

I k-th moment bounded mean estimation:

‖Σ−1/2(µ̂− µ)‖ = O
(√ d

n
+
( d
εn

)1− 1
k
)

I sub-Gaussian linear regression:

‖Σ1/2(β̂ − β)‖ = O
(√ d

n
+

d

εn

)

I Gaussian covariance estimation:

‖Σ−1/2Σ̂Σ−1/2 − I‖F = O
(√d2

n
+
d2

εn

)

I sub-Gaussian principal component analysis:

1− v̂>Σv̂

‖Σ‖
= O

(√ d

n
+

d

εn

)
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Conclusion and open questions

First half of the talk, we gave the first efficient algorithm that
achieves both differential privacy and robustness:

‖µ̂− µ‖ ≤
√
d

n
+ α+

d1.5

ε n

‖Σ−1/2Σ̂Σ−1/2 − I‖F ≤
√
d2

n
+ α+

d3

ε n

I Can we have an efficient algorithm that closes the d1/2 gap (for mean)?
I Can we use it to make DP-SGD robust?
I Can we use it to make defense against backdoor attacks (such as

SPECTRE) also private?
I Can we design efficient algorithms for other problems:

F Principal component analysis, linear regression, convex optimization
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Conclusion and open questions

Second half of the talk, we introduced HPTR that achieves optimal
error rate on mean estimation, covariance estimation, linear reression,
and PCA

I Characterize fundamental tradeoffs in structured data (sparsity and
low-rank)

I Characterize fundamental tradeoffs in discrete or graph data

arXiv:2102.09159, Xiyang Liu, Weihao Kong, Sham Kakade, Sewoong Oh

“Robust and Differentially Private Mean Estimation”

arxiv:2111.06578, Xiyang Liu, Weihao Kong, Sewoong Oh

“Differential Privacy and Robust Statistics in High Dimensions”

arXiv:2104.11315, Jonathan Hayase, Weihao Kong, Raghav Somani, S. Oh

“SPECTRE: Defending Against Backdoor Attacks Using Robust
Covariance Estimation”
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