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ABSTRACT

1.

EPC (Electronic Product Code) tags are industry-standard
RFID devices poised to supplant optical barcodes in many
applications. We explore the systemic risks and challenges
created by the increasingly common use of EPC for security applications. As a central case study, we examine the
recently issued United States Passport Card and Washington State “enhanced drivers license” (WA EDL), both of
which incorporate Gen-2 EPC tags. We measure multiple weaknesses, including susceptibility to cloning, extended
read ranges, and the ability to remotely kill a WA EDL.
We study the implications of these vulnerabilities to overall
system security, and offer suggestions for improvement. We
demonstrate anti-cloning techniques for off-the-shelf EPC
tags, overcoming practical challenges in a previous proposal
to co-opt the EPC “kill” command to achieve tag authentication. Our paper fills a vacuum of experimentally grounded
evaluation of and guidance for security applications for EPC
tags not just in identity documents, but more broadly in the
authentication of objects and people.

EPC (Electronic Product Code) tags [17] are RFID devices poised to supplant optical barcodes in a wide variety
of applications. Today EPC tags figure most prominently
in the tracking of cases and pallets in supply chains. Proponents of the technology envision a future in which tagging
of individual items facilitates a full life-cycle of automation
from shop floors to retail points of sale, in home appliances,
and through to recycling facilities.
As one example of this application, EPC tags are now seeing a landmark deployment in the U.S. in identity documents
used at national border crossings. The United States Passport Card (also known as the PASS Card), a land-border and
seaport entry document first issued in the summer of 2008,
incorporates an EPC tag. This identity document was issued in response to the Western Hemisphere Travel Initiative
(WHTI) [40], which, among others, phases out exemptions
in document requirements for border crossing (previously,
United States and Canadian citizens only had to present
photo ID and a birth certificate). Certain states have issued
or plan to issue Enhanced Drivers Licenses (EDLs), which
are WHTI-compliant documents that will also make use of
EPC. Washington State started issuing EDLs in early 2008
[29], with New York State following in September 2008 [1].
To date, the only form of EPC ratified as a technical standard by EPCglobal, the body that oversees EPC development, is the Class-1 Gen-2 tag. (For brevity, we refer to
this tag simply as a “Gen-2” or “EPC” tag in this paper.)
Passport Cards and other WHTI documents will incorporate this type of EPC tag, and it is likely to see the greatest
use in barcode-type RFID applications as well for some time
to come. EPC tags are attractive for their low cost (below
ten U.S. cents each). Also, thanks to their operation in
the Ultra-High Frequency (UHF) spectrum (860–960 MHz),
they have a relatively long read range—tens of feet under
benign conditions [34].
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INTRODUCTION

Our contribution: vulnerability analysis

The deployment of EDLs and Passport Cards at international borders is among the first and most prominent examples of the use of EPC RFID tags in security applications—of
which many more examples may follow. We therefore use
this opportunity to evaluate the use of EPC tags in the context of a real security application, with lessons, challenges,
and results broadly applicable to other potential uses. We

emphasize a systemic approach, examining low-level security features and evaluating their significance in potential
real-world deployment scenarios. Through the course of this
research we have uncovered a number of attacks. We realize
that not all of these attacks will be applicable all the time
in the U.S. border crossing scenarios, but we feel that they
may be applicable at some times if appropriate procedures
are not in place, or may be applicable to other countries
wishing to deploy similar technologies. The lessons learned
from these attacks apply broadly to other potential uses of
EDL tags in security applications.
Context. In its final rule on the Passport Card [2], the
Department of State acknowledged objections expressed in
response to its proposed rule of 2006 [3]; four Members of
Congress expressed concerns about the security and privacy
of the Passport Card. The Department indicated that many
commenters did not understand “the business model that
WHTI is designed to meet,” and cited a need for simultaneous reading of multiple EPC tags as a motivation for its
choice of EPC (“vicinity read RFID”) as well as the technology’s amenability to passenger pre-processing, i.e., its
relatively long read range. (Some “proximity-read” RFID
devices, i.e., contactless smartcards, do not have these benefits, and some other classes of RFIDs only have the former
benefit but not the latter.) The Department additionally
noted that on May 1, 2007, the National Institute for Standards and Technology (NIST) certified the Passport Card
as, “meeting or exceeding ISO security standards. . . and the
best available practices for protection of personal identification documents.” Finally, the Department observed that
Passport Cards will not carry personally identifiable information, and will be issued with protective, radio-opaque
sleeves that help prevent unwanted scanning.
Our experiments: Cloning. In mid- to late-2008, we obtained a Passport Card and two Washington State EDLs for
our experiments. We show first that the publicly readable
data in both types of identity document can be straightforwardly cloned after a single read, despite the implication
of protection mechanisms in [28]. Specifically, our analysis
shows that Passport Cards and Washington State EDLs do
not carry tag-unique, or even system-unique TIDs, but instead bear generic manufacturer codes. The Tag Identifier
(TID) of an EPC, a tag-specific serial number that may be
factory programmed, is often held forth as an anti-cloning
mechanism for EPC tags. In its Privacy Impact Assessment
of the Passport Card, the U.S. Department of Homeland Security (DHS) in fact highlights tag-specific TIDs as a “powerful tool” for anti-counterfeiting [28]. As Passport Cards
and Washington State EDLs do not carry specially formulated TIDs, however, their readable contents are subject to
direct copying into another off-the-shelf EPC tag.
Our observations about cloning only apply to a tag’s publicly readable data. Tags contain some private data in the
form of PINs, which may be tag unique. Hence it is possible in principle (although improbable in our view) that
a weak form of access-based authentication—an unorthodox security protocol we describe below—is in use at border
crossings. In this case, reliable tag cloning would require
either eavesdropping on a tag interrogation at the border or
physically invasive attacks on a target identity document.
Without ourselves eavesdropping on a tag interrogation at

a border crossing, we are unable to determine whether or
not this technique is being deployed. We note, though, that
access-based authentication is not an explicitly supported
feature for EPC tags. The only reference to the technique
of which we are aware is a research paper [19]. Other techniques, such as detection of unique radio fingerprints [13,
11] are also a possibility in principle, but have not yet been
shown to work with EPC tags.
Our experiments: Readability. Given the ostensible vulnerability of identity documents and other Gen-2 EPC-tagged
items to cloning, a key security issue is the range at which an
EPC tag is subject to clandestine reading. As owners may
be expected to carry their tags in any of a variety of different circumstances, we explore read ranges within several
different physical environments.
We find that both Passport Cards and EDLs are subject to
reading at a distance of at least 50 meters under optimal scan
conditions (down a long hallway, but still operating within
FCC limits). Surprisingly, although the human body—its
constituent water, in particular—is known to interfere with
EPC tag reading, we find that an EDL in a wallet near the
body is still subject to scanning at a distance of at least
two meters. We find that the Passport Card is not readable
in a well maintained protective sleeve—although it is readable under certain circumstances in a crumpled sleeve. Most
surprisingly, perhaps, we find that an EDL in a protective
sleeve is readable at a distance of some tens of centimeters.
To the best of our knowledge, our work here offers the first
multifaceted characterization of EPC read ranges from the
vantage point of privacy.
Our scanning experiments have a bearing not just on cloning,
but also on owner privacy: While the tags do not contain
personally identifiable information, they do contain unique
serial numbers that can support clandestine tracking [20].
Of course, other wireless devices, like Bluetooth peripherals [18], 802.11 [14], and ANT [32], are similar in this regard,
though the exposure for Passport Cards and EDLs may be
greater due to their usage models, e.g., with U.S. citizens
traveling abroad.
Other attacks. We also find evidence that EDLs are vulnerable to denial-of-service and covert-channel attacks. These
vulnerabilities stem from issuance of cards without protection of the PIN for their tag-disablement feature, the “kill”
command. Passport Cards do not have similar weaknesses.
These flaws, along with EDLs’ heightened susceptibility to
in-sleeve scanning, would seem to point to either a form of
design drift in which technical protections implemented at
the federal level did not benefit Washington State in the extension to EDLs, or the risks associated with implementing
a technology before the precise security requirements have
been finalized.
Ultimately, all of our experimental results, such as our
observations of the failure to use card-specific TIDs or set
the KILL PINs on tags, speak to the challenge of deploying
even simple technologies—like EPC tags—in security applications.

1.2

Our contribution: countermeasures and
recommendations

We emphasize that the security impact of tag vulnerabilities depends upon the operational environment. Copying

of a Passport Card or EDL does not automatically ensure
successful use at a border crossing. The card is linked via a
back-end system to a photo of its bearer which border agents
use for confirmation of traveler identities. Hence, we discuss
the systemic significance of the vulnerabilities we have identified.
We argue that Passport Cards and EDLs will play a role in
the border-crossing process that may give impactful prominence to the data contained in the EPC tags. Like many
security processes, the passenger screening process benefits
from multiple layers of security, including physical inspection of passengers and documents. But as the EPC code
can trigger a watchlist lookup, it serves as a frontline mechanism for passenger screening. The literature on cognitive
biases suggests a risk that the EPC-layer of the security system will exercise undue influence over passenger screening
[35, 33, 24, 10].
We argue that even if EPC-enabled identity documents
provide adequate security at border crossings, they create
a system with delicate dependence on well conceived and
tightly executed border crossing procedures and card issuance. Our observations on the relative weakness of EDL
in comparison with Passport Cards, for example, support
the idea that states may not be as well equipped to enforce
good security practices around document issuance as DHS,
or that there was or is not sufficient guidance from the DHS.
Given these concerns, we study methods for improving the
cloning resistance of EPC tags. We show that the elementary security features in EPC tags can be co-opted to help
deter cloning. EPC tags include PIN-based protections both
on tag disablement (“killing”) and modification of tag data
contents. Previous research [19] proposed techniques for coopting these features in the service of tag authentication, i.e.,
anti-counterfeiting, but offered no experimental evaluation.
Given a few peculiarities of RFIDs, such as radio propagation dynamics, experimental evaluation is critical toward
determining whether the approach in [19] is even feasible.
We fill this gap here. We demonstrate that implementation
of “kill” co-opting techniques is indeed feasible in deployed
tags, but presents some delicate technical challenges. We explore some promising initial approaches to overcoming these
challenges.
We believe that the lessons drawn from our case study in
this paper will provide valuable guidance for the deployment
of EPC tags in many security applications beyond bordercrossing, such as anti-counterfeiting and secure item pedigrees for pharmaceutical supply chains [39].

1.3

Organization

In section 2, we briefly review related work on RFID security. We present our observations on the data format of the
Washington State EDL and Passport Cards in section 3. We
explore defensive techniques against cloning in section 4. We
conclude in section 5 with a brief discussion of the broader
implications of our findings.

2.

RELATED WORK

There have been a number of radio-layer cloning attacks
against RFID tags. Westhues developed a device called the
Proxmark that he successfully used to clone both proximity cards [42] as well as the VeriChipT M [15], a humanimplantable RFID tag. The devices targeted by Westhues
emit static identifiers, i.e., they are essentially wireless bar-

codes. Class-1 Gen-2 EPC tags are similar in flavor to these
devices, but operate in a much higher frequency band for
which signal-processing is more complicated.
Bono et al. [7] reverse engineered and mounted brute-force
key-cracking attacks against the Texas Instruments DST,
a cryptographically enabled RFID device with short (40bit) keys. Similarly, Nohl et al. [25] have recently reverseengineered the Philips Mifare Classic RFID tag and revealed
structural weaknesses in its cipher and random-number generator. Garcia et al. [12] demonstrated several additional,
highly practical attacks against the MIFARE Classic card.
Heydt-Benjamin et al. [16] demonstrated cloning attacks
against first-generation RFID-enabled credit cards.
RFID tags saw their first prominent appearance in identity documents as additions to e-passports. Grunwald [27]
cloned the chip in an RFID-enabled passport in the fullest
sense, transferring the data from one chip to another. Juels,
Molnar, and Wagner [21] evaluate the security implications
of e-passport cloning. E-passports differ from Passport Cards
in that they perform cryptographic authentication. The
Smart Card Alliance, among others, noted the risks of EPC
cloning in response to the initial DHS WHTI proposal [4].
Some commercial RFID tags include strong cryptography
for challenge-response authentication. These tend to be relatively expensive and have constrained range. The literature
is replete with techniques for implementing lower-cost cryptography in RFID tags. See, e.g., [20] for a survey and [6]
for an up-to-date bibliography.
In view of the prevalence of Gen-2 EPC tags, Juels [19]
proposed techniques for authenticating these tags using two
existing commands, KILL and ACCESS. In section 4, we
report on our implementation of these techniques and the
practical challenges they pose.
For a more detailed discussion of how our results interact with the operational environment of Passport Cards and
EDLs, please see the technical report corresponding to this
paper [23].

3.

EXPERIMENTAL EVALUATION OF PASSPORT CARD AND EDLS

3.1

Weakness in the TID-based anti-cloning
mechanism

As mentioned above, EPC tags contain a data field known
as the Tag Identifier (TID). At the discretion of the EPC
manufacturer, this value may be factory programmed and
locked, thereby ensuring that tags have permanent unique
identities and (theoretically) cannot be cross-copied.
In its Privacy Impact Assessment (PIA) on the Passport
Card [28], the United States Department of Homeland Security posits that:
...the risk of cloning RFID enabled cards and
an impostor with similar physical features gaining illegal entry into the U.S., while unlikely, is
real. Fortunately, there is a powerful tool that
can be used to remove the risk of cloning. This
tool is the Tag Identifier, or TID. The TID is
available on all Gen 2 RFID tags.
However, the Gen-2 standard only requires that the TID
identify the manufacturer and give enough additional information to determine the tag’s capabilities. In particular, two

classes of TIDs are defined: the E0h class, where the TID
consists of a manufacturer ID and a 48-bit serial number,
and the E2h class, which merely defines the manufacturer
and model. The TID reported by our Passport Card is E2
00 34 11 FF B8 00 00 00 02, which corresponds to an
E2h -class Alien Higgs tag. [26] states that the bytes after the manufacturer and model IDs (starting with FF) are
Alien-specific configuration values. Using a new Higgs tag,
we experimentally verified that the first three nibbles correspond to the tag’s lock configuration. The TID reported by
our Washington State EDLs is E2 00 10 50, which corresponds to an E2h -class Impinj Monza chip.
To confirm that these TIDs do not confer anti-counterfeiting protection, we have cloned both a Passport Card
and a Washington State EDL onto commercially-available,
off-the-shelf tags from the same manufacturers as the originals. By cloned, we mean that the EPC and TID values
are reported identically by the clone tags.1 Additionally, we
inferred the lock state of both card types and duplicated
that as well. Provided that the Passport Card or Washington State EDL do not implement additional, undocumented
functionality, the only contents that we were unable to clone
were the ACCESS PIN on both cards, and the KILL PIN
of the Passport Card. The TID therefore does not serve
as the basic anti-cloning tool as envisioned by DHS. One
explanation for this might be that (via personal communications) DHS indicated that they learned of the existence of
tag-unique TIDs too late for incorporation into these cards.
We further maintain that the characterization of the full,
tag-specific TID as a powerful anti-cloning tool is overly sanguine in the long term. While such tag-specific TIDs may
prevent simple copying of one EPC into another, it does not
prevent the emulation of an EPC tag in another radio device. In other words, the TID may (or may not) help prevent
physical copying of an EPC tag, but it certainly does not
prevent logical copying.2 An ordinary RFID reader makes
no distinction between a tag embodied in a flake of silicon
and one emulated by a larger, more powerfully instrumented
platform.
A number of general-purpose tag emulation platforms such
as OpenPCD [30] and the RFID Guardian [31] already exist
for HF tags. It is just a matter of time before similar tools
emerge for Gen-2 EPC tags. The Intel WISP [36], for instance, is a physically compact RFID platform with a fully
programmable microprocessor that operates in the UHF domain as a Gen-1 EPC tag. A version that simulates a Gen-2
EPC tag is available now as well. Thus, emulator devices
are likely to be broadly accessible in coming years.
The decision to forego the security offered by the TID
in the Washington State EDL and Passport Card thus increases the short-term risks of cloning, as it eliminates a
basic protection against the straightforward copying of publicly viewable values into a fresh Gen-2 tag. In the longer
1
However, cloning a tag’s EPC and TID may not be sufficient for an adversary’s purposes; e.g., in some cases an
adversary may also need to produce a false card itself.
2
There are well documented, low-cost attacks against smartcards, which possess tamper-resistance features well beyond
those of EPC tags; see, e.g., [5]. It therefore seems probable
that an attacker with modest resources can use physically
invasive techniques to alter the data in an EPC tag. And
if only one manufacturer makes Gen-2 tags available with
programmable TIDs, they can act as clones for any manufacturer’s tags.

term, commercially-available emulator devices may reduce
the protective value of tag-specific TIDs. That said, the TID
may still have some longer-term value as a countermeasure
to easy cloning of EDLs and Passport Cards into devices
with the same form factor, i.e., Gen-2-equipped cards.

3.2

Other memory banks

Assuming the Gen-2 tags in the EDL and Passport Card
are identical to the commercial, off-the-shelf tags indicated
by their TID, the only read-protected pieces of memory on
the cards are the KILL PIN on the Passport Card, and the
ACCESS PIN on both. We have experimentally verified that
the entire EPC memory bank (which contains the card’s
unique EPC value) is readable, as is the TID memory bank.
The Impinj Monza chip does not have a User memory bank,
and the Alien Higgs-2 chip only uses a User memory bank
when the KILL and ACCESS PINs are not used [26]. We
have also verified that the cards report a “no such memory
location” error when attempting to read words we do not
expect to be present (such as the User memory bank).

3.3

Kill-PIN selection

The KILL PIN is unprogrammed and not locked on the
Washington State EDLs. We have verified that we can directly write this 32-bit KILL PIN. We have not verified that
we can in fact kill an EDL (an experiment that would be
detrimental to its owner). We have verified our ability, however, to kill a cloned EDL with an identical Gen-2 tag model,
an Impinj Monza, over the air. Thus, unless the Washington State EDL Gen-2 tag is specially manufactured—which
seems unlikely, given the presence of a generic TID—it is
subject to over-the-air killing by any reader.
Alternatively, an attacker can exploit the KILL PIN as a
covert channel. She can set it as desired, thereby “marking”
the EDL bearer with a 32-bit value accessible to any other
reader.

3.4

Read-range experiments

To the best of our knowledge, prior to our work there has
been no adversarial study of read capabilities for EPC tags—
whether EDLs and Passport Cards or otherwise. Read ranges
are, however, a major determinant of the vulnerability of an
EDL or Passport Card to clandestine cloning attacks, as
well as attacks against privacy. As explained above, a single
scan of a tag in either type of identity document is sufficient to create a clone. In an attempt to mitigate resulting
privacy concerns, the United States Department of State
provides radio-opaque shielding sleeves with each Passport
Card. These sleeves attenuate the distance at which a card
may be read. Similarly, Washington State is making protective sleeves available to holders of its EDLs.
It is uncertain that EDL and Passport Card bearers will
consistently use their protective sleeves. These documents
require security hygiene beyond that of other commonly carried cards, demanding from bearers heightened vigilance and
tolerance of inconvenience. The body of relevant literature
on the psychology of fear appeals [41, 43, 8, 9] suggests
that the abstract warnings accompanying EDLs and Passport Cards, e.g., the injunction on the Passport Card that,
“Your Passport Card should be kept in its protective sleeve
when not in use,” may be relatively ineffective in stimulating sleeve use. Additionally, as shown recently by King and
Mcdiarmid [22], most bearers do not have accurate men-

Figure 1: The antenna inside a Washington State
Enhanced Drivers License.
Certain personallyidentifiable information has been obscured.

Figure 3: The sleeves used for our shielded distance
tests. The crumpled sleeve is in the foreground, with
the new sleeve behind it.

Freespace
Back wallet

New Sleeve
EDL
PC
20 cm N/R
27 cm N/R

Crumpled Sleeve
EDL
PC
29 cm
34 cm
57 cm
N/R

Table 2: Maximum read range in a Secure SleevesT M
shielded sleeve (N/R: No Reads)

Figure 2: The antenna inside a Passport Card. Certain personally-identifiable information has been obscured.
tal models of RFID privacy and security, and are therefore
ill-equipped to make informed decisions about tag management.
The effective read ranges of protected and unprotected
EDLs and Passport Cards in everyday environments therefore both have a strong bearing on the overall security of the
border-crossing system, as well as on the privacy of people
with these cards.
While deployers of Gen-2 EPC tags typically cite a reliable operational range of tens of feet [34], read ranges can
vary considerably as a function of the material to which a
tag is affixed, the configuration of the interrogating reader,
the tag’s antenna, and the physical characteristics of the ambient scanning environment. We backlit and photographed
both a Washington State EDL and Passport Card to examine their antennas, as shown in Figures 1 and 2.
We evaluated the read range of the Passport Card and
Washington State EDL in several different physical environments, namely: (A) Indoors, freestanding, but with other
objects nearby; (B) Indoors, in a corridor, with no other
nearby objects; and (C) Outdoors in freespace. In all environments, we also evaluated various ways of carrying the
cards, namely: (1) Held away from the body; (2) Inside a
purse; both inside a wallet and in a side pocket; (3) In a

backpack; (4) In a wallet in a back trouser pocket; (5) In a
wallet in a front shorts pocket; and (6) Adjacent to a wallet
in a front shorts pocket. The wallet contained 14 magnetic
stripe cards, two non-magnetic stripe plastic cards, nine paper cards, and approximately six dollar bills.
To evaluate the effectiveness of radio-opaque protective
sleeves, we measured the maximum read range in a variety
of situations, namely: (i) In a new sleeve, held out by hand;
(ii) In a crumpled sleeve, held out by hand; (iii) In a new
sleeve, in a wallet in a back trouser pocket; and (iv) In a
crumpled sleeve, in a wallet in a back trouser pocket.
We used Secure SleevesT M from Identity Stonghold, the
manufacturer supplying sleeves for both the Passport Card
and the Washington State EDL [37, 38]. The sleeves are
shown in Figure 3. All shielded experiments were performed
in the lab. We also experimented with the EDL in a sleeve
obtained from the State of Washington and with the Passport Card in a sleeve obtained from Passport Services, and
we report on these experiments as well.
To perform these experiments, we used an Impinj Speedway R1000 reader, with a Cushcraft S9028PCL circularlypolarized antenna. Effective radiated power of the antenna
was 36 dBm, the maximum allowed by the FCC. The center
of the antenna was 88 cm off the ground, and the cards were
placed directly in front of the antenna. We measured the
maximum distance at which we could read the cards when
held in place for up to five seconds. We report these maximum distances in Table 1 (unshielded), Table 2 (shielded
with the purchased Secure SleevesT M ), and Table 3 (shielded
with the sleeves provided for use with the respective cards).3
3
In a few situations, we exhausted the space available to us
in our experimental environment—i.e., backed ourselves into
a wall—before we could find the maximum distance. These
situations are denoted with a +.

Scenario
Freespace (Held Out in Hand)
Wallet in Purse
Purse Side Pocket
Wallet in Back Pocket
Wallet in Front Pocket
Next to Wallet in Front Pocket
Empty Backpack

In Lab
EDL
PC
530+ cm 530+ cm
277 cm
528+ cm
528+ cm 528+ cm
253 cm
57 cm
270 cm
244cm
417 cm
320 cm
528+ cm 528+ cm

In Hallway
EDL
PC
4950+ cm 4950+ cm
1125 cm
276cm
4950+ cm 4950+ cm
193 cm
62cm
886 cm
65cm
4950+ cm
1137 cm
4950+ cm 4950+ cm

Outdoors
EDL
PC
788 cm 720 cm
586 cm
46 cm
833 cm 190 cm
182 cm
58cm
240 cm
192cm
833 cm 580 cm
1050 cm 982 cm

Table 1: Maximum read range in a variety of situations

Freespace
Back wallet

New Sleeve
EDL
PC
62 cm N/R
N/R
N/R

Crumpled Sleeve
EDL
PC
63 cm
N/R
N/R
N/R

Table 3: Maximum read range in shielded sleeve
provided for use with the specific cards

Remarks. An RFID tag has not a single read range, but
in effect has multiple “read ranges,” depending on the operational scenario [20]. In a security context, the “eavesdropping range” is also of interest. This is the distance from
which a rogue reader can intercept the reply of a tag to a legitimate, interrogating reader. Eavesdropping is feasible at a
much greater distance than direct tag interrogation. Eavesdropping is also passive, undetectable by radio-monitoring
devices. Eavesdropping on an EDL or Passport Card interrogation is sufficient to enable successful cloning as well
as privacy attacks. We did not conduct experiments on the
eavesdropping ranges for EDLs and Passport Cards, as these
would require specialized firmware or equipment.
We finally note that some attackers may not be concerned
about keeping their readers within FCC limits, and by increasing reader power, they may achieve even greater read
ranges. Thus, the results here should be considered a lower
bound on what is possible.

4.

DEFENSIVE DIRECTIONS: BACKWARDCOMPATIBLE CLONING DEFENSES

The Class-1 Gen-2 specification has no explicit anti-cloning
features [17]. For this reason, Juels [19] proposes the coopting of two Gen-2 access-control commands for authentication of tags, summarized below. We focus this section
on evaluating and extending these protection mechanisms
for EPC tags in general, regardless of deployment scenarios. We then refine our focus on how to apply these general
results to EDLs and Passport Cards in particular.
1. The KILL command. KILL is an EPC feature designed to protect consumer privacy by allowing tags to be
disabled at the point of sale in retail environments. As a
mandatory part of the standard, KILL is implemented (to
the best of our knowledge) in all Class-1 Gen-2 EPC tags.
When a tag successfully receives the KILL command along
with a tag-specific 32-bit KILL PIN Pkill , it becomes permanently inoperative. Tag disablement, however, is a powerintensive operation. When a reader transmits the KILL
command with power sufficient for the tag to respond, but

not to disable itself, the tag replies with a Not Enough Power
response. In this type of low-power session, a side-effect is
that the tag also indicates the correctness or incorrectness
of the PIN transmitted by the reader.
Co-opting KILL for tag authentication. A reader with
knowledge of Pkill can authenticate a tag by constructing an
0
0
invalid PIN Pkill
and transmitting the pair (Pkill
, Pkill ) in a
random order across two low-power kill command sessions.
A valid tag will acknowledge the correct PIN and reject the
incorrect PIN; an invalid one can respond correctly with
probability at most 1/2. We refer to this idea as KILLBased Authentication (KBA).
While a detection probability of 1/2 is not high for an
individual tag, it is high enough for detection of cloning on
a systemic basis. Also, by transmitting N − 1 spurious PINs
and one legitimate one, at a linear cost in authentication
time, a reader can boost its probability of detection of an
invalid tag to 1 − N1 .
The challenge of KBA, and the one we investigate below,
is the reliable transmission of commands in the low-power
regime of a target tag. Too much power, and the tag will be
killed.4 Too little, and the tag will not respond. To the best
of our knowledge, KBA has remained a research proposal,
and not yet seen empirical study. We fill this gap here.
2. The ACCESS command. EPC tags can carry secret
data D with read-access control. Such data are readable
only through use of the ACCESS command, with an accompanying tag-specific 32-bit PIN Paccess . The KILL PIN
itself is one such piece of read-protected data. Recall that
the Passport Card we analyzed has both of these PINs set
and locked. The Washington State EDL could have its KILL
PIN set and locked over-the-air at the border (its ACCESS
PIN is already set and locked).
Co-opting ACCESS for tag authentication. An entity
with knowledge of Paccess for a tag as well as D can authenticate the tag by checking D. An entity without knowledge of
Paccess cannot extract D without physically attacking the
tag. This mode of authentication is a kind of one-time
challenge-response that we refer to as ACCESS-based authentication (ABA).
We performed an experiment to determine whether ABA
would impact read range. We used a new Impinj Monza tag
4
As an alternative to power-calibration, [19] also proposes
the manufacture of tags in which KILL always operates as
if in the low-power regime, i.e., in which a manufacturer
sacrifices KILL as a privacy feature in exchange for KBA.

for this experiment. We first determined the maximum read
range of the tag outdoors (as in Section 3.4). We then programmed Pkill and Paccess onto the tag, locked them against
unsecured reading or writing, programmed the reader to use
Paccess to read Pkill , and again measured the maximum read
range. For our particular tag, we found a maximum read
range of 475 cm in both instances, suggesting that ABA
should not significantly impact read ranges.
Variants are possible. For instance, without the presence
of a secret D, a form of weak ABA is possible in which
Paccess is used in the same mode as KBA, i.e., tested through
embedding in a set of spurious PINs. This weak ABA is
the only form that would seem generally viable in today’s
EDL/Passport Card infrastructure. Passport Cards carry
secret data D in the form of Pkill , but EDLs, as noted above,
do not have their KILL PINs set.
A stronger variant is possible as a form of crude rolling
code created by overwriting D with a new random value D0
on each authentication and storing this new value in a backend system. (While an attacker could sniff D0 and continue
using a cloned card, once the legitimate card was read, the
duplication of D0 would be discovered.)
Advantages and limitations. Both KBA and ABA have
advantages and disadvantages. KBA is of interest for two
reasons. First, ACCESS is an optional command in the
EPC standard, so tags need not support it. Second, it is
possible to deploy the ABA and KBA independently. One
entity can use Pkill to authenticate tags using KILL, but
cannot perform tag cloning against a second, more privileged
entity with knowledge of Paccess . For example, Pkill might
be revealed to state law enforcement officials, allowing them
to authenticate tags (and kill them), but not to clone them.
Neither technique, of course, is resistant to eavesdropping.
They are ad-hoc tools meant to allow authentication in the
absence of cryptography or other supporting features. The
most compelling feature of KBA and ABA (where available)
is their backward compatibility. Neither requires any modifications to already deployed EPC tags. Finally, KBA, if
not carefully implemented, may in some cases actually kill
the cards as a side-effect.

4.1

Experiments with and extensions to KILLbased authentication

To evaluate the viability of KILL-based authentication
(KBA) we explore the design space of possible KBA algorithms. As we have explained, the implementation challenge
of a KBA algorithm is to calibrate the transmit power of a
reader such that it can interrogate tags freely, but does not
give the tags enough power to kill themselves.
As a first step, we consider a simple algorithm in which
a reader ramps up power until it receives a response from
a tag. In particular, our implementation ramps up the
reader’s power from 15 dBm to 30 dBm (the full range of our
reader) in 0.25 dB increments (the minimum supported by
our reader), transmitting a KILL command at each power
level in turn. (Our antenna provides an effective 6 dB gain.)
When the reader successfully receives a reply from the target
tag, the power level is fixed. The reader then sends a total
of N KILL commands, with N − 1 bogus PINs, and 1 real
PIN. We tested this algorithm with a tag placed at distances
of 40 cm to 200 cm from the antenna, in 10 cm increments.
For our tests we set N = 10; we repeated the algorithm 10

Distance
40cm
50cm
60cm
70cm
80cm
90cm
100cm
110cm
120cm
130cm
140cm
150cm
160cm
170cm
180cm
190cm
200cm

Successful auths
0
6
9
7
9
6
10
8
10
9
9
9
8
9
7
9
9

Kills
10
2
1
0
0
0
0
0
0
0
0
0
0
0
0
0
0

Table 4: Simple KILL-based Authentication
times at each distance. All experiments were performed in
a lab with the same setup that we used in our distance tests
(see section 3.4). If despite the initial power calibration, a
tag did not consistently respond across the authentication
session, we treat the authentication attempt as unsuccessful. We report the number of successful authentications and
unintentional KILLs in Table 4.
The simple power-ramping algorithm unfortunately has a
notable weakness: If the tag is too close, the reader power
cannot be adjusted to a low enough level to avoid killing it.
These unintended kills aside, the algorithm proves fairly robust, successfully authenticating tags a majority of the time.
(In practice, of course, authentication could be repeated if
unsuccessful.) A reader with support for lower-power emission could in principle support shorter-range KBA.
A good KBA algorithm should be robust enough to support a wide variety of reader characteristics. We therefore
developed a more sophisticated KBA algorithm that tries
to avoid unintentional kills by ensuring a sharp separation
between the power levels required for read and write operations and carefully calibrating its power between these two
levels. We refer to this algorithm as scaled KBA. Scaled
KBA involves a calibration phase with five steps:
1. By means of power ramping, determine the minimum
reader power level P W RR required to read the target
tag.
2. By means of power ramping, determine the minimum
reader power level P W RW required to write to the
tag.
3. Verify the availability of minimum margin P W RW −
P W RR ≥ µ, where µ is a minimum power-margin
parameter. If not, abort.
4. Scale the reader’s power level within the range P W RR +
δ(P W RW − P W RR ), for δ ∈ [0, 1].5
5. Ensure that the power level selected doesn’t allow a
tag to write to itself.
5
Of course, more sophisticated scaling functions are possible.

Distance
10cm
20cm
30cm
40cm
50cm
60cm
70cm
80cm
90cm
100cm
110cm
120cm
130cm
140cm
150cm
160cm
170cm
180cm
190cm
200cm

Auths
0
0
0
0
0
98
91
96
91
88
63
58
62
50
84
83
88
89
89
83

Margin
Failures
100
99
100
100
99
0
5
1
0
4
18
29
8
43
2
4
2
0
2
10

Write Test
Failures
0
1
0
0
1
0
0
0
0
7
14
12
2
4
2
7
0
0
0
4

Kills
0
0
0
0
0
0
0
0
0
0
0
0
1
1
2
0
0
0
0
0

Table 5: Scaled KILL-based Authentication
Note, however, that steps 2 and 5 require writing to the
tag. One option is to temporarily overwrite part of the tag’s
EPC value. We used this technique and performed these
tests with our own tags. This technique will not work on
cards where all memory is permalocked read-only (such as
the Passport Card).
After some cursory tuning, we adopted µ = 2dBm and δ =
1/4 in our experiments. As in the simple KBA algorithm,
we incremented the power of the reader from 15 dBm to 30
dBm in 0.25 dB increments, and let N = 10. We evaluated
this algorithm at distances from 10 cm to 200 cm from the
antenna, in 10 cm increments.
We executed the scaled KBA algorithm 100 times at each
distance. Table 5 reports the number of successful authentications at each distance. We also report authentication
failures due to detection of a power margin below µ, to a
failed write test (where the the tag’s EPC value is temporarily changed when it shouldn’t be), or to an accidental
kill. Other authentication failures occur when the tag fails
to respond with an “insufficient power” code on the correct
PIN. This can be caused by a number of factors, from RF
noise, or to the tag not having enough power to correctly
execute its state machine. These results are summarized in
Table 5. In Table 6, we report reader power measurements.
For 100 iterations of scaled KBA, we list the mean minimum
read and write power levels found, as well as their standard
deviations. In Table 7, we report timing results. The mean
time to determine the minimum read and write power levels, and to perform the write and authentication tests, are
reported.
We see that the scaled KBA algorithm achieves its objective of reducing (and seemingly eliminating) unintentional
kills at short range. Table 6 informs us that if the minimum
read level is above 16 dBm, there is always at least a 2 dB
margin between the mean minimum read and write power
levels.

Distance
10 cm
20cm
30cm
40cm
50cm
60cm
70cm
80cm
90cm
100cm
110cm
120cm
130cm
140cm
150cm
160cm
170cm
180cm
190cm
200cm

Mean
Min.
Read
Power
15.3
15.3
15.3
15.3
15.3
15.3
15.7
15.3
15.6
17.7
18.0
21.2
20.4
22.3
19.8
20.0
19.6
21.8
18.7
21.6

SD
Min.
Read
Power
0
0
0
0
0
0.1
0.9
0.4
0.4
0.9
0.9
1.3
1.3
1.6
0.8
1.0
0.8
0.5
0.6
0.8

Mean
Min.
Write
Power
15.0
15.0
15
15
15.1
17.1
17.7
17.6
17.9
20.1
20.3
22.9
22.8
24.7
22.5
22.4
22.4
24.8
21.4
24.6

SD
Min.
Write
Power
0.0
0.2
0
0
0.1
0.2
0.8
0.4
0.4
0.8
0.9
1.3
1.2
1.5
0.8
0.8
0.7
0.5
0.6
1.1

Table 6: Scaled KBA Power calibration results (All
measurements are in dBm)

Distance
10cm
20cm
30cm
40cm
50cm
60cm
70cm
80cm
90cm
100cm
110cm
120cm
130cm
140cm
150cm
160cm
170cm
180cm
190cm
200cm

Mean
Read
Calib.
Time
374 ms
384 ms
352 ms
383 ms
376 ms
392 ms
422 ms
411 ms
435 ms
403 ms
399 ms
378 ms
401 ms
385 ms
389 ms
396 ms
388 ms
373 ms
378 ms
379 ms

Mean
Write
Calib.
Time
73.0 ms
75.7 ms
70.9 ms
74.8 ms
84.8 ms
343 ms
361 ms
383 ms
395 ms
408 ms
355 ms
314 ms
409 ms
304 ms
420 ms
422 ms
455 ms
461 ms
396 ms
413 ms

Mean
Write
Test
Time
N/A
N/A
N/A
N/A
N/A
334 ms
435 ms
352 ms
453 ms
636 ms
594 ms
580 ms
586 ms
576 ms
542 ms
532 ms
523 ms
540 ms
469 ms
547 ms

Mean
PIN
Test
Time
N/A
N/A
N/A
N/A
N/A
44.7 ms
54.1 ms
45.1 ms
50.7 ms
73.7 ms
77.7 ms
67.7 ms
51.3 ms
63.4 ms
87.8 ms
53.3 ms
57.2 ms
49.8 ms
52.8 ms
53.2 ms

Table 7: Scaled KBA Timing Results

The scaled KBA algorithm does, however, produce a small
rate of unintentional killing in the range of 130–150cm. The
reason is unclear. (Multipath effects, for instance, can introduce unpredictable phenomena into wireless environments.)
In well controlled physical environments, e.g., in an “authentication chamber” at a border crossing, however, we believe
it would be possible largely to eliminate the power fluctuations that cause unintentional killing. Indeed, in such environments, the simple KBA algorithm might itself be effective. Reducing N or disregarding failed responses to spurious PINs, with an appropriate adjustment in authentication
confidence, would also be advantageous.
Another potential approach to the problem of unintentional killing is to constrain the power delivered to a tag
by modifying the reader protocol. In particular, we suspect
that an abrupt cutting of a reader’s emission in the course of
a KILL command might put a tag reliably in the low-power
regime. Such approaches, however, would require modification to reader firmware and/or hardware. We therefore
reserve them for future work.
In summary, our experiments show that KBA authentication is viable, and an attractive complement or alternative
to ABA for off-the-shelf EPC tags.
Remark. As we have noted, the write operation is not a
mandatory feature in Gen-2 tags. Our scaled KBA algorithm, however, only attempts authentication when the minimum power level is above 16 dBm. Thus for tags that do not
support the write operation, a variant of our simple KBA
algorithm that first checks that the minimum read-power
level is 16dBm may be reasonable. If we return our focus from an investigation of EPC anti-cloning techniques in
general to the Passport Cards in particular, then since Passport Cards are permalocked read-only, this variant seems the
most promising approach if KBA is to be integrated.

5.

CONCLUSION

In this paper, we have explored the issue of cloning in
what could well become the most widely deployed radio
device on the planet, the Class-1 Gen-2 EPC tag. As a
point of departure and example, we have focused on deployment of these RFID tags in Passport Cards and Enhanced
Drivers Licenses. We have shown that radio-layer cloning is
a straightforward matter, but that the implications in the
operational setting of border control are themselves somewhat more complicated.
The lessons we have gleaned here on cloning and anticloning extend well beyond EDLs and Passport Cards to
EPC deployment wherever cloning or counterfeiting poses a
risk. For example, with the encouragement of government
regulators, the pharmaceutical industry is embracing EPC
for tracking and anti-counterfeiting at the prompting of the
United States Food and Drug Administration [39], foreshadowing the technology’s broad industry use as a security tool.
Indeed, counterfeiting of consumer goods is a risk in nearly
every industry. Thus the facts, observations, lessons, and
new defensive directions that we have presented are of general interest in EPC deployments.
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