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Abstract
Since December 2019, the COVID-19 pandemic has caused
people around the world to exercise social distancing, which
has led to an abrupt rise in the adoption of remote commu-
nications for working, socializing, and learning from home.
As remote communications will outlast the pandemic, it is
crucial to protect users’ security and respect their privacy in
this unprecedented setting, and that requires a thorough un-
derstanding of their behaviors, attitudes, and concerns toward
various aspects of remote communications. To this end, we
conducted an online study with 220 worldwide Prolific par-
ticipants. We found that privacy and security are among the
most frequently mentioned factors impacting participants’ at-
titude and comfort level with conferencing tools and meeting
locations. Open-ended responses revealed that most partici-
pants lacked autonomy when choosing conferencing tools or
using microphone/webcam in their remote meetings, which in
several cases contradicted their personal privacy and security
preferences. Based on our findings, we distill several recom-
mendations on how employers, educators, and tool developers
can inform and empower users to make privacy-protective
decisions when engaging in remote communications.

1 Introduction
The world was hit by a pandemic caused by the novel coro-
navirus and the COVID-19 disease in December 2019. In
an attempt to prevent the spread of the virus, businesses and
schools around the globe shut down, and people began shelter-
ing in their homes to practice social or physical distancing [1].

Following social distancing protocols, people around the
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world have been encouraged or ordered to stay at home [2–4].
Hence, they started to work from home [5], keep in touch
with family and friends remotely [6], and/or take remote
courses [7], many for the first time [8]. This made remote
conferencing tools an essential part of people’s day-to-day
lives, which albeit useful, posed potential privacy risks to peo-
ple who are now regularly streaming video and audio from
their own homes [9–15].

Increasingly integrated into people’s lives and routines,
widespread remote communications will not disappear with
the end of the pandemic [16]. As people continue to work, so-
cialize, and learn from home, it becomes imperative for their
privacy and security to be protected. This requires the design-
ers of in-home technologies (e.g., conferencing tools) and
organizations that use them to understand the diverse needs
of users. Understanding users’ needs will enable designers
and organizations to i) inform users about potential risks, and
ii) gear their designs toward enabling users to control their
privacy and security when using such technologies.

To that end, we conducted a worldwide survey (n =220)
on Prolific [17] in May 2020, i.e., a few months into the pan-
demic, as people were newly settling into widespread remote
communications. We sought to conduct our study during the
transition phase of the COVID-19 pandemic, when partici-
pants were still adjusting to their new remote settings, while
remembering their normal lives before the pandemic. Our
survey covered three contexts of remote communications,
namely work from home (WFH), socialize from home (SFH),
and learn from home (LFH). In each context, without prim-
ing participants by asking directly about privacy and security,
we leveraged participants’ open-ended responses to tease out
their unbiased privacy and security attitudes and behaviors to-
wards three aspects of remote communications: conferencing
tools, modes of remote communications (microphone, web-
cam), and locations of remote communications. We conducted
quantitative and qualitative analyses to answer the following
three research questions:

1. How do people engage with different aspects of remote



communications in each context during the pandemic?

2. How do privacy and security factor into people’s behav-
iors and attitudes towards aspects of remote communica-
tions in each context?

3. What approaches can be used to effectively inform and
empower users’ privacy and security decision making
related to remote communications in each context?

We also designed our survey to allow us to explore related
research questions for two other technologies that we hypoth-
esized people would interact with more and/or have a new
relationship with during the pandemic stay-at-home orders,
namely smart home devices and social media platforms. Upon
analyzing our results, we found that most participants’ privacy
and security concerns toward these two technologies did not
change during the pandemic. Stay-at-home orders, however,
significantly impacted participants’ concerns and behaviors
toward remote communications, which we primarily focus on
in this paper. We include the survey questions on smart home
devices and social media platforms and a summary of their
findings in the extended version of our paper [18].

When being asked about conferencing tools, participants
expressed a lack of decision-making agency. In WFH and
LFH, participants reported to use the tool that was being de-
cided for them by their employer or educator. Moreover, in all
contexts, participants felt that they had no control over activat-
ing their webcam/microphone during their remote communi-
cations. For several participants, such imposed requirements
contradicted their privacy and security preferences.

We found that participants’ privacy attitudes and concerns
towards the physical locations where their remote commu-
nications take place are context-dependent. By qualitatively
analyzing participants’ open-ended responses, we identified
two types of location-related privacy: remote privacy (privacy
from meeting attendees) and co-inhabitant privacy (privacy
from household members). The open-ended responses sug-
gested that in SFH, participants are mainly concerned about
their co-inhabitant privacy, while valuing both remote and
co-inhabitant privacy in WFH and LFH.

Based on the outcomes of our study, we distill several
recommendations for organizations and tool developers on
how to more effectively enable users to make informed and
privacy-protective decisions with regard to their remote com-
munications. In particular, we propose to enhance users’
decision-making process by means of inclusive, transparent,
and flexible policies on remote communications and design-
ing privacy-protective features, which consider diverse and
context-specific privacy and security needs.

2 Background and Related Work
Since December 2019, people around the world have been
struggling with SARS-CoV-2 (novel coronavirus) and the
resulting COVID-19 pandemic [19]. To help prevent further

spread of the virus, many people have exercised social or
physical distancing, i.e., keeping a safe distance from others
who are not from the same household [20]. Consequently,
people started working, socializing, and learning from home.
As a result, the use of conferencing tools and audio and video
communications has increased dramatically.

2.1 Privacy and Security Risks of Conferenc-
ing Tools

The pandemic has redefined home from a place of privacy
and security [21] to a shared work, socializing, and learning
space. This sudden shift from in-person to remote interactions
has led to an unprecedented increase in the use of remote com-
munication tools [22]. Teleconferencing and video conferenc-
ing tools, such as Zoom [23], Microsoft Teams [24], Google
Hangouts [25], and WebEx [26], have all seen a massive rise
in usage thanks to people working, socializing, and learning
from home.

As people started to increasingly rely on such tools for their
daily communications, experts have become more concerned
about the wide range of privacy and security risks these tools
expose their users to [9–12]. A few of the reported concerns
include Zoombombing [27], undisclosed data mining [28],
and selling information to third parties [29]. By consider-
ing the context around remote communications, literature
has discussed the privacy and security concerns involving
remote health-related sessions [30, 31], educational commu-
nications [15, 32–34], attending online courses [35, 36], and
work-related meetings [14, 37, 38].

Experts have provided several guidelines aiming to prevent
the risks and mitigate the potential harms of conferencing
tools [39–41]. Despite being valuable sources of information,
these guidelines put the burden of protecting privacy and se-
curity mainly on the user. This is an unrealistic expectation
due to several reasons. Confirming the literature [42], our
findings showed that privacy and security aspects, although
being important, are not always the number one priority when
using and interacting with conferencing tools. Moreover, our
qualitative findings suggested that due to their roles in their or-
ganizations, users often have limited power in making privacy-
protective decisions, especially in work- and education-related
contexts. In addition, the best practices reported in the cur-
rent guidelines constitute a broad recipe, hoping that they
apply to all users in all contexts of remote communications.
From the literature, we already know that privacy is context-
dependent [43].

2.2 Home Audio and Video Broadcasting
During the pandemic, people started to rely more and more on
the microphones and webcams of their devices to stay in touch
with their colleagues, friends and family members, or their
classmates. Only a few weeks into the pandemic, the market
saw a 179% jump in the sales of webcams [44], followed by



a supply shortage [45–47].
Privacy and security experts have indicated that webcams

and microphones are susceptible to risks and vulnerabilities.
Several reports showed how easily hackers take control of
users’ devices and activate their built-in webcam and micro-
phone by exploiting the device vulnerabilities [48–53]. Dur-
ing the pandemic, in all contexts of remote communications,
users are at an even higher risk of such hacking incidents as
they are spending an increased amount of time using their we-
bcams and microphones in different locations of their homes
to remotely communicate with others [54]. Users might not
be aware that their webcams and microphones are turned on
as the LED indicator lights are not always effective [55] or
they might have been deactivated by the attacker [56, 57].

To prevent hacking attacks from happening, experts fre-
quently recommend users to cover their webcams and micro-
phones when they are not being used [58, 59]. During the
pandemic, however, users might not be able to diligently ex-
ercise this protective approach as many are encouraged or
even forced to have their webcams and microphones on all
the time. Employers are setting always-on webcam policies
to encourage spontaneous chats among employees [60] and
using surveillance tools to closely monitor the activities of
their workforce [61, 62], in some cases even without users’
knowledge [63]. Saying no to such surveillance is not always
easy, especially during the pandemic with the heightened risk
of unemployment due to potential retaliations [64].

Remote learning is not immune to such commonplace im-
posed surveillance as well. School-issued devices are not
transparent about whether they spy on students by activat-
ing their webcams and microphones [65]. Some schools use
proctoring software that enables access to the students’ web-
cams and microphones during the exams [66, 67]. In addition,
policies are in place forcing students to have daily audio and
video interactions with their peers or teachers [68].

The aforementioned privacy-invasive webcam and micro-
phone policies and surveillance practices allude to the inef-
fectiveness of the blanket and commonly referenced solutions
with respect to the rising risks of these technologies. Design-
ing privacy-protective tools and providing usable privacy and
security guidelines for users require a deep understanding
of users’ decisions and behaviors. Our study contributes to
the body of literature by providing novel empirical evidence,
which highlights the significant impact of the context of re-
mote communications, as well as the living conditions, on
attitudes and privacy concerns related to remote communica-
tions.

3 Methods
We launched an online worldwide survey (n =220) on Prolific
in May 2020. We initially recruited 230 participants and ex-
cluded 10 of them: 3 participants used the open-ended boxes
to advertise a product and 7 participants provided other ir-

relevant responses to open-ended questions. We provide the
complete list of survey questions in Appendix A, and we men-
tion the question number in parenthesis (e.g., CQ1) when
referring to each survey question in the remainder of this sec-
tion. The study protocol was approved by our Institutional
Review Board (IRB).

3.1 Participant Recruitment
We recruited prolific participants who were at least 18 years
old. Because of the worldwide impact of the COVID-19 pan-
demic, we did not restrict our respondents to a specific region
and instead, recruited participants from all around the world.
The survey took on average 16 minutes to be completed, and
we compensated each participant with US$5.

3.2 Survey Procedure
We started the survey by introducing our study to be about
“technology use in the home during the Coronavirus (COVID-
19) Pandemic.” We then asked a few questions to obtain partic-
ipants’ consent to participate in our study (see Appendix A.1).

We asked questions on three contexts of remote communi-
cations: working from home (WFH), socializing from home
(SFH), and learning from home (LFH). In the survey, we
showed questions related to each context in a separate block.
We randomized the order of these blocks to mitigate the po-
tential order bias [69]. We asked similar questions in the three
tested contexts and only changed how we referred to remote
communications in each context. Specifically, in the contexts
of WFH, SFH, and LFH, we referred to remote communica-
tions as “remote work-related meetings,” “remote personal
meetings with friends and family members,” and “remote
learning-related meetings,” respectively.

3.2.1 Context-Specific Questions
To control for participants’ familiarity with the contexts of
remote communications, at the beginning of each context,
we asked participants to specify whether they have experi-
ence with remote communications in that context (CQ1). We
implemented a logic so that respondents could see the remain-
ing questions of that context only if they reported to have
experience with the context in question.

To better understand our participants’ timeline for remote
communications, we asked questions to capture when they
started remote communications and how often they were en-
gaged in remote communications before and during the pan-
demic (CQ2-4). In each context, we explored participants’
attitudes, behaviors, and privacy concerns related to three
aspects of remote communications: conferencing tools (CQ5-
10), modes of remote communications (CQ11-14), and loca-
tions of remote communications (CQ15-19).

To understand what our participants were most concerned
about in their remote communications, at the end of each
context, we asked respondents to specify the incidents that
happened to themselves or others that they perceived to be



concerning or awkward (CQ20-22).

3.2.2 Demographics and Home Settings
Finally, we asked questions to understand participants’ demo-
graphic information, as well as their home settings (DH1-16).
We placed the demographic questions at the end of the survey
to minimize the possibility of stereotype threat [70–72].

3.3 Data Analysis
To analyze responses, we conducted qualitative and quantita-
tive analyses.

3.3.1 Qualitative Analysis
The first author was the primary coder, who created the
codebook for each open-ended question and kept it updated
throughout the coding process. To analyze the data, we ap-
plied structural coding [73], which is a question-driven quali-
tative coding approach to categorize the interview data as well
as open-ended survey responses [74]. The codebook consists
of main and sub codes. The main codes are created from the
topics of interest in the study. For example, we were interested
in understanding what factors led participants to use specific
conferencing tools during the pandemic. In the codebook,
the main code we used to answer this research question was
reasons to use conferencing tools, which was then divided
into 11 sub-codes (e.g., functionality) and further divided into
8 sub-sub-codes (e.g., convenience and accessibility). After
the codebook was created, the first two authors used the code-
book to independently code all the open-ended responses.
Authors had several meetings to go over the codebook and
the coded responses and resolve the conflicts stemming from
mismatched understandings of the codebook. After agreeing
on the definitions used in the codebook, the first two authors
re-coded all the responses. The final codebook consists of 11
main codes, 122 sub-codes, 54 sub-sub-codes, and 4 sub-sub-
sub-codes. For each codebook, the Cohen’s Kappa inter-coder
agreement was calculated after the second round of coding.
The average rate of agreement for all the codebooks was above
0.91, with a minimum of 0.88 and a maximum of 1. Based on
the literature, Cohen’s Kappa inter-coder agreement of over
0.75 is considered as “excellent” [75]. We provide the final
codebooks in Appendix B.

3.3.2 Quantitative Analysis
We fit M = 4 Cumulative Link Mixed Models (CLMMs) with
logit as the link function to our collected data in order to ex-
plain the dependent variables (DVs) we asked our participants
about. In each model, the DV is a categorical variable that
can take multiple ordinal values, each of which we refer to as
a response category. For all models, we treated participants’
demographic and home setting factors as control variables.
We considered Akaike Information Criterion (AIC) as the
goodness of fit for the models [76]. We only report on demo-
graphic factors that helped the model fit significantly better
than the model without them. It is important to note that we

did not include the interaction terms in the final regression
models as they did not improve the model fit. For the mth

model, m ∈ {1, . . . ,M}, we denote the number of possible
response categories by Jm, and we denote the corresponding
number of observations, i.e., the number of participants that
answered the question corresponding to that model, by Nm.
For the nth observation, n ∈ {1, . . . ,Nm}, we let Y n

m denote the
observed response category. As per the CLMM definition, for
the mth model, m ∈ {1, . . . ,M}, the probability that the nth ob-
servation, n ∈ {1, . . . ,Nm}, falls in the jth response category
or below, j ∈ {1, . . . ,Jm−1}, is modeled as

logit(Pr(Y n
m ≤ j)) = α j| j+1−uparticipantn −

Im

∑
i=1

β
n
IVm,i

,

where α j| j+1 denotes the threshold parameter or cut-point be-

tween response categories j and j+1, and uparticipantn
i.i.d.∼

N (0,σ2
u) denotes the random effect for the participant in the

nth observation. Moreover, {βn
IVm,i
}Im

i=1 represent model coeffi-
cients corresponding to the Im different independent variables
(IVs) in the mth model, each particular to the level that was
reported in the nth observation.

4 Results
We start this section by providing information on participants’
demographics and timelines of remote communications. We
then present findings on participants’ behaviors and decisions
related to three aspects of remote communications: conferenc-
ing tools, modes of remote communications, and locations of
remote communications.

4.1 Participants
We recruited 230 participants (reduced to 220 after excluding
invalid responses) on Prolific. Our participants were mainly
from UK (31%), Poland (15%), and US (14%). 43% of our re-
spondents were female and 57% were male. Most participants
did not have a background in Information Technology fields
(65%) and were 18-29 years old (62%). We provide details on
participants’ demographics, home settings, and timelines of
remote communications in Appendix C. Except for questions
on the consent form (see Appendix A.1), none of the survey
questions required participants to provide an answer. For each
finding, we specify the number of participants that answered
the corresponding question.

4.1.1 Frequency of Remote Communications
When asked about the frequency of remote communications
before the pandemic, responses suggested that participants
had more experience with remote communications in the so-
cializing context than work and learning contexts. During the
pandemic, in the contexts of WFH and SFH, most participants
(WFH: 150/220, SFH: 208/220) reported that they have been
mostly having remote meetings and communications. In the
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Figure 1: Usage of conferencing tools (in percentage) in differ-
ent remote communication contexts reported by participants.

context of LFH, about half of our respondents (LFH: 114/220)
reported to be having remote learning-related meetings.

Designing usable and privacy- and security-protective con-
ferencing tools and guidelines in remote communications re-
quires a deep understanding of users’ attitudes and concerns
towards remote communications. To this end, in our survey,
we captured participants’ context-specific thought process
and decision making toward three aspects of remote commu-
nications during the pandemic: conferencing tools, modes of
remote communications (webcam/microphone), and locations
of remote communications. Without priming participants, we
surfaced the role of privacy and security in participants’ deci-
sion making related to each aspect of remote communications.

4.2 Conferencing Tools
In all contexts, Zoom was reported to be used more frequently
than other tools (WFH: 35%, SFH: 27%, and LFH: 42%).
We found that most participants (59%) were using the same
conferencing tool for their WFH and LFH meetings and 35%
of participants were using the same application in all three
contexts. Figure 1 shows the fraction of participants who
reported using each of the conferencing tools at least once for
their remote communications across the three contexts.

In each context, on a five-point Likert scale, we asked partic-
ipants to specify their level of comfort with the conferencing
tool they most frequently use for their remote communica-
tions. Across all contexts, most participants (WFH: 87/150,
SFH: 161/208, LFH: 75/114) were somewhat or very com-
fortable when using the conferencing tools for remote com-
munications (see Figure 2). Our regression analysis indicated
that the context of remote communications significantly im-
pacts participants’ level of comfort (see Table 1). We found
that compared to work from home, participants were signifi-
cantly more comfortable when using tools to communicate
with family and friends (estimate = 1.43, p-value < 0.05) as
well as communicating in the context of learning (estimate
= 0.88, p-value < 0.05). Participants who reported to be us-
ing Google Hangouts were significantly more comfortable
(estimate = 2.13, p-value < 0.05) with their conferencing
tool than those who were using Zoom.

In each context, we explored participants’ reasons behind
their choice of conferencing tools as well as their comfort
and discomfort with the tools. By qualitatively coding their

LFH

SFH

WFH

0% 25% 50% 75% 100%
#Participants

Very comf. Somewhat comf. Neutral
Somewhat uncomf. Very uncomf.

Figure 2: Participants’ reported level of comfort with fre-
quently used conferencing tools.

open-ended responses, we surfaced several factors impacting
participants’ decision making and comfort level toward the
use of conferencing tools.

4.2.1 Lack of Autonomy in Decision Making
In the contexts of WFH and LFH, participants frequently
(WFH: 70/146, LFH: 64/107) implied that they have no
agency over choosing what conferencing tool to use for their
meetings. This lack of control was due to the fact that the
tool was being selected for participants by their employers or
educators, sometimes despite their personal preferences.

In the WFH context, some participants (WFH: 21/70) re-
ported that the required conferencing tool is aligned with
privacy and security preferences and requirements of their
employers. P16 reported to be using Microsoft Teams for
their WFH meetings: “Work requires me to only use this tool.
They say this is the most secure one out there.” Similarly
P177 discussed why their employer asked them to use Mi-
crosoft Teams for WFH meetings: “It is the only tool that the
company has approved security wise on our network.”

In LFH, such imposed decisions contradicted some par-
ticipants’ (LFH: 17/64) personal privacy and security pref-
erences, especially when they were required to use Zoom
for their learning-related meetings. P36, who reported to use
Zoom for their remote learning-related meetings, said: “That
is the tool our teacher has chosen for us. Although security is
certainly a problem.”

4.2.2 Usability and Features
In all three contexts, the provided features and the usability of
the tool were the second most frequently mentioned reasons
to use the tool (WFH: 41/146, SFH: 92/204, LFH: 21/107)
and the most commonly reported factors to make participants
comfortable when using the conferencing tool (WFH: 75/111,
SFH: 84/154, LFH: 42/70). P9, who frequently uses Microsoft
Teams for their work meetings, said: “I can clearly see every
file that’s been attached to our meetings, I can easily contact
with others and the quality of voice and video is just perfect.”
Unlike SFH, one of the most desirable features in the contexts
of WFH and LFH was the ability of the tool to function prop-
erly with large groups. P102, who was using Zoom for their
work meetings, said: “It supports a bigger number of people



Model No. and AIC Dependent Variable Independent Variable Levels Estimate Odds Ratio Std. Err. p-value

1 (AIC=271.58) Tool comfort level

Context (baseline=WFH)
SFH 1.43 4.18 0.56 *

LFH 0.88 2.41 0.44 *

Tool (baseline=Zoom)

Google Hangouts 2.13 8.41 0.81 *

Google Meet 1.79 5.99 0.76 0.30

Microsoft Teams 0.98 2.66 0.76 0.20

Skype 0.80 2.23 0.74 0.27

#Adults {1,2, . . .} −1.03 0.36 0.52 *

2 (AIC=266.71) Microphone usage
Context (baseline=WFH)

SFH 1.53 4.61 0.39 ***

LFH −1.61 0.20 0.33 ***

#Children (7-13) {0,1,2, . . .} 1.29 3.63 0.44 **

3 (AIC=322.47) Webcam usage

Context (baseline=WFH)
SFH 1.66 5.26 0.34 ***

LFH −1.49 0.22 0.34 ***

Age (baseline=18-29)
30-49 0.98 2.66 0.46 *

50-64 2.71 15.03 2.05 0.19

#Rooms {0,1,2, . . .} 0.31 1.36 0.14 *

4 (AIC=349.44) Location comfort level

Context (baseline=WFH)
SFH 1.62 5.05 0.42 ***

LFH 0.66 1.93 0.36 0.06

Location (baseline=Bedroom)

Dining room −0.59 0.55 0.46 0.44

Kitchen −0.63 0.53 0.39 0.52

Living room −1.10 0.33 0.45 *

Work room −0.38 0.68 0.54 0.56

#Adults {1,2, . . .} −0.56 0.57 0.28 *

Gender (baseline=Female) Male 1.04 2.83 0.42 *

Note: *p < 0.05 **p < 0.01 ***p < 0.001

Table 1: Regression results of the CLMMs we built to explain participants’ attitudes and concerns toward various remote
communication aspects. A positive estimate of a level of an independent variable implies inclination toward an increase in the
dependent variable and vice versa.

to be in a call better than the other ones.”

In the WFH and LFH contexts, almost all participants
(WFH: 40/41, LFH: 19/21) who mentioned using a confer-
encing tool based on its convenience and usability, reported
to personally benefit the most from these attributes in their
remote communications. P194 reported to be using Microsoft
Teams for their WFH meetings: “Microsoft Teams allows me
to stay connected more easily.”

Unlike WFH and LFH, in SFH, several participants re-
ported to use a conferencing tool mainly due to its perceived
ease of use and convenience for others on the call (e.g., family
members or friends), especially those with limited familiarity
with technology. P90, who was most frequently using Skype
to communicate with family members, said: “Parents are not
confident with tech, Skype was the easiest for them to set up.”

Some participants (WFH: 11/146, SFH: 9/204, LFH:
14/107) discussed giving up their privacy and security due
to the tools’ provided features and convenience. Almost all
participants who mentioned such trade-offs reported to be us-
ing Zoom for their remote communications. In the context of
WFH, P176 said: “Zoom offers the best features and is easy to
use. Although security is certainly a problem.” Users’ trade-
off between privacy and security and provided convenience is
a known behavior in the literature [42, 77, 78].

4.2.3 Familiarity with the Tool

The most mentioned reason in deciding what conferencing
tool to use to communicate with friends and family members
was how familiar the tool was to participants themselves and
also others on the call (SFH: 94/204). P54 reported to use
WhatsApp for their SFH meetings to accommodate their fam-
ily members: “It’s the one my family have already installed
on their phones and know how to use.” Familiarity with the
tool was the third most frequently mentioned reason in the
contexts of WFH and LFH (WFH: 29/146, LFH: 15/107).
P84 reported to use Skype more frequently than other tools:
“The people I am calling with use Skype more than anything.
I would rather use Zoom instead.” Familiarity was also the
second most commonly mentioned contributor to participants’
comfort with conferencing tools (WFH: 22/111, SFH: 48/154,
LFH: 15/70). P12 reported why they are comfortable with us-
ing Skype for their SFH meetings: “I have been using Skype
since I was a teenager, so I’m used to it and that makes me
more comfortable when I’m talking to friends and family.”

Unlike WFH and LFH, in SFH 33% of participants, who
reported to value the familiarity with the tool the most, implied
that such familiarity partially stemmed from using the tool
in contexts other than socializing (e.g., work, learning). P10
reported to use Microsoft Teams for their SFH meetings: “My



school uses the same platform and it’s easier to be on only
one platform at the same time.”

Participants’ open-ended responses implied how familiarity
with the tool impacted their privacy and security concerns. A
few participants (WFH: 9/29, SFH: 17/94, LFH: 6/15) per-
ceived a sense of safety when using the tool due to their
prolonged experience with the tool. P30, who used Discord
for their personal meetings, said: “I know it is very safe and
reliable because I’ve been using it for the past 3 years.” This
finding confirms the role of familiarity with technology in
reducing risk perception [79]. Besides, a few participants
associated their privacy concerns with their familiarity with
the tool. P70 discussed why they only use Discord for their
SFH meetings: “I already had account on it and also I am not
comfortable sharing my info with more companies.”

4.2.4 Privacy and Security Factors
In all three contexts, the perceived privacy and security of
the tool were the third most commonly mentioned factors in
making participants comfortable when using the tool for their
remote meetings (WFH: 22/111, SFH: 20/154, LFH: 11/70).
In WFH, Microsoft Teams and in SFH and LFH, Zoom were
most frequently praised for their privacy and security prac-
tices.

When discussing their comfort with conferencing tools,
some participants did not mention a specific privacy or secu-
rity practice that made them comfortable when using the tool
and instead said: “It is secure,” “It feels like a safe app,” or “I
have no privacy concerns.” We qualitatively coded the open-
ended responses and identified several privacy and security
best practices and perceptions that were frequently reported
across all contexts:

• Information being encrypted (7): WhatsApp:3, Zoom:4
• Trusted brand (6): Microsoft Teams:2, Google Meet:1,

Zoom:2, Cisco:1
• No reported risk on media (6): Microsoft Teams:3, Cisco:1,

WhatsApp:1, Discord:1
• Protection from unauthorized access (5): Microsoft

Teams:2, Google Meet:2, WhatsApp:1
• Ability to set password for meetings (2): Zoom:2
• No information being stored (1): Google Meet:1

Although most participants were comfortable with us-
ing the tools for their remote communications, some par-
ticipants reported being somewhat or very uncomfortable
(WFH: 17/150, SFH: 16/208, LFH: 7/114). Privacy and secu-
rity were frequently mentioned as the reasons for participants’
discomfort when using the tools (WFH: 8/17, SFH: 5/16,
LFH: 3/7). Below is the list of privacy and security practices
and beliefs that made participants uncomfortable when using
the conferencing tool:

• Risks and vulnerabilities reported by the media (7): Zoom:7

• Personal space being exposed in the meeting (4): Zoom:3,
Google Meet:1

• Data being sold to third parties (2): Zoom:2
• Amount of information being collected (2): Google Duo:1,

Skype:1

We asked participants to specify how they manage their
reported discomfort with the conferencing tools. In WFH
and LFH, participants reported to address their concerns
and discomfort by sharing less with other meeting attendees
(WFH: 6/17, LFH: 2/7). Limiting the exposure was both in
terms of restricting the content that is being shared, as well
as modifying the configuration of their tool or the camera on
their computer to limit the exposure. P4 limited the content
they shared in the meeting and said: “I try not to say anything
that could be used badly.”

Unlike WFH and LFH, The most commonly mentioned
mitigation approach in SFH was limiting or avoiding the use
of the tool (SFH: 9/16). P188, who reported using Google
Hangouts, said: “I will uninstall it as soon as it is no longer
needed.”

Some participants reported to take no action when being
uncomfortable when using the tools (WFH: 4/17, SFH: 5/16,
LFH: 1/7), mainly due to not being in charge of selecting
the tools, not knowing what privacy and security controls
the tool offers, or believing they have nothing to hide. P50
discussed why they do not take any action to address their
privacy concerns with Google Duo: “Lots of other people
use it too, nothing likely concerning will happen about what
information the app ... collected on me.”

4.3 Modes of Remote Communications
In all contexts, participants reported to activate their micro-
phones significantly more frequently (p-value < 0.001) than
their webcams when having remote communications (see Fig-
ures 3 and 4). Our CLMM results showed that compared to
WFH, participants turned on their webcams (estimate = 1.66,
p-value < 0.001) and microphones (estimate = 1.53, p-value
< 0.001) significantly more often when having remote per-
sonal meetings with friends and family members, and sig-
nificantly less often (webcam usage: estimate = −1.49, p-
value < 0.001; microphone usage: estimate =−1.61, p-value
< 0.001) when having remote learning-related meetings (see
Table 1).

4.3.1 Microphone/Webcam Misuse
Accidental exposures of audio and video can lead to privacy
violations. When asking participants about awkward incidents
that had happened to them or others, across all contexts, the
misuse of microphone and webcam was mentioned in almost
all reported incidents (WFH: 29/34, SFH: 17/18, LFH: 8/10).
In these incidents, the microphone and/or webcam were cap-
turing unintended footage of a meeting attendee without their
awareness and in some cases, without the awareness of the
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Figure 3: Reported frequency of using webcam.

household members. For example, in WFH, P194 mentioned
an incident involving the microphone: “A member of manage-
ment did not remember to mute himself while he answered his
personal phone on speaker with what sounded to be a lawyer.”
P185 reported a similar incident in LFH that involved the
misuse of webcam in the meeting: “Someone in a classroom
stood up naked on the Zoom call and I guess he didn’t know
until it was too late.”

In order to raise users’ risk awareness and prevent such
incidents from happening, we need to understand the under-
lying reasons for participants’ preferences towards different
modes of remote communications. We asked participants how
they decide to turn on their webcam and microphone when
having remote communications.

4.3.2 Agency over Decision Making
Participants’ reasons to activate their microphone/webcam in
WFH and LFH meetings implied their lack of agency over
sharing their audio/video in their remote communications.
In these contexts, respondents reported that they were ex-
plicitly expected to activate their microphone/webcam as a
direct request by their employer or educator (WFH-Webcam:
73/101, LFH-Webcam: 66/94, WFH-Microphone: 77/127,
LFH-Microphone: 59/97). Psychology literature refers to this
type of behavior as obedience, i.e., a form of social influence
where group members change their behaviors and attitudes
due to a direct request or command from an authority fig-
ure [80]. P101, who reported to always turn on the webcam
in their remote work-related meetings, said: “There isn’t a
choice in terms of my manager requesting a meeting face to
face.” For some participants, such imposed requests contra-
dicted their personal preferences. P75 discussed their lack of
desire to activate their webcam in work-related meetings: “If
the manager asks me to turn on the video, I have to do it, but
I personally prefer to maintain it switched off at all times.”

In LFH, several participants reported being required to have
their webcam and microphone on when taking exams (LFH-
Webcam: 19/66, LFH-Microphone: 23/97). P43 discussed
how they decide on when to activate their webcam during
learning-related communications: “It depends if I’m explicitly
asked by the professor to turn it on (For example when I
have an ‘oral exam’ since written exams are now hard to do
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#Participants

Always Frequently Sometimes
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Figure 4: Reported frequency of using microphone.

remotely).”
Although no participant reported to be explicitly requested

by others to activate their microphone/webcam in SFH meet-
ings, our qualitative analysis found the implicit expectation
to be the main factor in participants’ microphone/webcam
usage. Most participants perceived lack of control over the
use of microphone/webcam and reported that they are nat-
urally expected to turn on their microphone/webcam when
talking to their family and friends (SFH-Webcam: 134/208,
SFH-Microphone: 166/208). P183 reported: “I always turn
the webcam on during personal meetings with friends and
family because I think it is what they expect and it would be
rude not to.”

Across all contexts, participants frequently mentioned
that they would make the decision to activate their mi-
crophone/webcam based on other meeting attendees’ be-
haviors (WFH-Webcam: 58/150, SFH-Webcam: 22/208,
LFH-Webcam: 27/114, WFH-Microphone: 43/150, SFH-
Microphone: 18/208, LFH-Microphone: 26/114). In LFH,
P185 reported to sometimes turn on their webcam: “If other
students have their cameras on I am more likely to turn mine
on. But if nobody has theirs on, I will probably not turn on my
camera.” This type of social influence is called informational
conformity [81], which serves as a cognitive repair [82] and
happens when group members follow others’ behaviors and
directions as they are unsure about the appropriate behav-
ior [83]. In several cases, participants reported to comply with
the crowd despite holding a different preference. P43 reported
to rarely turn on their webcam in work-related meetings: “De-
pending on the other person/people, and they always prefer
to have a video. I personally find it a bit stressful, but don’t
mind it too much.”

In SFH, some participants (SFH: 27/208) reported to jointly
decide on the expectations around the use of microphone and
webcam mostly prior to their personal meetings. P134 re-
ported: “When we decide to meet, we choose video or none
in the meeting invite.” A few participants discussed the im-
portance of joint decision making in accommodating meeting
attendees’ preferences. P160 reported to frequently turn on
their webcam when meeting their friends: “If I miss seeing
her face, we will plan a video call. We plan them because she
has anxiety which I definitely want to accommodate for as



best [as I] can.”

4.3.3 Attitudes over the Modes of Communication
Our participants shared diverse sentiments over activating
their webcam/microphone in remote communications. In SFH,
no participant suggested being uncomfortable with their lack
of autonomy over webcam/microphone in their personal meet-
ings. P117 discussed why they feel comfortable to always
have their webcam on when meeting family and friends: “My
family expect me to have video on, but I don’t mind as I feel
comfortable with people who really know me and accept me
for who I am. I guess it’s a gut feeling, if I don’t feel anx-
ious in their company in real life face to face, I would feel
comfortable on a screen.”

Unlike SFH, several participants (WFH: 21/101, LFH:
13/94) in WFH and LFH expressed negative attitudes toward
having their webcam on. P80, who reported to activate their
webcam at their employer’s request, said: “I don’t think video
is necessary for the outcome of the meeting. It would be odd
seeing colleagues in their home environment.” P84 discussed
why they do not feel comfortable with having webcam on in
their LFH meetings: “I do not want to be seen by people I have
never met, so I do not turn it on, unless I am being asked by the
teacher.” On the contrary, some participants (WFH: 16/101,
LFH: 8/94) shared positive sentiments and supported having
the webcam on during WFH and LFH meetings. P151, who
reported to always turn on their webcam in WFH meetings,
said: “I always turn it on as I feel face to face conversations
with people create a better environment, and a higher level
of honesty. I have campaigned for a policy in work to make
video compulsory, and it has been taken up.” P43 discussed
why they preferred to have their webcam on in LFH meetings:
“It is ‘nice’ and more productive during the Q&A meetings
to have webcam on and discuss about issues/doubts about a
particular project.”

4.4 Locations of Remote Communications
We asked participants to specify which part(s) of their
homes they most frequently use for their remote meet-
ings. Across the three contexts, participants’ bedroom
(WFH: 56/150, SFH: 83/208, LFH: 49/114), living room
(WFH: 32/150, SFH: 75/208, LFH: 25/114), and study or
workroom (WFH: 38/150, SFH: 19/208, LFH: 21/114) were
reported to be used more often than other locations. De-
spite being rare, a few participants reported using their bath-
rooms for their remote meetings (WFH: 3/150, SFH: 10/208,
LFH: 1/114). Figure 5 shows the fraction of participants that
reported to use each of the locations in their home at least once
for their remote communications across the three contexts.

In all contexts, most participants (WFH: 123/150, SFH:
178/208, LFH: 91/114) were comfortable with the locations
of their meetings (see Figure 6) while having significant dif-
ferences across the contexts. The regression analysis showed
that compared to WFH, participants were significantly more
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LFH

SFH

WFH

0% 25% 50% 75% 100%
#Participants

Very comf. Somewhat comf. Neutral
Somewhat uncomf. Very uncomf.

Figure 6: Participants’ reported comfort level with frequently-
used meeting locations.

comfortable when using any given location for their remote
personal meetings (estimate = 1.62, p-value < 0.001).

4.4.1 Remote Privacy vs. Co-Inhabitant Privacy
In all three contexts, several participants reported to select a
meeting location which they perceived to be the most private
in their homes. Especially, in WFH, having privacy was the
most frequently mentioned reason as to why a location is
used for work meetings (WFH: 42/147). In the contexts of
LFH and SFH, privacy was the second and third most com-
mon reason for participants’ location-related decision mak-
ing, respectively (LFH: 24/114, SFH: 35/208). Moreover, we
found privacy and sense of safety to be frequently reported
(WFH: 42/123, SFH: 68/178, LFH: 24/91) as participants’
reasons to be comfortable with their meeting locations.

By qualitatively analyzing participants’ open-ended re-
sponses, we identified two types of privacy: remote privacy
and co-inhabitant privacy. Remote privacy refers to having
privacy from other meeting attendees, while co-inhabitant
privacy refers to having privacy from other household mem-
bers. The types of privacy that were mentioned by participants
varied among different contexts of remote communications.

In SFH, participants reported to have no concern over re-
mote privacy as they felt comfortable with other meeting at-
tendees (e.g., friends, family members) viewing their personal
space. For example, P32 reported why they feel comfortable
holding their personal meetings in the living room: “It’s my
living room, it’s organized and everyone I talk to already
knows it.”

Almost all participants who considered privacy when se-



lecting their SFH meeting locations reported to be concerned
with their co-inhabitant privacy. These participants reported
to choose their meeting locations to be a personal space in
their home where they are not being disturbed or interrupted
by others during their remote meetings. Participants’ personal
space was mostly reported to be their bedroom. A few partici-
pants reported to have co-inhabitant privacy in other locations,
including living room, kitchen, and workroom. P185 reported
to use their bedroom for SFH meetings: “I feel the most com-
fortable in my own bedroom and I know that it will be a
private space and that the least amount of interruptions will
happen in my bedroom compared to other areas of the house.”
P25 reported why they were using the living room for per-
sonal meetings: “It is separated from the room in which my
housemate works and so less likely that he will overhear.”

Unlike SFH, in the contexts of WFH and LFH, partici-
pants’ perception of privacy was more diverse. Some partic-
ipants (WFH: 19/42, LFH: 15/24) reported to prefer having
co-inhabitant privacy by detaching their meeting locations
from other household members. P47 discussed why they de-
cided to use their bedroom for remote work-related meetings:
“I prefer using mostly my bedroom for most of my online
work/meetings as I don’t like others hearing me talk, I like
to have a little bit of ‘privacy’.” P43 reported using their bed-
room to preserve their co-inhabitant privacy: “I like to have
my own little space, a bit of privacy from the rest of family
and less distractions around so I can focus on the course.”
On the other hand, some participants were uncomfortable
about others on the call seeing their personal space. These
participants reported to desire having remote privacy by se-
lecting a less personal location that provides a “neutral” or
“professional” background with fewer details about their per-
sonal life. P195 talked about having privacy when holding
their work meetings in the study or workroom: “I don’t have
anything private there that I would be unprofessional if I had
to share my webcam with others.” P122 discussed why they
were using the kitchen for remote learning meetings: “This is
the least personal place in the house to have such meetings.”

Open-ended responses revealed potential conflicts between
remote privacy and co-inhabitant privacy. In all contexts, par-
ticipants who valued their co-inhabitant privacy frequently
reported to be using their personal bedroom to have privacy
from their household members. At the same time, participants
in WFH and LFH perceived their personal bedrooms to be in-
timate and, therefore, not appropriate to preserve their remote
privacy. We found similar tensions with regard to using living
room for remote communications. Some participants chose to
hold their remote meetings in the living room to have remote
privacy, although having less co-inhabitant privacy due to the
interruptions by household members.

4.4.2 Room Convenience and Equipment
Similar to participants’ attitudes toward conferencing tools,
convenience and comfort were frequently mentioned as

the deciding factor when selecting a meeting location
(WFH: 26/147, SFH: 65/208, LFH: 24/114). Especially, in the
context of SFH, participants reported that the convenience of
the location is the most important reason when choosing the
room for their remote personal meetings. P80 discussed why
they use the living room for their personal meetings: “This is
the location of relaxation and the area where my husband and
I can sit comfortably and talk to friends and family.”

Another commonly mentioned reason behind participants’
choice of meeting location in all three contexts was the pres-
ence of equipment that was needed for remote communica-
tions, including computer, desk, and books (WFH: 42/147,
SFH: 41/208, LFH: 37/114). For participants in the context
of LFH, the room equipment was the main factor in deciding
what room to use for their learning meetings. P75, who re-
ported to use their bedroom for LFH meetings, said: “This is
the location where I have my desk and my PC in.”

4.4.3 Discomfort with Meeting Locations
Although most participants were comfortable with their se-
lected meeting locations, some respondents reported to be
somewhat or very uncomfortable (WFH: 9/150, SFH: 4/208,
LFH: 3/114). Across all contexts, the main factor participants
mentioned that made them uncomfortable with a location was
the perceived invasion of remote/co-inhabitant privacy when
holding meetings there (WFH: 4/9, SFH: 1/4, LFH: 2/3). In
the LFH context, P115 reported that they are uncomfortable
with using their bedroom for remote learning-related meet-
ings: “It is hard to get comfortable in the bedroom as it feels
like a private area to invite people in to.” P4 discussed their
discomfort with using the living room for their remote work
meetings: “I could be overheard and am not comfortable with
the webcam being on as it intrudes on my privacy.”

The open-ended responses indicated that only participants
in the WFH context took steps to mitigate their discomfort
with the location of their meetings, while in the contexts of
SFH and LFH, participants reported to take no action when
being uncomfortable with their remote meeting locations.
The primary approach participants mentioned to take in the
context of WFH was to limit the information exposure, ei-
ther to other meeting attendees or their household members
(WFH: 3/9). P38, who reported to mainly use their living
room for their work-related meetings, said: “I minimise what
can be seen and test the audio quality before the meeting.”
Similarly, P35 limited the work-related information from the
household members: “I close my door and ask other family
members [not to] come to the living room when having work
meetings.”

5 Discussion
We first provide a brief comparison between the contexts of
remote communications. Based on our findings, we then dis-
cuss methods to inform and enable users’ privacy-protective
decision making related to remote communications.



5.1 Context-Specific Privacy Concerns and
Attributes

We focused on three remote communication contexts: work-
ing from home (WFH), socializing from home (SFH), and
learning from home (LFH). In each context, we surfaced par-
ticipants’ attitudes and concerns toward the use of remote
communication technologies. Our quantitative and qualitative
findings suggested several similarities and differences in par-
ticipants’ attitudes, behaviors, and privacy concerns among
the three contexts. In all contexts, comfort and discomfort
with conferencing tools and meeting locations were mainly
explained by participants’ privacy and security concerns and
their perceived sense of safety. Our findings indicated that
WFH and LFH were similar in terms of the choice and the use
of conferencing tools (e.g., activating webcam/microphone).
In SFH, unlike other contexts, the decisions toward the confer-
encing tools and the meeting locations were primarily based
on the provided convenience.

Numerous articles have been published that provide recom-
mendations on how to better protect privacy when engaging
in remote communications [39, 41, 84]. Almost all of these
guidelines are targeted toward the users, who are already strug-
gling with an insurmountable mental pressure thanks to the
pandemic. When an awkward incident happens in a confer-
ence call, end users are not the only group to blame, as they
are only a small part of the remote communication ecosys-
tem. Tool developers and users’ employers and educators
could play a critical role in informing and empowering users
to adopt privacy-protective behaviors while communicating
with others online.

The pandemic may not last forever, but remote communi-
cations will stay longer [16] and that requires us to critically
examine what we have learned during the pandemic. Based
on our findings, in the following, we distill several recom-
mendations to inform and empower users, and to design more
privacy-protective tools.

5.2 Enabling Context-Specific Informed Deci-
sion Making

Participants’ open-ended responses showed lack of autonomy
in their attitudes and behaviors toward remote communica-
tion technologies. Several participants reported to have no
control over the choice of conferencing tools for their WFH
and LFH meetings (see Section 4.2.1). Lack of active de-
cision making was also apparent in participants’ attitudes
toward the use of webcam and microphone. Participants re-
ported to be explicitly (WFH and LFH) or implicitly (SFH)
expected to turn on/off their webcam/camera in the meetings
(see Section 4.3.2). The qualitative findings indicated that
having limited or no control over the conferencing tools and
their features (e.g., webcam/microphone) was participants’
primary impediment to managing their tool-related privacy
and security concerns (see Section 4.2.4). To enable active

and informed decision making in remote communications, we
need to consider the context of the meeting.

Our findings suggested that WFH and LFH meetings have
similar power dynamics that are being set by an authority fig-
ure (e.g., employer, educator). By providing inclusive, trans-
parent, and flexible policies, workplaces and education insti-
tutes can take the first step toward informing and empowering
meeting participants. To be inclusive, policies should acknowl-
edge users’ diverse and context-specific privacy needs and at-
titudes. To provide holistic privacy-protective policies, future
studies should be conducted to explore other stakeholders’
perspectives of remote communications, including but not
limited to, employers and teachers.

In light of our findings, organizational policies need to
discuss the choice of conferencing tool, the use of micro-
phone and webcam in the meetings, and the available user
controls. In addition, the policies should be flexible and open
for feedback to help meeting attendees discuss and manage
their concerns and discomfort. Items to be outlined in such
policies include:

• What conferencing tools should be used for the meetings
and why?

• What privacy and security controls are provided by the
tools?

• In what condition are users (not) required to use their mi-
crophone/webcam?

• How can users control their microphone/webcam in the
communication tools?

• How can meeting participants manage their concerns and
discomfort with the tools?

Compared to WFH and LFH, in the context of SFH, partic-
ipants felt being more in control of choosing a conferencing
tool, which might be partially due to more balanced power
dynamics. However, because of the implicit expectations, sev-
eral participants felt having no control over the decision to
activate their webcam/microphone in the personal meetings.
As recommended by a few of our participants, joint decision
making prior to the meeting could give meeting participants
the opportunity to discuss their concerns and decide on a
policy that accommodates and respects all of them.

5.3 Inclusive Privacy by Design
Across all contexts, the main factor participants mentioned
to make them uncomfortable with a meeting location was
the lack of remote and co-inhabitant privacy they felt when
holding remote meetings in that location (see Section 4.4.1).
Participants who referred to remote privacy reported that they
do not feel comfortable having their home locations in the
background of their WFH and LFH meetings. On the other
hand, having a neutral or generic background was one of the
frequently mentioned factors to make participants comfort-
able when using a meeting location (see Section 4.4.1).



Due to the restrictions posed by the diverse working, living,
and learning arrangements, it may not be reasonable to ask ev-
eryone to find a neutral background for their remote meetings.
Tool developers can enable features to help users protect their
privacy. Some of the current communication tools, such as
Zoom [85] and Microsoft Teams [86], already allow users to
cover their real background by using virtual ones. Similarly,
tools such as Skype [87] and Google Meet [88] provide a
feature for users to blur their backgrounds.

Across all contexts, when discussing co-inhabitant privacy,
several participants reported to be uncomfortable with other
household members hearing their conversations (see Sec-
tion 4.4.1). From the regression analysis, we found that an
increase in the number of household members leads to a sig-
nificant decrease in the level of comfort with conferencing
tools as well as the locations of remote communications (see
Table 1). To protect people’s privacy in different contexts of
remote communications, we need to design for diverse house-
hold settings. For example, to preserve co-inhabitant privacy
in crowded settings, future remote communication devices
can be enabled with a feature to detect and notify the user
whether other household members are in the hearing range
of their remote meetings. Such features can also respect the
privacy needs of other meeting attendees, e.g., in case meet-
ing participants are not comfortable with their voice or video
being heard or seen by individuals who are not part of the call
(e.g., household members).

5.4 Limitations
As the first paper to study remote communications at the
transition of the pandemic, we surfaced participants’ attitudes,
behaviors, and concerns toward specific aspects of remote
communications in different contexts. Due to the focus of
our research and the survey methodology, we did not explore
other potentially informative research questions, which could
be studied in the future. In what follows, we will highlight
the limitations of the current work, alongside several future
research directions.

Our study used Prolific to recruit survey participants. Prior
work recommended using Prolific to recruit a diverse sample
of participants [89]. However, despite its diverse population
and similarly to other crowdsourcing platforms, Prolific par-
ticipants are not representative of any average population. For
example, in Prolific, participants tend to be younger and more
educated [90]. In addition, our participants were mainly from
the UK, Poland, and the US, and we had a small number of
participants from other countries (see Table 5). Due to these
limitations, the findings of our study should not be general-
ized. Our study provides an overview of technology-related
perceptions and behaviors during the global COVID-19 pan-
demic and we believe future studies can more directly focus
on specific populations. In our study, participants’ country
of residence was not a statistically significant factor, which
might be due to the small number of participants from some

of the countries. Future studies could explore the difference
in privacy concerns and attitudes among different countries
and cultures.

As we previously mentioned, among other questions, our
survey explored how participants’ learning experience has
been impacted by the COVID-19 pandemic. In this study, we
only recruited participants who were at least 18 years old.
However, it is also important to understand the impact of the
pandemic and the privacy considerations of students from all
ages, which should be considered in a future study.

To ensure participants’ familiarity with the contexts of re-
mote communications, for each context, we only asked the
survey questions of participants who reported to have famil-
iarity with that specific context. This potential selection bias
might impact participants’ attitudes and concerns toward re-
mote communications in each context. Similarly, due to the
nature of the job and depending on the level of experience,
crowd-source participants might be more familiar with re-
mote communication technologies than the average popula-
tion. Having familiarity with a technology has been shown to
decrease the amount of risk an individual would perceive re-
lated to that technology [79]. Therefore, the reported privacy
and security concerns captured by our study could be lower
than the average population’ risk perception toward remote
communications.

6 Conclusion
The COVID-19 pandemic has caused people around the world
to abruptly shift their in-person work, personal life, and/or
education meetings to remote ones, which could outlast the
pandemic. Therefore, to enable safe remote experience, it is
critical to design privacy-protective tools and empower users
to consider privacy and security when engaging in remote
communications. To this end, we conducted a 220-participant
survey on Prolific, in which we considered three contexts of
remote communications, namely working (WFH), socializ-
ing (SFH), and learning from home (LFH). Our quantitative
and qualitative findings indicated that concerns, attitudes, and
behaviors toward remote communications are diverse and
context-dependent. Across all contexts, privacy and security
were among the most frequently mentioned concerns that par-
ticipants had. These concerns were exacerbated by the fact
that participants felt that they had no agency over decision
making about conferencing tools and the modes of remote
communications. We provided several recommendations for
tool developers and organizations to enable users to make
privacy- and security-protective choices when engaging with
remote communications.
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A Survey Questions
A.1 Informed Consent
This is a survey about technology use in the home during
the Coronavirus (COVID-19) pandemic by researchers at
the University of Washington, in Seattle, Washington, USA.
The University of Washington’s Human Subjects Division
reviewed our study, and determined that it was exempt from
federal human subjects regulation. We do not expect that this
survey will put you at any risk for harm.

In order to participate, you must be at least 18 years
old and able to complete the survey in English. We expect
this survey will take about 20 minutes to complete. If you
have any questions about this survey, you may email us at
hometechnology@cs.washington.edu.

• I am 18 years or older.
◦ Yes ◦ No

• I have read and understand the information above.
◦ Yes ◦ No

• I want to participate in this research and continue with
the task.
◦ Yes ◦ No

A.2 Context-Specific Questions (CQ)
In the contexts of WFH, SFH, and LFH, we referred to remote
communications as “remote work-related meetings,” “remote
personal meetings with friends and family members,” and

“remote learning-related meetings,” respectively. Here we
only provide the questions for the WFH context.

• CQ1: Have you been mostly having remote work-related
meetings from home during the COVID-19 pandemic?
◦ Yes ◦ No

The rest of the context-related questions will only be
presented if the answer is “Yes.”

• CQ2: Before the COVID-19 pandemic, how often have
you had remote work-related meetings from home?
◦ Never ◦ Once or twice a year ◦ Once every 4-6
months ◦ Once every 2-3 months ◦ Once every month
◦ Once every 2-3 weeks ◦ Once every week ◦ Not
every day, but more than once a week ◦ Every day

• CQ3: During the COVID-19 pandemic, how many hours
a week do you spend in remote work-related meetings
from home?
◦ Less than 1 ◦ 1 to 5 hours ◦ 6 to 10 hours ◦ 11 to
15 hours ◦ 16 to 20 hours ◦ 21 to 25 hours ◦ 26 to 30
hours ◦ 31 to 35 hours ◦ 36 to 40 hours ◦ Over 40
hours

• CQ4: During the COVID-19 pandemic, how long have
you been having remote work-related meetings from
home?
◦ Since last week ◦ Since two weeks ago ◦ Since three
weeks ago ◦ Since one month ago ◦ Since more than
one month ago

• CQ5: During the COVID-19 pandemic, what conferenc-
ing tools do you mostly use for your remote work-related
meetings? If you use more than one tool, please select
the one you use most frequently.
◦ BlueJeans ◦ Google Hangouts ◦ Google Meet ◦
GoToMeeting ◦Microsoft Teams ◦ Skype ◦ Slack
◦ UberConference ◦ Zoom ◦ Other (please specify
[Open-ended])

• CQ6: Please explain why you have been using the tool
that you have specified more frequently than other tools.
[Open-ended]

• CQ7: During the COVID-19 pandemic, in your current
environment, how do you feel about using this tool for
your remote work-related meetings?
◦ Very uncomfortable ◦ Somewhat uncomfortable ◦
Neither uncomfortable nor comfortable ◦ Somewhat
comfortable ◦ Very comfortable

• CQ8: (If in CQ7, Very uncomfortable or Somewhat un-
comfortable is selected) What about this tool makes you
uncomfortable when using it? [Open-ended]

• CQ9: If in CQ7, Very uncomfortable or Somewhat un-
comfortable is selected) How do you manage your dis-
comfort when using this tool? [Open-ended]
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• CQ10: If in CQ7, Very comfortable or Somewhat com-
fortable is selected) What about this tool makes you
comfortable when using it? [Open-ended]

• CQ11: During the COVID-19 pandemic, how often do
you turn on your device’s webcam when having remote
work-related meetings?
◦ Never ◦ Rarely ◦ Sometimes ◦ Frequently ◦
Always

• CQ12: How do you decide whether or not to turn on
your device’s webcam when having remote work-related
meetings? [Open-ended]

• CQ13: During the COVID-19 pandemic, how often do
you turn on your device’s microphone when having re-
mote work-related meetings?
◦ Never ◦ Rarely ◦ Sometimes ◦ Frequently ◦ Al-
ways

• CQ14: How do you decide whether or not to turn on
your device’s microphone when having remote work-
related meetings? [Open-ended]

• CQ15: During the COVID-19 pandemic, which area of
your home do you usually hold your remote work-related
meetings in? If you use more than one location, please
select the one you use most frequently for remote work-
related remote meetings.
◦ Backyard ◦ Bathroom ◦ Bedroom (yours) ◦ Bed-
room (your children’s) ◦ Dining room ◦ Hallway ◦
Kitchen ◦ Living room ◦ Outside front door ◦ Study
or workroom ◦ Other (please specify [Open-ended])

• CQ16: During the COVID-19 pandemic, how do you
feel about using this location to have remote work-
related meetings?
◦ Very uncomfortable ◦ Somewhat uncomfortable ◦
Neither uncomfortable nor comfortable ◦ Somewhat
comfortable ◦ Very comfortable

• CQ17: (If in CQ16, Very uncomfortable or Somewhat un-
comfortable is selected) What about this location makes
you uncomfortable when having remote work-related
meetings there? [Open-ended]

• CQ18: If in CQ16, Very uncomfortable or Somewhat
uncomfortable is selected) How do you manage your
discomfort when using this location for having remote
work-related meetings? [Open-ended]

• CQ19: If in CQ16, Very comfortable or Somewhat com-
fortable is selected) What about this location makes you
comfortable when having remote work-related meetings
there? [Open-ended]

• CQ20: During the COVID-19 pandemic, have you or
people you know ever experienced an awkward incident
while having remote work-related meetings?
◦ Yes ◦ No

• CQ21: (If in CQ18, Yes is selected) Please describe the
incident. [Open-ended]

• CQ22: (If in CQ18, Yes is selected) Please describe what
you or people you know have done in response to the
incident. [Open-ended]

A.3 Demographics and Home Settings
• DH1: Including yourself, how many adults 18 years of

age and above live in your current home?
◦ 1 ◦ 2 ◦ 3 ◦ 4 ◦ 5 ◦More than 5

• DH2: How many children at or above the age of 13 and
under the age of 18 live in your current home?
◦ 0 ◦ 1 ◦ 2 ◦ 3 ◦ 4 ◦ 5 ◦More than 5

• DH3: How many children at or above the age of 7 and
under the age of 13 live in your current home?
◦ 0 ◦ 1 ◦ 2 ◦ 3 ◦ 4 ◦ 5 ◦More than 5

• DH4: How many children under the age of 7 live in your
current home?
◦ 0 ◦ 1 ◦ 2 ◦ 3 ◦ 4 ◦ 5 ◦More than 5

• DH5: Who do you share your home with? (check as
many as apply)
◦ No one ◦ Roommate(s) ◦ Spouse(s)/Domestic part-
ner(s) ◦ Children ◦ Parent(s) ◦ Other (please specify
[Open-ended])

• DH6: Do you have shared wall(s) with your neighbors?
◦ Yes ◦ No

• DH7: How many bedrooms does your home have?
◦ 0 ◦ 1 ◦ 2 ◦ 3 ◦ 4 ◦ 5 ◦More than 5

• DH8: How many rooms other than bedrooms does your
home have?
◦ 0 ◦ 1 ◦ 2 ◦ 3 ◦ 4 ◦ 5 ◦More than 5

• DH9: What is your age?
◦ 18-29 years old ◦ 30-49 years old ◦ 50-64 years old
◦ 65 years and older

• DH10: What is your gender? [Open-ended]

• DH11: What is the highest degree you have earned?
◦ No schooling completed ◦ Nursery school ◦ Grades
1 through 11 ◦ 12th grade—no diploma ◦ Regular
high school diploma ◦ GED or alternative credential
◦ Some college credit, but less than 1 year of college
◦ 1 or more years of college credit, no degree ◦ As-
sociates degree (for example: AA, AS) ◦ Bachelor’s



degree (for example: BA. BS) ◦ Master’s degree (for
example: MA, MS, MEng, MEd, MSW, MBA) ◦ Pro-
fessional degree beyond bachelor’s degree (for example:
MD, DDS, DVM, LLB, JD) ◦ Doctorate degree (for
example: Ph.D., EdD)

• DH12: In which country do you currently reside? [List
of countries provided by Qualtrics]

• DH13: What is your current employment status?
◦ Full-time employment ◦ Part-time employment ◦
Unemployed ◦ Self-employed ◦ Home-maker ◦ Stu-
dent ◦ Retired

• DH14: (If in DH13, Unemployed or Retired is not se-
lected) The organization you work for is in which of the
following?
◦ Public sector (e.g., government) ◦ Private sector (e.g.,
most businesses and individuals) ◦Non-for-profit sector

• DH15: Do you have a background in technology?
◦ Yes ◦ No

• DH16: (If in DH14, Yes is selected) Please specify what
your technical background is. [Open-ended]

B Codebooks
The codebooks are available at:
https://gist.github.com/SOUPS-COVID-Privacy/
97b6f6caeb13d5091314e6458049617d.

C Participants’ Information

Timeline Meeting Frequency
Context

WFH SFH LFH

Before the pandemic

Never 53% 33% 60%
Once/twice a year 6% 7% 14%
Once every 4-6 months 4% 6% 5%
Once every 2-3 months 4% 7% 3%
Once every month 3% 6% 2%
Once every 2-3 weeks 4% 10% 2%
Once every week 6% 13% 3%
> once a week 11% 12% 5%
Every day 9% 6% 6%

During the pandemic

< 1 (hour/week) 25% 35% 11%
1-5 (hour/week) 44% 41% 40%
6-10 (hour/week) 13% 14% 16%
11-15 (hour/week) 7% 3% 12%
16-20 (hour/week) 6% 2% 11%
21-25 (hour/week) 1% 1% 7%
26-30 (hour/week) 1% 1% 3%
31-35 (hour/week) 2% 1% 0%
36-40 (hour/week) 1% 1% 0%
> 40 (hour/week) 0% 1% 0%

Table 2: Frequency of engaging in remote communications.

https://gist.github.com/SOUPS-COVID-Privacy/97b6f6caeb13d5091314e6458049617d
https://gist.github.com/SOUPS-COVID-Privacy/97b6f6caeb13d5091314e6458049617d


Experience Duration
Context

WFH SFH LFH

Since last week 1% 1% 7%
Since two weeks ago 0% 1% 5%
Since three weeks ago 3% 2% 9%
Since one month ago 5% 3% 18%
Since more than one month ago 91% 93% 61%

Table 3: Summary statistics of how long participants were experiencing the three contexts under study.

Question Responses

Shared wall(s) with Yes No
neighbors 54% 46%

Housemates
No one Roommate(s) Spouse(s)/Domestic partner(s) Children Parent(s) Other: Siblings

3% 3% 19% 11% 21% 25%

#Adults 18+ years old
1 2 3 4 5 More than 5

12% 45% 22% 17% 4% 0%

#Children between 0 1 2 3 4 5 More than 5
13 and 18 years old 81% 12% 6% 1% 0% 0% 0%

#Children between 0 1 2 3 4 5 More than 5
7 and 13 years old 86% 14% 0% 0% 0% 0% X%

#Children under 0 1 2 3 4 5 More than 5
7 years old 83% 12% 5% 0% 0% 0% 0%

#Bedrooms
0 1 2 3 4 5 More than 5

0% 14% 28% 41% 14% 3% 0%

#Rooms other 0 1 2 3 4 5 More than 5
than bedrooms 4% 11% 17% 27% 26% 15% 0%

Table 4: Breakdown of participants’ home settings.

Age Gender Highest Degree Country of Residence Employment Tech Background

18-29 62% Female 43% No schooling completed 0% UK 31% Full-time 41% Yes 35%
30-49 34% Male 57% Nursery school 0% Poland 15% Part-time 17% No 65%
50-64 4% Grades 1 through 11 2% US 14% Unemployed 6%

12th grade—no diploma 3% Italy 7% Self-employed 8%
Regular high-school diploma 21% Portugal 7% Home-maker 3%
GED or alternative credential 0% Spain 4% Student 25%
Some college credit, < 1 year of college 4% Greece 3% Retired 0%
1+ years of college credit, no degree 16% Canada 2% Public sector 23%
Associate’s degree (e.g., AA, AS) 4% Other 17% Private sector 67%
Bachelor’s degree (e.g., BA, BS) 37% Non-profit sector 10%
Master’s degree (e.g., MA, MS, MBA) 13%
Professional degree (e.g., MD, JD) 0%
Doctorate degree (e.g., Ph.D., EdD) 0%

Table 5: Participants’ demographic information. Only countries with at least 5 participants are listed.
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