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Abstract

We designed, produced, distributed, and evaluated Con-
trol-Alt-Hack™ : a recreational tabletop card game in-
tended to promote a casual awareness of high-level
computer security concepts. Our experiences through-
out this process gave us insights and opinions regarding
the creation of games, their role in educational or out-
reach contexts, and opportunities and challenges for the
research community. In particular, we: (1) provide a
logistics-oriented reflection on our experiences, includ-
ing a list of the work roles that were involved in pro-
ducing the game and a timeline of the creation process;
and (2) step back to consider higher-level issues for the
community, including the role of games in the class-
room and the challenges behind conducting and pub-
lishing evaluations of game-based learning.

1. Introduction

In November 2012 we released Control-Alt-Hack:
White Hat Hacking for Fun and Profit™ —a recreation-
al tabletop card game where players take on the roles of
white hat hackers at a security consulting company.
Using strategy and luck (via dice rolls), they use their
character’s skills (e.g., Hardware Hacking, Network
Ninja, Social Engineering) to attempt a variety of secu-
rity-themed narratives.

Control-Alt-Hack was not designed to be an educational
game that teaches specific knowledge or skills; instead,
the game was intended to prioritize recreation and to
facilitate voluntary gameplay in social settings. The
narrative content of the game was designed to casually
increase familiarity with high-level security concepts:
for example, the creativity of attackers, the potential
human impacts of different kinds of attacks, and the
broad range of technology classes that are affected by
computer security issues. We prioritized aspects that we
felt would help the game fulfill its purpose, such as
relatively high production quality (see Figures 1, 2, and
3) and availability via a mass-market online retailer.

In this paper, we reflect on our experiences designing,
producing, distributing, and evaluating our game. Sec-
tion 2 provides a brief overview of the game premise
and pointers to topics covered in our previous publica-

tion. Section 3 focuses on providing logistical details
pertaining to the game development: both to paint a
picture of the process and to provide consideration
points for researchers looking to produce games. Sec-
tion 4 shifts gears and focuses on two major research
challenges that we believe provide obstacles and oppor-
tunities to researchers looking to employ games in
computer security education.

2. Game Premise and Previous Publication
The following is the premise of Control-Alt-Hack:

You and your fellow players work for Hackers,
Inc.: a small, elite computer security company
of ethical (a.k.a., white hat) hackers who per-
form security audits and provide consultation
services. Their motto? “You Pay Us to Hack
You.”

Your job is centered around Missions—tasks
that require you to apply your hacker skills
(and a bit of luck) in order to succeed. Use your
Social Engineering and Network Ninja skills to
break the region’s power grid, or apply a bit of
Hardware Hacking and Software Wizardry to
convert your robotic vacuum cleaner into an in-
teractive pet toy...no two jobs are the same. So
pick up the dice, and get hacking!

Figure 1 shows the game box and contents. Figures 2
and 3 show some of the game art and card contents.

Our previous publication [1] provides additional infor-
mation on:

¢ OQur target audiences for the game.

¢ Our goals in producing the game.

¢ Choosing a gaming mechanic to license.
*  Our feedback process.

*  Writing card content while: including tech-
nical content, mapping to the original game
mechanics, offering comprehensibility (includ-
ing brevity), and incorporating humor.



¢ Example technical security works that inspired
card topics.

* An evaluation of the game in educational set-
tings. The evaluation was performed via (pri-
marily) open-ended surveys distributed to edu-
cators who had previously received copies of
the game.

3. Logistics and the Creation Process

In this section, we provide selected logistical details
from the creation process for the game.

It should be noted that, rather than design a game from
scratch, we chose to license a preexisting game me-
chanic (e.g., card count, card attributes, basic game
rules). We licensed Ninja Burger from Steve Jackson
Games [7], then redid all textual and visual content to
create an isomorphic remap. Licensing a pre-existing
mechanic allowed us both to skip playtesting mechanics
and to utilize the expertise of a company whose purpose
is to create successful games.

3.1. Involved Parties

Below we list some of the parties who were involved in
the logistics of the game’s creation. This list is meant to
both serve as an indication of some of the subprocesses
of the game’s design, as well as to indicate some of the
areas of expertise on which it is useful to draw.

Lead Game Designers: The authors served as lead
game designers. We created all textual content and co-
ordinated/gave input to all subprocesses.

Mechanics Designer(s): As mentioned above, we
chose to license a pre-existing mechanics. To our
knowledge, game mechanics are not legally protected;
however, there are good reasons for licensing mechan-
ics. One reason is to support the original game design-
er(s). Another reason is to generate goodwill among
game fans—or at least to avoid the ill will that might be
associated with using someone else’s mechanic. We
found these points particularly pertinent given the fact
that we were always intended to make the game availa-
ble for sale (in order to reach a broader audience). An-
other reason to license game mechanics is that the game
designer might be able to provide feedback and com-
ments on drafts of the new game.

License Coordinator(s): We sought the aid of some-
one more familiar with the industry to help negotiate
terms for the license agreement. Potential details to
consider are: (a) whether the license payment is a flat
payment or a royalty; (b) how many copies of the game
may be produced under the license; (c) whether or not a
certain license or royalty rate is guaranteed for future
license arrangements; (d) what reporting, if any, is re-
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Figure 1. A photo of the game box and contents.
Photo Credit: Juliet Fiss. © University of Washington

quired on product print runs or sales; and (e) whether or
not aspects of the produced game may be sublicensed.

Graphic Designers: We worked with a local graphic
design firm on the visual characteristics of the game.
The firm had previous experience with designing for a
game (Elevation of Privilege [4]).

Graphic designers are (or can be) distinct from illustra-
tors. Illustrators create art such as the portraits on the
character cards (see Figure 2); graphic designers, on the
other hand, are concerned with elements of a visual
layout such as colors, fonts, icons, and patterns (see
Figures 1 and 3). The work that goes into a graphic
design addresses issues such as aesthetics (for both
genders), readability and visual comprehensibility, and
colorblindness. In our case, the illustrator created the
character portraits; the graphic designers did everything
else.

Some details to consider when creating a contract with
a graphic designer are: (a) how many different options
are explored before choosing a general design direction;
(b) how many iterations of different design elements are
included; (c) whether or not the graphic design firm
will be coordinating with the illustrator and/or the
printer, and that they will be delivering files in the for-
mat the printer needs; (d) whether or not they will be
sending over (or coordinating with the printer to send
over) print proofs that accurately represent the colors of
the end print product; and (e) whether box design, in-
struction booklet design, etc. will be included.

Hlustrator: We located an illustrator from their online
portfolio and collaborated remotely. As mentioned in
[1], we chose the illustration style to further our goals
for the game. Some details to consider when creating a
contract with an illustrator are: (a) securing the copy-
right to use the produced work in all envisioned scenar-



ios (e.g., the game, merchandise, advertising); (b) se-
curing the right to all work products that might be de-
sired, such as layered vector files; (c) ensuring that the
illustrator is positioned to offer the rights to all their
work; (d) how many rough illustration directions will
be explored before a style is chosen (for the game, or
per illustration); and (e) how many minor illustration
edits will be made.

Manufacturing Facility: There are a number of op-
tions for printing physical games, including print-on-
demand services (and Kickstarter campaigns, for gener-
ating funding). We chose to use a large manufacturing
facility with a print run of ~7,500 games; with such
printers, large price drops might not be available unless
at least 5,000 units are ordered. Roughly speaking, the-
se options trade off: (a) minimum order size required;
(b) cost per unit; (c) control over characteristics of
game components; (d) quality of game components; (e)
turnaround time; and (f) up-front cost required.

Before the full print run ships, the printer sends over a
proof copy. One major purpose of the proof copy is to
check that the printed colors appropriately match the
intended colors. Ideally, the graphic designers are in-
volved in the proofing process. Some people choose to
go on site with the printer to iterate more closely on
color matching; we worked with the printer remotely.

Another thing to consider is funding: many printers
require a large deposit or full payment up front, while
universities may have the policy of paying for work
delivered.

Production Manager: Some manufacturing facilities
are not available to the general public, and will only
work through production managers. Additionally,
someone in this position has insights into issues such as
typical practices, terminology, and related details such
as safety testing. With our production manager, we con-
sidered properties of the materials that we would be
using including: (a) cardstock; (b) card coating; (c) box
style; (d) box material; and (e) packaging.

It is useful to price with the production manager/printer
early on so that the graphic designers know the dimen-
sions for which they are designing and whether they are
using a black-and-white palette, a 3-color palette, or a
full-color palette.

Trademark Lawyer(s): Part of our research goal was
to make the game available for sale as a regular—rather
than a limited-audience or educational —game. As one
result of this goal, we decided to file for a trademark on
the game name. Making this decision early on in the
process had cascading effects. For example, several of
our first name choices were inadvisable due to potential

conflicts. The game name, in turn, had direct effects on
the logo design.

Distributor: Different models are available for distri-
bution. We chose to use Amazon as the distributor (Ful-
fillment by Amazon) in addition to the retail platform.
It would be useful to work closely with someone who
has undergone the process before, as there are a lot of
details and fees to keep track of that are not necessarily
apparent. For example: (a) the Amazon seller platform
does not automatically activate the collection of sales
taxes for the seller’s home state, which the seller is re-
sponsible for submitting to the state; and (b) the default
process for shipping stock to Amazon fulfillment ware-
houses may split between multiple warehouse destina-
tions across the country, and the number and location of
the assigned warehouses that will be assigned to a
shipment vary from week to week.

Retailer: We chose to coordinate the sales portion of
Control-Alt-Hack through an LLC, which sublicensed
Control-Alt-Hack from the University of Washington.
(All conflict of interest policies were followed—see
Acknowledgments.) We chose this route for a variety of
reasons; however, we can offer suggestions for those
who wish to coordinate sale through their institution.
Some points to consider include: (a) how the university
can contract with distributors (e.g., Amazon), and what
the contract review process looks like; (b) who would
coordinate the payment of taxes, including sales taxes,
to the state; and (c) how the university is equipped to
enter wholesale or similar arrangements.

3.2. Timeline

We began work on the game in late summer of 2011
and submitted our conference paper on the game in
Spring 2013. The timeline below contains some high-
lights of events along that timeline. We present the
timeline for two reasons: (1) to convey amount of time
that must be allocated for some activities, such as print-
ing and shipping; and (2) to give an idea of the amount
of time that we took with other sections of the process.
We particularly focus on the activities that depend upon
interactions and iterations with other parties, since these
aspects are most out of a researcher’s control (in terms
of timing).

September 2011: First contact with Steve Jackson
Games regarding licensing the Ninja Burger game me-
chanics.

December 2011: First meeting with graphic designers.
First round of playtesting with a partially completed
deck. (4-5 playtesting rounds performed total. 4-5 other
sessions of game “read-throughs.”)

February 2012: First meeting with illustrator.



Figure 2. The character art from the portrait side of 12 of the game’s 16 Hacker cards. © University of Washington

March 2012: First graphic design options reviewed.
First game title (Hackers, Inc.) (of many) rejected due
to potential trademark conflicts.

April 2012: Final game title chosen. License on me-
chanics signed.

June 2012: Final illustrations ready. (0-5 revisions
done per illustration.)

July 2012: Print-ready files sent to printer. (Approxi-
mately 3 rounds of revision were done per card under
the final design.) Talk on the game given at Black Hat
USA.

August 2012: Printer prototypes (proofs) in and availa-
ble for review.

September 2012: Games ship from printer.

October 2012: Trademark granted for Control-Alt-
Hack.

November 2012: Games available for sale and start to
be distributed to educators.

March 2013: Poster on Control-Alt-Hack at the
SIGCSE conference.

April 2013: Surveys distributed to educators.

May 2013: Paper on educational evaluation submitted
to CCS [1].

Two of our decisions particularly allowed us to com-
press our overall timeline beyond what we would have
otherwise experienced. First, by licensing a game me-
chanic rather than developing one from scratch, we cut

a great deal of time off of necessary playtesting, since
we were only playtesting textual and visual choices.
Second, our budget gave us the freedom to go with pro-
fessional services rather than other alternatives; for ex-
ample, while we could have sought to work with art and
design students (for credit or for pay), that option would
potentially have taken longer overall.

4. At a Higher Level: Research Challenges

The previous section focuses on logistics rather than the
research process or goals. In this section, we depart
from our particular experiences with producing Con-
trol-Alt-Hack; we switch contexts to reflect on a much
higher level. We raise two of (we believe) the most
prominent research challenges facing the usage of
games in educational contexts.

4.1. Where Do Games Fit With Other Tools?

It would be helpful to educators for researchers to be
able to suggest simple rules for how to best integrate
non-lecture methodologies into a modern course of
study. There are a great many educational approaches
in use, and it is unlikely that simple rules can guide how
to integrate security games into even a single pedagogic
approach.

These models of non-lecture methodologies include a
range of playful approaches from awareness-oriented
games like Control-Alt-Hack to focused games such as
Werewolves to multi-skill competition games like Cap-
ture-the-flag (e.g., [2][5][6]). The approach can even go
as far as gamification of an entire course or degree pro-
gram. Non-lecture models can also include creative
writing (e.g., [3]) or blogging.



MISSION

m BAG OF TRICKS

eTextiles
Afriend wants to create a centerpiece for his fashion
show: a dress covered in LEDs that change colors
according to ambient noise. Help him out.

Shock Value

Is the Pacific Northwest's power grid secure?

Dumpster Diving

You don’t mind getting dirty. You're happy to

dig through a company’s garbage to look for
un-shredded specs, documentation, and
inter-office memos. This time the client’s guards
are vigilant. Rent a garbage truck, then go
through your haul off-site.

/& SOCIAL ENGINEERING -2
Call the IT desk (“I'm a new employ®e!™a

into giving you the IP (Internet) address of one~f their
servers.

A NETWORK NINJA
Their computers can't be taken down forthe

software update procedures—and that means thatya
can exploit code that everyone else patched in 1999.

ﬁ HARDWARE HACKING -1

Grab some LEDs, some conductive thread, and a
thimble. Make it work!

O SEARCH FU

The thread keeps fraying. Look online to see if anyone
has a technique to avoid the problem.

‘Success: Gain 2 Honor, for you have
saved a life.

Play this card during a Mission.
All your Hardware Hacking rolls for the
Mission are automatic successes.

Success: ] Hacker Cred. The managers
are shocked; you aren't.

Failure: (] Hacker Cred

Success: (] Hacker Cred

Failure: (] Hacker Gred Discard this card after use.

Cost:

Figure 3. From left to right: (a) a Mission demonstrating the usage of technical skills for artistic purposes; (b) a Bag of Tricks card
illustrating a particular attack threat; and (c) a Mission describing a social engineering attack on an SCADA system along with
the mappings to the original Ninja Burger card. © University of Washington
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Any use of games in an educational context is subject to
risks. One risk is that the quality of games—and partic-
ularly computer games—has risen dramatically over the
last 50 years. As a result, there is an exceptionally high
bar for games today. This evolution was in full swing
before the advent of app marketplaces and instant grati-
fication, and the “red queen” effect is even faster since
that epochal change. Many students are exposed to a
wide variety of games from a very early age, and are
skeptical of approaches that splash a layer of gamifica-
tion on a normal lesson. Conversely, the increasing
prevalence of game-building engines and a resurgence
of simpler games or nostalgic, retro-style games on app
stores and among indie games raises the hope that edu-
cational games do not need an entire production studio
behind them to achieve success.

Another risk is that educators are supplied with (and
include) too many games with similar mechanics in the
same course. An increasing awareness of game me-
chanics, coupled with a vocabulary for their definition
and discussion, means that students exposed repeatedly
to the same mechanic are more likely to focus on the
mechanisms, rather than the educational content.

An additional risk is that a course of study might be-
come saturated with games, and that—instead of being
a novel break from other instructional methods—the
effort to learn the new games instead becomes tedious.
(There is a variant of the first risk here; it is unlikely
that all the educational games in a saturated course will
be of the same quality.)

4.2. The Dilemma of the Evaluation, Or, The Mad-
ness In the Methods

Current (US) approaches to science and research favor
uncovering cause and effect relationships, generally via

reductionism and/or experiments that manipulate rele-
vant variables while statistically controlling for all other
potential influences. This approach undoubtedly has
many benefits; however, over-reliance on this frame of
inquiry can lead to a variety of ills, including dismiss-
ing other forms of inquiry, or steering away from the
questions that most need investigating because they are
much less convenient (or even infeasible) to measure
via such methods.

If one were to attempt to compare the learning value of
a game to a textbook for a certain set of learning
goals—an obvious question to ask regarding the intro-
duction of games into the classroom (or workplace)—
the number of extraneous variables that would need to
be controlled for is very large. Similarly, comparing a
game such as Elevation of Privilege [4] to other threat
modeling techniques presents complex challenges for
evaluation that involves questions regarding pre-
requisite training, participant experience, or instructor
bias.

One typical way to combat this problem is to conduct
the evaluation at such a large scale that other potential
causes begin to become statistically unlikely. Occasion-
ally such a measurement can be attached to an existing
mechanism—or collected from an existing data feed —
in a way that provides a clear signal on a question of
interest; when this happens, it is due to some combina-
tion of serendipitous circumstances and keen insight
into experimental design. Frequently, however, such
data can only be acquired via brute force and persis-
tence. The volume of data that is required to determine
“clean” results on a messy process as fraught with
complications as human learning is somewhat prohibi-
tive. This problem is exacerbated by the fact that the



publishing norms in computer science—the timescale
and the expectations regarding the number of publica-
tions that result from a single project—tend to favor
smaller, more agile projects; these norms can be con-
trasted with practices in fields that more traditionally
deal with people, rather than technology, as their units
of discovery. Moreover, it is unrealistic to expect a
style of evaluation that requires such a commitment of
time (and other resources) when the research mode is
still so exploratory; the effort involved in the evaluation
is not appropriately calibrated to expected outcomes.

Another looming problem in terms of measuring the
effects of games—although one that is dependent upon
the game’s particular context and the goal in using it—
is how to measure success. If the goal in using the game
is to increase performance in a discrete task that is easi-
ly measured, then there is a clear avenue for measuring
success. The more that goals steer away from this
mode, however, the more challenging this proposition
becomes.

For Control-Alt-Hack, we had the nebulous goal of
increasing awareness of high-level security issues, with
the idea of doing so via a recreational activity in which
people might voluntarily engage. We could have at-
tempted to create validated pre- and post-tests that
measure security awareness. This would be an interest-
ing—if daunting—approach, but one that would be
susceptible to problems such as overfitting the evalua-
tion metric to fit the characteristics of the game. In-
stead, we chose to take a more inductive (rather than
deductive) approach. Instead of attempting to measure
an answer to a pointed question, we used open-ended
questions to invite educators to supply their own per-
spectives: on what worked and what didn’t work (and
why), on the things that the game is good for (versus
not), and why they chose to use the game in their class-
room. When examining the survey responses, it quickly
became apparent that they could be characterized as
either describing a positive function served by the game
or critiques of the experience. The two clusters of posi-
tive functions volunteered in survey responses—
Awareness and Social/Engagement—corresponded to
our goals in creating the game (see [1] for more de-
tails).

5. Conclusion

In this paper, we address both the very low-level logis-
tics of game creation and the very high-level issues of
challenges facing games in education and research. We
hope that sharing our experiences designing, producing,
and distributing Control-Alt-Hack helps guide others
who are interested in creating games for educational or
research purposes. In addition, we discussed what we

believe are the two greatest challenges in this area:
properly situating games within the classroom curricu-
lum, and evaluating—and publishing evaluations of —
games with serious intentions. We welcome contribu-
tions and discussion in this area.
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