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Abstract
Although Deep Neural Networks (DNNs) have state-of-the-art performance in various machine learning tasks, in recent years, they are found to be vulnerable to socalled adversarial examples. Specifically, take x ∈ D on which a neural network
has very high classification accuracy. It is possible to find some small perturbation ∆x so that even though the difference between x and x + ∆x = x′ is almost
imperceptible to humans, the given neural network is very likely to incorrectly
classify x + ∆x.
Currently there have been proposed several gradient and optimization based methods to create such adversarial examples x′ , but many of them cannot achieve high
speed and high quality x′ simultaneously. In this paper, we proposed a new algorithm to generate adversarial examples based on Generative Adversarial Networks
(GANs), specifically, a modification to the training algorithm of the Improved
Wasserstein GAN. The trained generator is able to create x′ very similar to the
original x while keeping the classification accuracy of the target model as low as
the state-of-the-art attack. Furthermore, although training a GAN might be slow,
after it is trained, it can generate adversarial examples much faster than previous
optimization-based methods. Our goal is for this work to be used for further research on robust neural networks.

1

Introduction

Starting from 2012, in which AlexNet was proposed [1], deep neural networks (DNNs) begins to
succeed in many different machine learning tasks including image classification [2], machine translation [3], image generation [4] and game playing [5]. Many of these works have comparable or
even better performance than humans.
However, more recent research shows that although these networks are strong, they are far from
robust. In particular, they can be easily attacked by deliberately crafted data, which are called
adversarial examples. These examples, usually in image classification tasks, are created by adding
a small perturbation on the original data. Although the difference is often imperceptible to humans,
it is possible to make state-of-the-art neural networks incorrectly classify them with high confidence.
Figure 1 shows a classical instance of this phenomenon [6].
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Figure 1: Goodfellow’s demonstration [6] of adversarial example applied to GoogLeNet [7] on
ImageNet. Even though the two pictures of panda are almost identical to human, GooLeNet is not
able to identify the panda in the right picture.
It is possible to maliciously utilize this property of neural networks. For example, in the scenario of
self-driving car, if the stop sign is adversarially perturbed, even though humans will still recognize
it as a stop sign, the car may identify it as something else. As a result, some severe traffic accidents
may happen. Furthermore, it is showed by Kurakin et al. that even the ordinary objects perceived
through camera may become adversarial examples [8]. Therefore, this phenomenon is important
and needs thorough exploration.
Currently, there have been proposed many effective approaches to generate adversarial examples
including Goodfellow’s fast gradient sign method [6], Papernot’s Jacobian-based saliency map approach [9] and Carlini and Wagner’s (CW’s) optimization-based method [10]. However, for most
current attacks, the issue is about the tradeoff between speed and quality. On one hand, one-step
gradient-based methods like fast gradient sign method can craft adversarial examples very efficiently,
but its attack is not strong and sometimes human can perceive the perturbation. On the other hand,
optimization-based methods like the one proposed by Carlini and Wagner, also the currently known
strongest attack, can create adversarial examples with very high quality, but each creation may need
hundreds or thousands of iterations.
In this paper, to address these two issues, inspired by the fact that Generative Adversarial Networks
(GANs) use a network to fool another network [11], we propose a method for generating adversarial
examples using a GAN, specifically a Wasserstein GAN [12]. We show that our method can reach
state-of-the-art success rate while keeping the speed of generating adversarial examples very fast.
This thesis will be organized as follows: in chapter 2, we will provide some background knowledge
about DNNs and adversarial machine learning; in chapter 3, we will give a brief introduction to
generative adversarial networks (GANs) and some other attack methods. Our Wasserstein GANbased method will be introduced in chapter 4 and the experimental results of its comparison to other
methods will be provided in chapter 5. Finally, in chapter 6, we will present our conclusion.

2
2.1

Backgrounds
Neural Networks

We first provide a brief introduction to neural networks, specifically those being used as classifiers.
A neural network classifier F with k hidden layers is a composition of k + 1 functions such that
F = Fk+1 ◦ Fk ◦ · · · ◦ F1 : Rn → Rm , where n is the dimension of input vector and m is the number
of class.
Here, we will adopt the notation of Papernot and Carlini [10, 13]. Let Z = Fk ◦ Fk−1 ◦ · · · ◦ F1 :
Rn → Rm , which is often called as logits. We view ∑
F (x) = y ∈ Rm as a probability over m
m
classes and in order for y to be a valid distribution, i.e. i=1 yi = 1, we use
eZ(x)i
Fk+1 (Z (x))i = ∑m Z(x)
j
j=1 e
where Fk+1 is called as the softmax function.
2

(1)

Since y is viewed as a probability distribution over m classes, the label that F assigns to x
will be defined as C (x) = argmax F (x)i . Since F (x)i ∝ eZ(x)i , we can immediately get
i

argmax F (x)i = argmax Z (x)i = C (x).
i

i

The choice of functions Fi , i ∈ {1, 2, ..., k} depends on the specific structure of neural network.
In this paper, )we will focus on image classification, in which we often choose Fi =
(
fi Wi F (x)i−1 + bi . Here Wi is either a full matrix of a sparse matrix equivalent to operations like convolution or pooling. fi is some nonlinear activation function, which is often chosen to
be ReLU, hyperbolic tangent or sigmoid function. Among these functions, ReLU function, which is
defined as f (x) = max {0, x}, is the most widely used activation function in image classification
area [10, 13].

2.2

Adversarial Examples and Attacks

We first give an informal definition of adversarial example.
Definition 2.1 Given an input x and a neural network classifier C that C (x) = y is what a human
perceives, an adversarial example is defined as some x′ that is close to x such that C (x′ ) ̸= C (x).
The closeness between x′ and x can be defined in various way, but the
widely used definition
√most
∑n
2
′
′
′
is based on Euclidean distance, i.e. distance (x , x) = ∥x − x∥2 =
i=1 (xi − xi ) . However,
the appropriateness of this definition for closeness should have further research. The reason is that
we want x′ to look natural or the difference to x to be imperceptible to humans, but the Euclidean
distance may not reflect such difference. Figure 2 shows an example of this argument.

x′1

x′2

x
kx′1 − xk2 = 5.6
kx′2 − xk2 = 13.2

Figure 2: x′1 is closer to x than x′2 based on Euclidean distance. However, x′2 looks much more like
a digit someone may write than x′1 . The original figure comes from the MNIST dataset [14].

The attacks can be classified as untargeted and targeted. The behavior of crafting the above mentioned x′ is called an untargeted attack. The targeted attack is a stronger version of untargeted attack,
in which we can choose some target label t with t ̸= C (x) and craft a similar x′ so that C (x′ ) = t.
Most currently proposed attacks have both untargeted and targeted version [10, 13, 15, 16, 17] and
it is usually easy to transform the later version to the former version. Hence, in this paper, we will
mainly focus on targeted attacks.
The attacks can also be classified based on its scenario. Specifically, we have white-box attack and
black-box attack. The former one means that the attacker has full access to the target model and
knows its model structure and parameters. The later one means that the attacker has only limited
access to the target model. Usually, the attacker can only send limited number of queries to the
target model and get labels assigned to the sent examples by the target model [17].
Although the later case is much more realistic for the attacker, Papernot et al. have shown that
because of the existence of transferability, it will be easy to train a substitute model based on these
queries so that attacks to this substitute model will still be very effective to the target model. [17].
Therefore, in this paper, we will only consider the white-box attack.
3
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3.1

Related Works
Other Attack Methods

Currently, many methods for crafting adversarial examples have been proposed including onestep gradient-based methods, iterative gradient-based methods, optimization-based methods and
gradient-free methods [6, 18, 15, 19, 16, 20, 21, 9, 10, 22].
Here, we will introduce two attack methods that are used for comparison in this paper. They are the
fast gradient sign method [6] and CW’s optimization-based method [10].
• Fast Gradient Sign Method (FGSM): The untargeted version of FGSM was first proposed
by Goodfellow et al. [6]. Given a valid input x and a target model F with its logits
output Z (x) and assigned label y = C (x), the adversarial example is crafted based on the
following formula:
(
)
x′ = x − ϵ · sign ∇x Z (x)y

(2)

where ϵ is a hyperparameter for controlling the strength of attack.
Suppose t ̸= y is our target label, its targeted version is provided by the following formula
[23]:
x′ = x + ϵ · sign (∇x Z (x)t )
(3)
• CW’s Optimization-based Method: Based on Carlini and Wagner’s proposition, crafting
an adversarial example targeted on t ̸= y was formulated as the following optimization
problem [10]:
2
minimize
∥δ∥2
δ
(4)
such that f (x + δ) ≤ 0
n
x + δ ∈ [0, 1]
where f is some function that f (x + δ) ≤ 0 if and only if C (x + δ) = t. The function
they choose is
{
}
f (x) = max max Z (x)j − Z (x)t , −κ
j̸=t

(5)

where κ is a hyperparameter. The alternative formulation gives that [10]
2

minimize

∥δ∥2 + c · f (x + δ)

such that

x + δ ∈ [0, 1]

δ

n

(6)

where c > 0 is some user-chosen constant.
n
In order to preserve the constraint that x + δ ∈ [0, 1] , which is a condition specifically for
gray-scale image, they used the change of variables that δ = 21 (tanh (w) + 1) − x. With
all of the equations above, the optimization problem we need to solve is [10]
(
)
2
1
1
minimize
(tanh (w) + 1) − x + c · f
(tanh (w) + 1)
(7)
w
2
2
2
and
3.2

1
2

(tanh (w) + 1) = x + δ gives the adversarial example.

Generative Adversarial Networks (GANs)

GAN was first proposed by Goodfellow et al. in 2014 [11] and currently it is still one of the best
generative models. It is composed by two networks, the generator G and discriminator D. Conceptually, during the training procedure, on the one hand, discriminator D will try to differentiate the
real data and the data generated by G; on the other hand, the generator G will try to generate data
similar to the real data so that D cannot tell the difference. Figure 3 shows how GAN works [24].
Mathematically, we can treat the real dataset as a sample from some unknown distribution, denoted
as pdata (x), and the task of generator G is to approximate this distribution. The distribution defined
by G, denoted as pg , is G (z) obtained when z ∼ pz , where z is some random noise like standard
4

Figure 3: A conceptual explanation of how GAN works [24].
Gaussian [11]. Based on the proposition of Goodfellow et al., the training procedure of GAN is to
solve the following optimization problem [11]:
min max L (D, G) = Ex∼pdata (x) [log D (x)] + Ez∼pz (z) [log (1 − D (G (z)))]
G

D

(8)

where D (x) represents the probability that x comes from pdata .
It is possible to show that the above problem is equivalent to optimize the Jensen-Shannon Divergence between pdata and pg [25]. However, training a GAN based on this procedure is difficult and
unstable. To address this issue, Arjovsky et al. proposed a new training algorithm for GAN based
on minimizing the Wasserstein distance between pdata and pg [12]. Later, the algorithm of training
a Wasserstein GAN (WGAN) was further improved by Gulrajani et al. through adding a gradient
penalty [26] during the training step of discriminator D. Below is the new proposed loss function
[26]:
max min LWGAN (D, G) = Ez∼pz (z) [D (G (z))] − Ex∼pdata (x) [D (x)]
(9)
G

D

The gradient penalty term added when updating D is [26]
]
[
2
λ · Ex̂∼px̂ (x̂) (∥∇x̂ D (x̂)∥2 − 1)

(10)

where λ is a hyperparameter and x̂ = ϵx + (1 − ϵ) G (z) for some ϵ ∼ U (0, 1), the uniform
distribution over (0, 1).
Algorithm 2 gives the details for training a WGAN, which is provided in the Appendix for reference.
In this paper, our algorithm for generating adversarial examples will be a modification based on the
improved algorithm for training WGAN, which will be called as adversarial WGAN.

4

Our Methodology

Based on the previous discussion, we can notice that during training a GAN, what a generator G does
is essentially creating some fake data that is similar to the original in order to fool another network,
the discriminator D. This is quite similar to something an adversarial attack will do. Therefore, it is
natural to consider the possibility for letting GAN generate adversarial examples.1 Specifically, we
will use the Wasserstein GAN because it is much easier to train than the ordinary GAN.
Intuitively, given the original data x, the task for generator G is still to generate x′ that is similar
to x so that the discriminator D cannot differentiate them. Thus, the loss function also contains the
part for ordinary WGAN LWGAN (D, G).
1
Although considering independently, we are unfortunately not the first to propose using GAN to generate
adversarial examples [27]. However, our method can still be viewed as an improvement of their method.

5

The first difference is that the input of generator G now is not some random noise but the original
data x because the adversarial example by definition is crafted based on some clean data.
The second difference is that this time, G needs to make sure that x′ can also fool the target model
so that C (x′ ) = t ̸= y = C (x). Thus, we need another term Ladv (G, F, t) such that minimizing it
is equivalent to fool the target model F for some target t. Here, we borrow the function suggested
by Carlini et al. [10] that possesses this property. Thus, we have
[
{
}]
′
′
Ladv (G, F, t) = Ex′ ∼p′ max max Z (x )j − Z (x )t , −κ
(11)
j̸=t

Furthermore, in order to preserve the constraint that x′ ∈ [0, 1] (when using RGB representation,
n
the constraint will become x′ ∈ [0, 255] , but this re-scaling is easy), we can apply the transfor1
′
mation that x = 2 (tanh (G (x)) + 1), which is the idea inspired by CW’s method [10]. Figure 4
shows the whole data flow procedure described above.
n

clean input x
x′

w
b

G

clean input x

1
2 (tanh(w)

+ 1)

x′

D

D(x) and D(x′ )

F

Z(x′ )

b

x′

Figure 4: The whole data flow for adversarial WGAN (drawing style inspired by [27]). Here, G is
the generator and x′ is the generated adversarial example. F is the target model and Z (x′ ) is the
logits output with x′ as input. D is the discriminator and D (x) represents how probable D believes
x is from the clean data.
Finally, we also want the difference between x′ and x to be small. Thus, an extra penalty term on
the magnitude of perturbation will be added. Here, we borrow Xiao’s choice that Lmagnitude (G) =
Ex∼pdata (x) [max {0, ∥x′ − x∥2 − c}] [27], where c is a hyperparameter.
Based on the above, the final loss function will be
L (D, G, F, t) = αLWGAN (D, G) − βLadv (G, F, t) − γLmagnitude (G)

(12)

where α, β and γ are hyperparameters for determining their relative importance. Thus, training an
adversarial WGAN is equivalent to solving the optimization problem that max min L (D, G, F, t).
G

D

Algorithm 1 shows the full algorithm for training an adversarial WGAN, which is modified based
on Algorithm 2 [26].

5
5.1

Experimental Results
Training Setup

The experiments we perform are mainly based on the MNIST [14] dataset because of the limitation
of hardware. In experiments, we prepare three target models, which will be called them model A, B
and C. The details of their architecture are provided in Table 5 in Appendix ??. Among them, model
A comes from the CNN tutorial of TensorFlow [28]. Model B is a variation of a target model used
in Xiao’s paper [27] and model C is designed by the author. Since nowadays, training a MNIST
classifier is not difficult, they are not designed and trained very carefully. Table 1 provides their
performance on the original MNIST test dataset.
The structures of generator and discriminator are also provided in Table 6, which are the variation
of structures in Xiao’s paper [27].
During the experiment, there are two notable differences between the actual implementation and
the Algorithm 1. First, the three discriminators at line 8 in Algorithm 1 share convolutional layers
6

Algorithm 1 Adversarial Wasserstein GAN with Gradient Penalty [26]
Require: A target model’s logits output Z and a target label t; Learning rate η; ncritic and batch size
m; Penalty coefficient λ; Confidence κ; Hinge loss bound c; Relative importance factors γ, β,
α
1: while θ has not converged do
2:
for t = 1, . . . , ncritic do
3:
for i = 1, . . . , m do
4:
Sample real data x ∼ pdata (x) and a random number ϵ ∼ U (0, 1).
5:
w ← Gθ (x)
x̃ ← 12 (tanh (w) + 1)
6:
7:
x̂ ← ϵx + (1 − ϵ) x̃
(
)2
(i)
8:
LD ← Dϕ (x̂) − Dϕ (x) + λ ∥∇x̂ Dϕ (x̂)∥2 − 1
9:
end for
)
(
∑m (i)
1
10:
ϕ ← ADAM m
∇ϕ i=1 LD , ϕ, η
11:
end for
12:
for i = 1, . . . , m do
13:
Sample real data x ∼ pdata (x).
14:
x̃ ← 12 (tanh{
(Gθ (x)) + 1)
}
(i)

15:

Ladv ← max max Z (x̃)j − Z (x̃)t , −κ

16:

Lmagnitude ← max {0, ∥x̃ − x∥2 − c}

j̸=t

(i)
(i)

(i)

(i)

LG ← γLadv + βLmagnitude − αDϕ (x̃)
end for
)
(
∑m (i)
1
θ ← ADAM m
∇θ i=1 LG , θ, η
20: end while
17:
18:
19:

Model A

Model B

Model C

99.07%
99.04%
99.37%
Table 1: Accuracies of three models on clean MNIST test dataset

but not the last dense layer. Although this variation indeed increases the model’s expressivity, the
specific reason that makes results better should need further exploration.
The second difference is that the transformation we used to preserve the constraint that x′ ∈ [0, 1]
is actually 12 (tanh (w/µ) + 1). Here, the extra hyperparameter µ is added so that the generator G
tends to generate w with larger value. In the original setting without µ, the parameters of some
layer in G are likely to become all zero because the values in each pixel are relatively small for
grayscale image. After an all-zero layer appears, backpropagation cannot continue and adding a
hyperparameter µ can effectively prevent this from happening. The values of µ we choose as well
as all of other hyperparameters are provided in Table 2. As for the hyperparameters in ADAM
optimizer, we use the default setting in TensorFlow implementation [28].
n

5.2

Attack Evaluation

In evaluation of our attack, the adversarial examples are crafted based on testing images of the
MNIST dataset [14]. Table 3 shows the accuracies of each model on each adversarial generator.
Based on Table 3, we can see that our attack not only makes the accuracy of the target model very
low, but also possesses strong transferability. In other words, the adversarial examples can also be
used to attack a non-target model, which makes the black-box attack feasible [17].
For each attack, we also measure the time necessary for crafting adversarial examples of all 10000
testing images in the MNIST dataset. We further implement the FGSM and CW’s optimizationbased method and measure the amount of time they take for comparison. For FGSM, we choose
7

GA

GB

GC

Learning Rate η
1 × 10−5 1 × 10−5 1 × 10−6
ncritic
5
5
5
Batch Size m
50
50
50
Penalty Coefficient λ
10
10
10
0
0
0
Confidence κ
Hinge Loss Bound c
0.3
0.3
0.3
Scaling Factor µ
10
10
40
Relative Importance Factor α
5
5
10
Relative Importance Factor β
17
17
17
Relative Importance Factor γ
1
1
10
target t
3
3
3
Table 2: Choice of hyperparameters for training. Here GA means the generator used to attack model
A and GB , GC follow the similar meaning.

GA

GB

GC

Model A 21.01% 12.48% 13.90%
Model B 19.03% 28.07% 9.58%
Model C 24.71% 17.21% 10.1%
Table 3: The accuracies when using model i to classify the adversarial examples generated by Gj for
i, j ∈ {A, B, C}. For instance, when using model A to classify the adversarial examples generated
by GA , the accuracy is 21.01%.

ϵ = 0.2 and for CW’s method, we choose the default ADAM optimizer in TensorFlow [28] and
learning rate being 3 × 10−3 . The GPU used to measure the time is GTX 1080Ti. Table 4 gives the
numerical results and Figure 5 presents it in a bar graph.
GA

GB

GC

FGSMA

FGSMB

FGSMC

CWA

CWB

CWC

0.803 s 0.785 s 0.749 s
0.960 s
0.912 s
3.435 s
349.3 s 305.9 s 2929.9 s
Table 4: Time (in seconds) necessary for each attack method to craft adversarial examples of 10000
MNIST tesing images.

We can see that for each target model, our method always has the fastest speed to craft adversarial
examples. Furthermore, especially for CW’s method, we can see that the amount of time for attack
will significantly increase as the complexity of target model increases. By contrast, the amount of
time necessary for our attack will not depend on the target model complexity. This property of our
method can greatly benefits the procedure of adversarial training because it needs to incessantly
generate adversarial examples [6].
Besides all above, the adversarial examples generated by our method also look natural to humans,
especially compared to the examples presented in Xiao’s paper [27]. Figure 6 shows such a comparison. For reference, in Figure 7, we also show a comparison between our adversarial examples and
the corresponding clean images.
Finally, when evaluating how successful the targeted property of our attack is, we find some intriguing problems. In particular, although our attack is indeed targeted, the resulting target becomes
different from the target we set. Furthermore, to the best of our knowledge, this is the first transferable targeted attack. However, the transferred target is again not the target we set during the training.
Figure 8 uses a bar graph to show the details of this phenomenon based on adversarial examples
created by GA .
Roughly speaking, although we choose target label t = 3 to attack the model A, we can see that
model A classifies most examples as 8, model B classifies most examples as 6 and only model
8

3000

2929.9

2500

Time (s)

2000
1500
1000
500
0

349.3 305.9
0.803 0.785 0.749 0.96 0.912 3.435
GA
GB GC FGSMA FGSMB FGSMC CWA CWB CWC
Model

Figure 5: Bar graph showing the time data presented in Table 4

Figure 6: (a) are examples generated by GA and (b) are examples presented in Xiao’s paper [27]. It
is clear that the images on left side look more natural to human.

C classifies most examples as 3. The current guess is that the problem may lie on the choice of
Ladv (G, F, t), but a further exploration will be left as future work.

6

Conclusion

In this paper, we presented a new method to generate adversarial examples by using Wasserstein
GAN, which is an improvement of the method proposed by Xiao et al. [27]. Our method not only
can generate state-of-the-art adversarial examples, which make the target model’s accuracy very low
and keep the example looking natural, but also have a very short running time that is independent
of target model. To the best of our knowledge, this is the fastest attack among currently proposed
methods. This property can greatly benefit the procedure of adversarial training.
In future work, besides addressing the target issue indicated in Figure 8, there are several other
possible extensions to this method. First, an interesting question is if we really need the discriminator.
CW’s method can craft vivid adversarial examples by only applying penalty on Euclidean distance to
9

Figure 7: (a) are the same adversarial examples shown in Figure 6 and (b) are the corresponding
clean images.
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Figure 8: Here, the “GA versus Model A” represents the result of using model A to classify the
adversarial examples generated by GA and the other two titles have similar meaning. In the subplot,
the bar with (x, n) represents that there are n adversarial examples being classified as label x. The
whole adversarial examples set is created based on the 10000 MNIST testing images.

the original [10], so it is possible that the discriminator is actually redundant in our method. Second,
if we do not fix the parameters in the target model but train it and the generator simultaneously, can
we end with a good generator and a robust neural network? Finally, we will also evaluate the strength
of our attack on some currently proposed defense technique like distillation [13] and MagNet [29].
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Appendix
Architecture of Target Models
Table 5 for model architecture will follow these naming rules:
• “Conv(k, [k1 , k2 ])” means a convolutional layer with k out channels, kernel size [k1 , k2 ]
and stride [1, 1].
• “BN” means a layer of batch normalization [30] with default parameters implemented in
TensorFlow [28].
• “ReLU” means a ReLU activation function and “Softmax” means a softmax transformation
function.
• “Dropout(p)” means a dropout layer with keep probability p.
• “MaxPooling([k1 , k2 ])” means a max pooling layer with kernel size [k1 , k2 ] and stride
[k1 , k2 ].
• “FC(k)” means a fully connected layer with k output units.
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A

B

C

Conv(32, [5, 5])+ReLU
MaxPooling([2, 2])
Conv(64, [5, 5])+ReLU
FC(1024)+ReLU
Dropout(0.5)
FC(10)+Softmax

Conv(32, [3, 3])+ReLU
Conv(64, [8, 8])+BN+ReLU
Conv(32, [3, 3])+ReLU
Conv(128, [6, 6])+BN+ReLU
MaxPooling([2, 2])
Dropout([0.5)
Conv(64, [3, 3])+ReLU
Conv(128, [4, 4])+BN+ReLU
Conv(64, [3, 3])+ReLU
FC(50)+ReLU
MaxPooling([2, 2])
Dropout(0.5)
FC(100)+ReLU
FC(10)+ReLU+Softmax
Dropout(0.5)
FC(10)+ReLU+Softmax
Table 5: Model structure for target models. Among them, model A comes from the TensorFlow
tutorial [28].

Architechture of GAN
We add the following naming rules for the architecture of generator and discriminator:
• “IN” means a layer of instance normalization [31] with default parameters implemented in
TensorFlow [28].
• “Conv(k, [k1 , k2 ] , [s1 , s2 ])” means a convolution layer with k out channels, kernel size
[k1 , k2 ] and stride [s1 , s2 ].
• “HalfResi(k, [k1 , k2 ] , [s1 , s2 ])” means a half residual block such that
HalfResi(x) =ReLU(Conv(x)+x) and k, [k1 , k2 ] , [s1 , s2 ] are parameters of this convolution.
• “DeConv(k, [k1 , k2 ] , [s1 , s2 ])” means a deconvolution layer with k out channels, kernel
size [k1 , k2 ] and stride [s1 , s2 ].
• “LReLU(λ)” means a Leaky ReLU activation function which is defined as
{
f (x) =

Generator

x
λx

if x ≥ 0
if x < 0

(13)

Discriminator

Conv(8, [3, 3] , [1, 1])+IN+ReLU
Conv(8, [4, 4] , (22))+IN+LReLU(0.2)
Conv(16, [3, 3] , [2, 2])+IN+ReLU
Conv(16, [4, 4] , (22))+IN+LReLU(0.2)
Conv(32, [3, 3] , [2, 2])+IN+ReLU
Conv(32, [4, 4] , (22))+IN+LReLU(0.2)
HalfResi(32, [3, 3] , [1, 1])
FC(1)+ReLU
HalfResi(32, [3, 3] , [1, 1])
HalfResi(32, [3, 3] , [1, 1])
HalfResi(32, [3, 3] , [1, 1])
DeConv(16, [3, 3] , [2, 2])+IN+ReLU
DeConv(8, [3, 3] , [2, 2])+IN+ReLU
Conv(1, [3, 3] , [1, 1])
Table 6: Model structures for generator and discriminator

Algorithm for training WGAN
The full algorithm for training a Wasserstein GAN is provided in Algorithm 2 for comparison with
Algorithm 1.
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Algorithm 2 WGAN with gradient penalty [26]
Require: The gradient penalty coefficient λ, the number of critic iterations per generator iteration
ncritic , the batch size m, Adam hyperparameters α, β1 , β2 .
Require: initial discriminator parameters ϕ0 , initial generator parameters θ0 .
1: while θ has not converged do
2:
for t = 1, . . . , ncritic do
3:
for i = 1, . . . , m do
4:
Sample real data x ∼ Pr , latent variable z ∼ pz (z) and a random number ϵ ∼
U (0, 1).
5:
x̃ ← Gθ (x)
6:
x̂ ← ϵx + (1 − ϵ) x̃
(
)2
(i)
7:
LD ← Dϕ (x̂) − Dϕ (x) + λ ∥∇x̂ Dϕ (x̂)∥2 − 1
8:
end for
)
(
∑m (i)
1
9:
ϕ ← Adam m
∇ϕ i=1 LD , ϕ, α, β1 , β2
10:
end for
{ }m
11:
Sample a batch of latent variables z(i) i=1 ∼ pz (z)
)
[∑m
( ( (i) ))]
(1
, θ, α, β1 , β2
12:
θ ← Adam m ∇θ
i=1 −Dϕ Gθ z
13: end while
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